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ENSURING CONTENT PROTECTION IN THE 
DIGITAL AGE 


THURSDAY, APRIL 25, 2002 

House of Representatives, 

Committee on Energy and Commerce, 

Subcommittee on Telecommunications 

AND THE Internet, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 12:30 p.m., in room 
2123, Rayburn House Office Building, Hon. Fred Upton (chairman) 
presiding. 

Members present: Representatives Upton, Barton, Stearns, 
Gillmor, Deal, Shimkus, Fossella, Davis, Bass, Terry, Tauzin (ex 
officio), Markey, Eshoo, Engel, Green, McCarthy, Luther, Harman, 
Boucher, and Sawyer. 

Also present: Representative Walden. 

Staff present: Jessica Wallace, majority counsel; Linda Bloss- 
Baum, majority counsel; Will Nordwind, majority counsel; Hollyn 
Kidd, legislative clerk; Andy Levin, minority counsel; and Brendan 
Kelsay, minority professional staff. 

Mr. Upton. Today’s hearing is on ensuring content protection in 
the digital age, and while our inquiry starts with the important 
question of how this impacts the transition to digital television, our 
subcommittee’s interest is, of course, much broader. 

The DTV transition deadline of 2006 is fast approaching. So time 
is of the essence. This hearing follows on the heels of several 
lengthy DTV roundtables which Chairman Tauzin held with my- 
self, Mr. Dingell, and Mr. Markey, at which representatives of the 
major, relevant industries discussed, sometimes fiercely debated, 
the obstacles which stand in the way of a successful and timely 
transition to digital television and how we can overcome those ob- 
stacles. 

Many issues, such as cable compatibility and must carry, have 
been touched upon in our roundtables, but perhaps the one issue 
that has dominated the agenda has been content protection. Clear- 
ly, this issue needs to be addressed if we are to succeed with the 
transition. 

I truly believe that the best solution is a private sector solution. 
Yet inter-industry agreements have been elusive to date. I know, 
through over 8 hours of roundtables, that these issues are complex 
both legally and technologically. But if we can put a man on the 
moon, then I am optimistic that, with the right amount of pressure 
from Congress, the industries, and consumers, which have the best 

( 1 ) 



2 


engineers and minds in the world, we can do anything that we set 
our minds to. 

So the questions I have are these. How long can, or should, we 
wait for those deals to he struck in light of the impending deadlines 
on the transition to digital? 

Do the industries have the right processes in place to come up 
with a fair plan to all, including consumers, and one that will not 
stifle technological innovation in the future? And what, if any, is 
the proper role of government? 

We have heard that three content protection issues have been 
identified in apparent order of degree of technical difficulty. From 
easiest to hardest, they are: (1) the broadcast flag; (2) the analog 
hole; and (3) peer-to-peer. 

Earlier I mentioned putting a man on the moon, and I am re- 
minded of how our Nation achieved that objective. President Ken- 
nedy laid out the first challenge. Then the engineers came about 
solving the problem. First, we put chimps into orbit and, once that 
was done, we put men into orbit, and after that we finally put a 
man on the moon. The point is that it was not all done in one step. 
It was done step by step. 

In today’s context, the question becomes: If we can get the broad- 
cast flag done and maybe the analog hole, will that be enough, for 
the sake of the DTV transition, to unleash the content as we con- 
tinue moving forward on the other content protection issues? And 
will, or should. Congress or the FCC be needed to ratify any such 
deals to ensure consistent compliance amongst all manufacturers? 

In all of this, we cannot lose sight of the fact that this is about 
the consumer. The consumer wants to continue enjoying great 
American movies, whether it be “Saving Private Ryan,” “Lion 
King,” “Band of Brothers,” but if that content is continuously 
ripped off and illegally transmitted with one click to the rest of the 
world on the Internet, then we will see a decline in the studios’ 
ability to make them. 

Consumers also enjoy great home entertainment equipment and 
certain expectations regarding “fair use” rights, and we, as Mem- 
bers of Congress, must vigilantly guard those rights as we make 
our way through this important debate. 

It is a delicate balancing act, but one which is as old as Article 
I, Section 8 of the Constitution itself. I am confident that even Ben 
Franklin, as he was exploring science with his kite and his key in 
the thunderstorm, never could have dreamed of the digital tech- 
nology, let alone motion pictures, DVDs, the Internet, Morpheus, 
and the like. Hence, fast forwarding to today, it is this Congress’ 
burden to help sort out how to rationally protect content in the dig- 
ital age, and that is what I hope can be accomplished someday, if 
not today. 

I look forward to hearing from today’s panel of witnesses to help 
us through these issues, and I am excited that our subcommittee 
will be the first to use our committee’s latest technology to hear 
from one such witness remotely, Mr. Chernin of News Corp all the 
way from Los Angeles. I tip my hat to Chairman Tauzin and Rank- 
ing Member Dingell for their foresight in bringing our committee 
room into the 21st century. 
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I yield to my friend and colleague, the ranking member of the 
subcommittee, the gentleman from Massachusetts. I am sorry we 
are not going to put up the Orioles-Boston game up here, but you 
can watch the Cubs at some point later on. The gentleman is recog- 
nized. 

Mr. Markey. I thank the gentleman very much, and that digital 
technology is so sensitive that we actually have to put black screen 
up there so that people know that it is not broadcasting some other 
more sensitive piece of information. 

I want to commend you, Mr. Chairman, for calling this hearing 
today on a variety of issues related to digital rights management. 
Today’s hearing will enable the subcommittee to explore policy 
questions related to the digital television transition, and will also 
raise other issues regarding consumer rights related to the record- 
ing data, transferring data from device to device, and whether con- 
sumers will have the ability to upload information and transmit it 
on the Internet. 

Both of the general topics to be raised at the hearing today are 
important, and both probably warrant a series of hearings on their 
separate sets of questions, implications and possible solutions. 
Hopefully, by throwing them together today, we can get a quick 
check on the status of various industry segments as well as what 
other broader consumer implications exist. 

First, I want to talk about the digital television transition. It is 
readily apparent to even the casual observer that the DTV transi- 
tion remains largely stalled, and even where progress is being 
made, it represents marginal progress at best. We are already a 
number of years into the transition with, frankly, little to show for 
it. 

It is clear that, if we keep up the current pace of transition, we 
are also years and years away from the digital denouement of this 
industrial policy for television, and I think that it is a key element 
of the transition simply acknowledging that it is, in fact, industrial 
policy, whether we want to say those words or not. 

We gave the broadcasters’ spectrum worth billions of dollars for 
free. We linked the industry an additional six megahertz for a tran- 
sition period, and we set benchmarks for when they had to get 
their stations up and running. After the transition, we expect to re- 
ceive back spectrum from the broadcasters. 

Having embarked upon this policy, policymakers have not put in 
place the relevant and necessary rules to ensure that the transition 
is both timely and successful. As important as it is to exhort the 
industry to do more, and as welcome as it is to call upon industry 
leaders for voluntary efforts, such hortatory rhetoric is no sub- 
stitute for real action, because voluntary efforts alone will not 
achieve our important policy objectives. 

That is because, at its core, the DTV transition represents a gov- 
ernment driven policy, not a purely market driven phenomenon. 
Therefore, it is imperative that government do more to create the 
conditions and environment for policy success. Failure to do so is 
unfair to consumers, taxpayers, and to the various high tech indus- 
tries with a stake in the future of television. 

With respect to the other half of today’s hearing related to digital 
rights management generally, I welcome today’s glimpse at some of 
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the issues raised by the increased digitalization of content and the 
repercussions raised by the success and growth of the Internet. 
Content creators have not only an understandable interest but also 
a right to the protection of their creative works from theft and in- 
fringement. Our society has long recognized and respected this 
right. 

In the post-NAFTA, post-GATT economy, we have made an eco- 
nomic decision as a country that, as the many low wage, low tech 
manufacturing jobs migrate abroad, we should compete for high 
end, high tech, knowledge based jobs and markets in a global econ- 
omy. Because such products are often ephemeral, we must protect 
such content from piracy, because our economic future depends in 
part upon such protection. 

When content creators and owners are fearful of putting content 
into digital form and distributing it for fear of infringement and 
theft, the marketplace is unnecessarily depressed, and consumers 
either pay far too much for such content or can’t receive it at all. 
Reassuring content creators and owners that the risk of such ille- 
gal conduct is minimal will help make such digital content more 
available. 

We must recognize, however, that not all consumers are potential 
pirates, and not all subsequent use of digital content by consumers 
represents infringements. I think it is important to underscore the 
principle of fair use, and note at the outset that it is called fair use, 
not home use. 

If I have a right to record information consistent with the fair 
use doctrine, I would hope that, for purposes of education espe- 
cially, we ensure that information for the classroom and for aca- 
demic research is not so encoded and locked up that libraries or 
schools cannot utilize such material efficiently to educate and en- 
lighten. 

I also hope that, while technologists work on broadcast flags or 
other content protective measures, we anticipate and construct a 
policy that is Internet friendly. If the digital era of the future will 
permit me to record certain content in digital form on a digital 
disk, it will seem quaintly analog to tell consumers that they then 
cannot use the broadband Internet to transmit that information in- 
stantly to a brother-in-law out in Seattle. Instead, they will have 
to put that disk in a FedEx envelope and spend $15 to get it out 
overnight. 

The broadband Internet of the future should not be envisioned 
solely for commercial downloads. It must be interactive, and it 
must permit law abiding consumers the right to speak and commu- 
nicate digitally as well. 

I understand that current technology may not yet permit such a 
policy, but current discussions should not close the door on such 
Internet friendly, copyright respecting conduct and conduit. We 
must put faith in technology to solve some of the problems that 
technology itself poses. 

I thank the chairman very much for allowing me the opportunity 
at a little extra length to make my opening statement. 

Mr. Upton. Recognize the chairman of the full committee. Chair- 
man Tauzin. 
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Chairman Tauzin. Thank you, Chairman Upton. Let me deeply 
express my appreciation to the witnesses today who will again help 
us to understand the gaps that still need to he closed in resolution 
of the very serious and complex issues of protecting digital content 
in this new age. 

I want to particularly thank Chairman Upton, Mr. Dingell, Mr. 
Markey, and Mr. Boucher who has been participating with us, for 
their assistance in the roundtables. I think it is important that I 
go on the record and explain what we have been doing in these 
roundtables. 

These roundtables have not been an opportunity for people to 
come and tell us what they think we ought to pass into law, quite 
the opposite. The roundtables have been our effort to help facilitate 
a discussion over the many disciplines involved in this transition 
to a digital television age to see if, in fact, we can encourage and 
help frame some of the debate going on in the marketplace where 
the agreements have to be reached and the technologies have to be 
developed and the standards have to be agreed upon and the actual 
industry-to-industry conversations need to occur if, in fact, many of 
these thorny issues are going to be settled outside of Congress hav- 
ing to mandate technologies and standards. 

The roundtables have been extraordinarily successful, and I 
thought it was time, as did Chairman Upton, that we go on the 
public record to talk about just how much progress has been made, 
how close we are to finding resolutions on some of these thorny 
issues in the marketplace rather than through legislation, with the 
notion that, if agreements can be reached, if understandings on 
content protection and simultaneously protecting the right of con- 
sumers, who happen to be our constituents, in the exercise of their 
fair use of digital products in the same, although the vague way, 
they appreciate their capacity to copy products in the analog world 
and to use them in their home systems, etcetera, and that we can 
reach agreements on interoperability standards and agreements on 
transmission of the new digital signals in a way that when con- 
sumers buy these products, they are not going to wake up to find 
out that everything has been down-res’ed, which is an interesting 
term meaning intentional degrading of the resolution of the signal. 

If consumers can be assured that, when they purchase equip- 
ment, they can plug it in and play it anywhere in America and that 
it is interoperable, whether it is a satellite system or a cable sys- 
tem or a telephone system or wireless broadband system that is de- 
livering the signal, and the signal will reach them in the same 
quality form it was being produced — If all those agreements can be 
reached and we are left with the simple task of codifying some 
agreements, where necessary, and/or providing enforcement for 
those agreements so that all the players agree to live by the terms 
of those agreements, that will be the ideal best world. 

The worst world will be if progress at these roundtables stops 
and the interdisciplinary, inter-industry discussions end without 
agreement, and we are asked instead to legislate on standards and 
technologies and content protection agreements. 

The roundtables have been successful to date. They have been 
successful, because they have allowed members of industry to chal- 
lenge one another and to do it in front of their own peers. They 
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have had to explain why they have yet to reach agreement and 
why they can’t come to agreement, and why perhaps their agree- 
ment is holding up others from making their agreements and for 
this process to work. 

I can tell you two things that are absolutely certain. We are de- 
termined to stick with our schedule. Congress mandated the broad- 
casters to be in the digital world by the year 2006. We are going 
to do everything in our power to meet that schedule. Second, we 
are going to do everything in our power from this committee level, 
and I know in the Congress, to make sure that consumers are the 
big beneficiaries of this transition. 

As we enter this digital world where incredible new products are 
going to be made available, not just through the PC modems but 
through the empowering and enabling the television set in our 
homes to become conduits for this massive amount of new informa- 
tion, entertainment, education, commerce, even health care and 
who knows what else, that consumers will be the big winners and 
we take them through this transition in a way that doesn’t burn 
them, doesn’t unnecessarily cost them. We must ensure that they 
don’t have to constantly purchase new equipment and new tech- 
nology because we have suddenly made last year’s model obsolete 
by some decisions we made here. That is going to be pretty critical. 

The thing I most want to avoid and I suspect all of us on this 
panel most want to avoid, is a situation where those of you who 
have already committed yourselves so well to this process, who are 
beginning to make the big investments, the cable companies who 
are making the investments and upgrading their systems, the 
broadcasters who are putting out the digital transmission equip- 
ment and beginning to do high definition content, the studios that 
are beginning to do more and more high definition, digital con- 
tent — I want to applaud CBS in particular because of the great ef- 
forts they have made, and urge the others to follow suit in creating 
and airing quality through high definition content. 

I would hate to see those of you who are beginning to do that 
suddenly say that I had better stop, because progress has not been 
made on the other important issues about distributing these pro- 
grams and making sure that technologies and electronic equipment 
are all designed around the agreements made to both protect con- 
tent in a digital age and protect consumers’ legitimate rights of fair 
use. 

Those are tricky, thorny questions, but I am delighted you have 
all come to share the progress you have made. I have asked Chair- 
man Upton and the members of our committee to make sure that 
this hearing does not drive you further apart but brings you closer 
together, and that everything we do accommodates the constant di- 
alog that must occur if all the various elements of this tricky tran- 
sition will come together in a way that consumers benefit and we 
stick to this timetable. 

That is a healthy agenda, but I thank you for coming to help us 
work it out. Thank you, Mr. Chairman. 

Mr. Upton. Thank you, Mr. Tauzin. I would note for the record 
that any member that is not here, their statement, if they prefer, 
be entered into the record under unanimous consent. I know Mr. 
Dingell is one of those. 
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Recognize for an opening statement Mr. Boucher. 

Mr. Boucher. Thank you very much, Mr. Chairman. I appreciate 
your focusing the attention of the subcommittee today on the co- 
equal need to protect copyrighted material against piracy and to re- 
spect and to reaffirm the time honored fair use rights of the con- 
sumers of that same material. 

With the arrival of content in digital form and with a deep pene- 
tration of Internet usage, the striking of a reasonable balance be- 
tween the rights of copyright owners and the rights of the users of 
copyrighted material has become both more urgently needed and 
more difficult to achieve. 

This hearing evolves from our earlier discussions on facilitating 
the digital television transition. An element of those discussions 
was the need to protect from unauthorized copying and from 
uploading to the Internet the digital TV transmission of high value 
programming. It is essential that this protection be provided so 
that program originators will release their high value material for 
digital television broadcast. 

The transition to digital television will never be truly effective if 
the most desired programs are not available. So copyrighted pro- 
grams must be protected, but there is a co-equal need. The time 
honored fair use right of the consumers of digital material to make 
recordings for noncommercial personal use and for personal con- 
venience must be respected and must be specifically affirmed. 

The fair use right of consumers to convey digital material they 
have lawfully acquired among a wide range of digital devices in the 
home setting and beyond the home setting to other personal spaces, 
including the car and the personal office and anyplace to which 
that consumer of digital information may travel, must also be re- 
spected and observed. 

This committee, Mr. Chairman, is an excellent forum for address- 
ing these challenges and striking the essential balance between 
copyright owner rights and user rights that are so essential in this 
digital era. There is a right way and a wrong way to protect con- 
tent in digital TV transmissions. 

The right way is to look to the affected private sector entities for 
a technical solution, and on that front truly impressive progress is 
being made. The Broadcast Protection Discussion Group of the 
broader Copy Protection Technical Working Group is comprised of 
digital equipment manufacturers and the major motion picture stu- 
dios. 

The Group has already developed a standard for the protection 
of digital television signals that arrive in the home by means of 
cable TV or by means of satellite. These signals pass through a set 
top box that can both protect the content from unauthorized copy- 
ing and allow home recording for personal use in appropriate, 
clearly defined circumstances. 

That same Working Group is now very close to agreeing upon a 
standard broadcast flag for the protection of programming that is 
delivered by digital television broadcast over the air to be received 
by antenna or by rabbit ears. 

That standard would also honor the fair use right of television 
viewers to make copies for personal use, and work is continuing by 
another group to address the problem of the so called analog hole 
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through which a highly technical and cumbersome process can pro- 
vide an avenue for uploading of material to the Internet by means 
of the digitization of analog content. A watermark standard to close 
the analog hole is in development by another working group. 

I want to take the opportunity of this hearing today to congratu- 
late the Working Group companies on the impressive successes 
that they are achieving. I also commend them for respecting the 
fair use rights of television viewers as the various technical stand- 
ards have been developed and approved by the Group. 

The Working Group approach is the right way to proceed, and it 
is achieving solid results. I will be interested to learn from wit- 
nesses today and in other future forums the extent to which the 
protection of content delivered over cable and satellite, which has 
been achieved, and the protection of over-the-air delivered content, 
which the Group is on the verge of achieving, is sufficient to per- 
suade the studios to release their highest value content for digital 
television transmission. 

The wrong way to proceed is for Congress to act prematurely, 
and I am concerned by all of the conversation that has been di- 
rected in the last month to an approach recommended in the Sen- 
ate, which would clearly have the Congress act in a premature 
fashion. 

Legislation has been introduced in the Senate that would have 
the government develop technical content protection standards. 
The fair use rights of consumers would not be guaranteed through 
that measure. 

There is every probability that a government standard would im- 
pede the functionality of digital receivers, players and recorders. 
This is clearly the wrong approach, and the progress being made 
by the private sector Working Group renders that approach not 
only inappropriate but also clearly unnecessary. 

After private sector standards are developed, there may be a role 
for the government to assure that devices employ the standard. At 
that time, we can be assured that the functionality of players, re- 
ceivers, and recorders will not be impeded. 

We can be assured that consumer fair use rights will be pro- 
tected, and that copyrighted material will be safeguarded. Mr. 
Chairman, I suggest that we not act until we have received those 
assurances. Thank you again for conducting this hearing, Mr. 
Chairman, and a warm welcome to all of our witnesses. 

[The prepared statement of Hon. Rick Boucher follows:] 

Prepared Statement of Hon. Rick Boucher, a Representative in Congress 
FROM THE State of Virginia 

Thank you, Mr. Chairman for focusing the attention of the Subcommittee on the 
co-equal need to protect copyrighted material against piracy and to respect and reaf- 
firm the time honored Fair Use Rights of the consumers of the same material. 

With the arrival of content in digital form and with a deep penetration of Internet 
usage, the striking of a reasonable balance between copyright owner rights and the 
rights of the users of copyrighted material has become both more urgently needed 
and a great challenge to achieve. 

This hearing evolves from our earlier discussions on facilitating the digital tele- 
vision transition. An element of those discussions was the need to protect from un- 
authorized copying and uploading to the Internet the digital TV transmissions of 
high value programming. 

It is essential that this protection be provided so that program originators will re- 
lease their high value material for digital TV broadcast. The transition to digital 



9 


TV will never be effective if the most desired programs are not available. And so, 
copyrighted programming must be protected. 

But there is a co-equal need. The time honored Fair Use Right of the consumers 
of digital material to make recordings for non-commercial personal use and conven- 
ience must be respected and specifically affirmed. The Fair Use Right of consumers 
to convey digital material they have lawfully acquired among a wide range of digital 
devices in the home and the extended personal setting including the car, the per- 
sonal office and places to which the person may travel must be respected and ob- 
served. 

This Committee is an excellent forum for addressing those challenges and striking 
the essential balance between copyright owner rights and user rights in the digital 
era. 

There is a right way and a wrong way to protect content in digital TV trans- 
missions. 

The right way is to look to the affected private sector entities for a technical solu- 
tion. And on that front impressive progress is being made. The Broadcast Protection 
Discussion Group of the broader Copy Protection Working Group is comprised of 
digital equipment manufacturers and the major motion picture studios. 

The Group has already developed a standard for the protection of digital TV sig- 
nals that arrive in the home by means of cable TV or by satellite. These signals 
pass through a set top box that can both protect the content from unauthorized 
copying and allow home recording for personal use in appropriate defined cir- 
cumstances. 

The same Working Group is now very close to agreeing upon a standard broadcast 
flag for the protection of programming delivered over the air to the home for receipt 
by an antenna or by rabbit ears. That standard would also honor the Fair Use Right 
of TV viewers to make copies for personal use. 

And work is continuing by the group to address the problem of the so called ana- 
log hole which through a highly technical and cumbersome process can be an ave- 
nue for the uploading of material to the Internet by means of the digitization of ana- 
log content. A watermark standard to close the analog hole is in development by 
the Working Group. 

I congratulate the Working Group companies on the impressive successes they are 
achieving. I also commend them for respecting the Fair Use Rights of TV viewers 
as the various technical standards are approved by the Group. 

The Working Group approach is the right way to proceed and it is achieving solid 
results. I will be interested to learn from our witnesses today the extent to which 
the protection of content delivered over cable and satellite which has been achieved 
and the protection of over the air delivered content which the Group is on the verge 
of achieving is sufficient to persuade the studios to release their highest value con- 
tent for digital TV delivery. 

The wrong way to proceed is for Congress to act prematurely. A measure has been 
introduced in the Senate which is premature. It would have the government develop 
technical content protection standards. The Fair Use Rights of consumers would not 
be guaranteed. 

There is every possibility that a government standard would impede the 
functionality of digital receivers, players and recorders. 

This is clearly the wrong approach and the progress being made by the private 
sector Working Group renders it not only inappropriate but also unnecessary. 

After private sector standards are developed, there may be a role for government 
to assure that devices employ the standard. At that time we can be assured that 
the functionality of devices will not be impaired, that consumer Fair Use Rights will 
be protected and that copyrighted material will be safeguarded. We should not act 
until we have those assurances. 

Mr. Upton. Thank you. Recognize for an opening statement Mr. 
Stearns, the vice chairman. 

Mr. Stearns. Thank you, Mr. Chairman, and I want to congratu- 
late you for holding this hearing to examine content protection in 
the digital era. 

Of course, I want to commend Chairman Tauzin for his tireless 
leadership in conducting several TV roundtable groups. As he has 
pointed out, they have been very helpful. 

As we discuss content protection in the digital era, the groups 
with the most to gain and lose from the digital transition are copy- 
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right holders of digital content and manufacturers and information 
technology companies that facilitate such content. 

For instance, the average cost of making and marketing films is 
now about $80 million a film. Collectively, however, the copyright 
industry generates almost $80 billion abroad, and such investments 
certainly need protecting. As such, intellectual property laws give 
creators the incentive and protection they need to make their 
works available to consumers. 

Mr. Chairman, in passing the Digital Millennium Copyright Act, 
Congress updated U.S. copyright law for the distal age by afford- 
ing copyright owners protections, while establishing fair use for 
technology in a digital environment. Digital media also creates a 
new opportunity for new forms of copyright infringement, and new 
concerns about fair use of copyrighted works and other long estab- 
lished copyright principles. 

A recent article in a Wired magazine. May 2002, highlights a 
man named, “Lord of the Borrowers.” He used the Internet and 
peer to peer applications to accumulate nearly 2,500 movies, video, 
and software titles, and in turn contributing to the illegal transfer 
of copyrighted works, including 3,000 songs and movies such as 
“Harry Potter” and “A Beautiful Mind.” Such actors are no dif- 
ferent than those who walk into Blockbuster’s movie rental and 
steal merchandise. 

In this article it talks about this man in his home. He has music 
piped into his bathroom, his living room, his kitchen. Every corner 
of his home has music, with a 28-speaker stereo system that cycles 
3,000 songs ranging from 200 from Elvis Presley tunes and all the 
early Beatles to classical, hip-hop, blues and concert, all that he 
bootlegged, even Axl Rose doing “White Christmas.” 

He says, “I had enough music to run a radio station,” he brags. 
“I could let it play for weeks and weeks, and it would never run 
out.” He hasn’t spent a dime, and his only real connection comes 
in the form of a cable modem — “Lord of the Borrowers.” 

Mr. Chairman, I would like unanimous consent to put this article 
in the record. 

Mr. Upton. Without objection. 

Mr. Stearns. As a result, the prevention of unauthorized copying 
of digital work has grown in importance in such technologies being 
continually developed and improved upon by media and electronic 
industries. However, there remains several outstanding issues re- 
garding technology, technical industrywide solutions. 

The parties appear close to reaching agreement pertaining to 
broadcast flags in order to prevent broadcast programs exhibited on 
over-the-air TV stations from being redistributed without author- 
ization. Additionally, protecting digital content in the analog for- 
mat, or plugging the analog hole, serves as a means of protecting 
intellectual property. 

While these two issues appear to be imminently resolved — imme- 
diately resolved, the parties seem far from reaching consensus on 
how to treat peer to peer applications which allow for distribution 
of files across the Internet without the need of a centralized server. 

Nevertheless, as pointed out by the chairman, we have the oppor- 
tunity to solve these problems, and I think the private industry is 
the best way to solve these at this point, and not have mandates 
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from the Federal Government. As so often happens, the Federal 
Government sometimes strangles innovation. 

Finally, Mr. Chairman, while we are quick to protect the invest- 
ment of content owners, we must balance it out to be doubly sure 
we protect the rights of consumers. It is imperative that all parties 
continue to recognize consumers’ rights to personal, noncommercial 
use of the legally purchased copyrighted materials. 

Additionally, neither Hollywood nor manufacturers would be 
profitable without consumers. As such, we need to respect con- 
sumers’ investment in such technology and ensure that their in- 
vestments are not made obsolete with efforts to protect content. 

Mr. Chairman, I again commend you for your hearing. 

Mr. Upton. Ms. Harman. 

Ms. Harman. Thank you, Mr. Chairman. I have a statement for 
the record, but just want to summarize with a few points. 

First of all, the issues we assess today have a huge impact on 
the digital world, and I am trying very hard to wrap my aging ana- 
log brain around them. Second, this is an excellent panel and a 
stellar group in the first row right behind it, and their spectrum 
of views is most welcome. 

Third, what we do and, just as important, what we do not do 
really matters in this case. We have had a few hearings lately that 
I thought mattered a bit less than this one. This one will really 
make a difference. 

So I would just set out a few principles we ought to think about. 
The first is that government should do no harm. That has been 
said often, but here we are in a position to do a great deal of harm 
if we do the wrong thing. 

The second is that the transition to digital is not just a question 
of supply. It is a question of demand, and the demand will not be 
there if high value content is not there, and high value content will 
not be there if we don’t protect intellectual property. So we had 
better get that part right. 

The third point is that the private sector has a great deal to offer 
here. There are market mechanisms and, as we have heard, cross- 
industry mechanisms that can do a lot of the hard work, and per- 
haps do it better than we can do it. 

Fourth, government has a tendency to operate with a sledge 
hammer. In this case, operating with a scalpel is absolutely re- 
quired. 

So I look forward to the testimony today. I have got some ques- 
tions for some of the witnesses. This is going to take hard work. 
We are going to earn our pay getting this thing right, and I look 
forward to being a part of the bipartisan solution on this com- 
mittee. Thank you, Mr. Chairman. 

Mr. Upton. Thank you. 

Mr. Shimkus. 

Mr. Shimkus. Thank you, Mr. Chairman. I know this is a tough 
issue. I am going to listen to the panel. I just remind people who 
have been before this committee before, my first experience is with 
my wife, who is a church organist, when she went through the 
reams of music and took out all the Xeroxed copies of music and 
threw them in the trash can because she wanted to respect the in- 
tellectual rights of the folks who wrote the music. 
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It was not a positive thing for the members of the church to see, 
but it was the right thing to do, because those people who write 
the music, who prepare that, need to be compensated if we con- 
tinue to want artists to flourish. But this is a hard issue. You all 
are the experts. We are going to ask a lot of questions. We look for- 
ward to your testimony. 

I yield back my time. Thank you. 

Mr. Upton. Mr. Green. 

Mr. Green. Thank you, Mr. Chairman. I want to commend you 
for holding this hearing today, but I want to start out by com- 
mending Chairman Powell and the FCC for their recent action on 
the HDTV transition. His letter outlining voluntary steps to broad- 
casters, cable companies, and consumer electronics folks each need 
to take — and the steps each need to take was crucial to speeding 
the digital transition. 

The subcommittee, I think, can and will impose a mandatory so- 
lution to move the digital transition forward, but I hope we do not 
have to go down that path. For all parties interested in the DTV 
transition, I fully support the goals outlined in Chairman Powell’s 
letter. Then I want to see the goals implemented in a timely man- 
ner through good faith and cooperation, hopefully, of all the par- 
ties. However, if these goals cannot be reached on a voluntary basis 
and there is continuing dispute, then I would share in any action 
initiated by Chairman Powell. 

Mr. Chairman, now I want to talk about the public policy pur- 
posely excluded from the Powell letter. The missing component was 
anything to do with digital rights management or DRM. DRM is 
the protection of digital content that flows to computers, high defi- 
nition TVs, and various home entertainment systems. 

Why is DRM important? Because without it, we have no protec- 
tion for copyrighted works. Creative minds should be able to profit 
from their creations through the copyright system. Many American 
consumers, though, feel that digital is free and can be obtained 
through the many peer to peer sites operating around the world. 

The idea that this digital content is free or should be free will 
be a difficult mindset to break. However, it now goes directly to the 
heart of the DRM problem. My constituents have now placed a 
value on this type of content, and that value is free. Rightly or 
wrongly, declining music CD sales seem to indicate that consumers 
are no longer willing to pay $12 for a CD. So how do we work this 
consumer preference into the context of DRM? 

One approach is the Hollings bill, and I oppose that approach. It 
is overly broad and penalizes consumers who have never or will 
never obtain illegally copied digital content. Piracy is a serious 
issue, and it should be addressed, but I am very hesitant for Con- 
gress to get too involved. 

My hope is the broadcasters, content providers, and consumer 
electronics folks will move to develop a solution among themselves. 
It must be targeted, and it must only be in response to the new 
content distribution methods from the movie and the music indus- 
tries. The software industry is already marketing their products 
over the Internet with full DRM protection, and they should be the 
model. 
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Mr. Chairman, at the end of the day, it is the consumer who has 
to benefit from any changes or agreements on this issue, and I 
hope to support legislation that has broad industry support and a 
tightly defined focus. 

Again, I thank the chairman for this hearing today. 

Mr. Upton. Thank you. 

Mr. Bass. 

Mr. Bass. I thank the chairman for holding this hearing, and I 
also want to make note of the fact, this is actually my first hearing 
on this subcommittee, and it is a real honor to be here, especially 
with my friend from Massachusetts. Now we have a chance of real- 
ly bringing a well deserved recognition to the Red Sox and the 
Celtics and the Bruins and, of course, our Super Bowl Patriot 
champions. 

Indeed, Mr. Chairman 

Mr. Upton. With a Michigan quarterback, I want you to know. 

Mr. Bass. I am also pleased to be participating in this hearing 
because of its significance. Digital content protection, as many have 
said before, is not a simple issue. It is not going to be resolved 
through a formula or a Federal law or regulation that will resolve 
this issue. 

I think, although it is best that it be left to those who have cre- 
ated and those who will employ the digital infrastructure, content 
protection and so forth, and understand the complexities best, I 
also feel that Congress needs to ensure that excess consumer costs 
and unreasonable inhibition on personal use are kept to a min- 
imum, as has been said by other members of this subcommittee. 

These are very complex, and I am looking forward as the newest 
member of this subcommittee to gaining a better understanding 
and being an active participant in the resolution of these issues, 
and I yield back. 

Mr. Upton. Mr. Luther. 

Mr. Luther. Thank you, Mr. Chairman, and I also want to 
thank you for holding this important hearing. As has been men- 
tioned, the crux of the issue before us is really twofold. First, do 
market forces provide adequate incentives for the private sector to 
form constructive partnerships between content providers, the in- 
formation technology industry, and electronics manufacturers to 
develop commercially viable encryption technology where the prop- 
erty rights of content providers are adequately protected, or do 
market forces make it difficult for all of the relevant industry play- 
ers to come to some sort of meaningful consensus? 

Of course, were market forces sufficient, then Congressional ac- 
tion would be largely unwarranted. I am interested in reviewing 
the perspectives of our panelists on this issue. 

Second, if in fact market forces are insufficient in creating incen- 
tives for such technological innovations, the next question becomes 
exactly how forceful of a nudge does the private sector require from 
Congress? In this regard, I think we need to better understand to 
what degree a Congressionally mandated technological standard 
would inhibit the high tech community from adapting to a rapidly 
and ever changing digital environment. 

Do the various parties require only strict government enforce- 
ment of existing copyright law or should the government step in 
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and involve itself in determining the actual baseline standard by 
which digital technology must abide? 

It goes without saying that our deliberations today should ulti- 
mately serve the American consumer. After all, we are trying to aid 
the development and promise of digital television and facilitate the 
application of high speed data services, both of which should ulti- 
mately benefit the average citizen. 

As long as keep the public in mind and avoid focusing on poten- 
tially factional disputes, I believe that our committee can be helpful 
in ushering in the promise of the digital age. 

Thank you, Mr. Chairman, and I yield back the balance of my 
time. 

Mr. Upton. Mr. Davis. 

Mr. Davis. I am eager to hear the panel. I ask unanimous con- 
sent my statement go in the record. 

Mr. tJPTON. All members have that right. Thank you. 

Ms. McCarthy. 

Ms. McCarthy. Thank you very much for holding this hearing, 
Mr. Chairman, and I would ask unanimous consent that my state- 
ment be placed in the record, so we can get on to the substance 
at hand and the panels that have come before us today. 

Mr. Upton. Extra credit. Thank you. 

Mr. Terry. 

Mr. Terry. I will submit my statement, since I have an eight 
o’clock flight. 

Mr. Upton. Tomorrow or today? 

Mr. Sawyer. 

Mr. Sawyer. I will submit mine as well, Mr. chairman. 

Mr. Upton. Ms. Eshoo. 

Ms. Eshoo. I am not leaving until 7:30 tomorrow morning. 

Thank you, Mr. Chairman, and first of all, welcome to our very 
impressive panel that is here today, and most especially to Joe 
Kraus, who is the founder of Excite.com. He is from Palo Alto, 
which is the heart of the most distinguished Congressional district 
in the country, and he has made significant contributions to the 
Internet age through his companies and now through the organiza- 
tion that he founded, DigitalConsumer.org. Thank you for being 
here, and we are proud that you are a witness. 

This hearing gives our committee the opportunity to discuss the 
status of protection and distribution of digital content. Various 
technology associations have called for a national broadband policy 
with goals of having broadband in 100 million homes in 10 years. 
If we are going to achieve these lofty goals, we need to examine 
what the barriers are that prevent consumers from getting the con- 
tent they prefer. 

At times, the promise of broadband and digital television seem 
really farther off than we would have hoped. I wish myself I had 
at least a quarter for every time we have had a hearing here on 
digital TV and have all the reports from the industry, but we can 
attribute at least part of the lagging pace, in my view, to the com- 
plexities that are associated with protecting content. 

So finding a solution to this problem, in my view, is not going 
to happen quickly, and I think that it really necessitates the con- 
centrated efforts of all the affected industries. If there was ever a 
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market that would force companies to come together and find a so- 
lution, I think this is it. 

Content creators lose hundreds of thousands of movies to illegal 
downloads over the Internet, and the software industry loses $11 
billion annually to piracy. So there is one heck of an economic in- 
centive in this for people to come together. This is a huge problem, 
and the industries, obviously, have a vested interest in solving it. 

The economic impact has resulted in the formation, as several of 
my colleagues have pointed to, of working groups that have used 
the combined expertise of many engineers to find methods of pro- 
tecting digital content. I think the government should be moni- 
toring that progress very closely from the sidelines, rather than in- 
serting itself into the process. 

Legislation that could result in a single technological mandate 
brings with it numerous problems. First, it will stifle, in my view, 
the progress made by the inter-industry working groups by impos- 
ing unnecessary bureaucratic procedures and injecting the Federal 
Government into engineering decisions. We are not good at that. 
We don’t know how to do that. 

Second, once a particular technology is selected through this 
process, it could create a single point of vulnerability, making it 
susceptible to hackers and cumbersome to correct. 

Finally, rather than finding a workable market solution, an im- 
prudent mandate could require millions of dollars in engineering 
changes that, in the end, would obviously be passed on to con- 
sumers. 

So let me say last that I think that Mickey Mouse and Silicon 
Valley have to create a yellow brick road to hold hands and walk 
down together, and I look forward to the testimony that we are 
going to hear today. I think it is going to be very, very important 
for us to, obviously, take into consideration as we look to see what 
policies, if any, the Congress should be making in this area. Thank 
you. 

Mr. Upton. Thank you. That concludes the opening statements. 
You can tell, because of the interest — appearance of the members 
as well as the length of the statements, the keen interest on this 
topic, and we are delighted to now let the witnesses speak. 

[Additional statements submitted for the record follow:] 

Prepared Statement of Hon. Tom Davis, a Representative in Congress from 

THE State of Virginia 

There were two salesmen driving around in the country when their car broke 
down. It was late in the evening, so they decided to walk over to a nearby farm- 
house and ask if they could spend the night. A recently widowed woman answered 
the door. When they told her of their plight, she told them it would be inappropriate 
to let them sleep in the house since she had just recently lost her husband. How- 
ever, she did offer to let them sleep in the barn. 

About a year later, the two salesmen were driving in the same vicinity when one 
turned to the other and asked, “Do you remember the time that widow let us sleep 
in the barn?” 

His partner replied that he did. 

“Did you sneak up to the house that night?” 

His partner, now blushing, replied that he had. 

“And did you give her my name?” 

Once again, the other partner confessed his guilt. “Why do you ask?” he replied. 

“Well,” said the first salesman, “she died last week and left me $1 million.” 

The moral of this story: take credit for your work. That is the central issue we 
are discussing today. The creators of music and video products are struggling to 
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maintain a system where they receive just compensation for their products in a 
technological environment where that task is increasingly difficult. Digital tech- 
nology has made it extremely easy to “share” these files via the Internet. I have 
been shown a plethora of peer-to-peer sights on the net where one can go and 
download content for free. Obviously, this poses a severe threat to the recording, 
movie, and broadcasting industries. 

At the same time, digital technology holds great promise for consumers. In our 
efforts to protect content, we must be careful not to throw the baby out with the 
bath water. I will admit my first reaction to proposed legislation that would have 
the government step in with a solution was not favorable. However, this is a com- 
plex issue, and I want to ensure that we maintain an environment as conducive as 
possible to innovation. I do not have the technological answer to the question of how 
to best protect digital content. However, I do not want to take steps that prevent 
those with the ability to create such a solution from doing so. 

I am looking forward to the testimony today, and I am thankful to Chairman 
Upton for calling this hearing to give the industry stakeholders an opportunity to 
present their case. This afternoon will be an educational experience for us all, and 
will hopefully guide us in the right direction for any necessary legislative action. 


Prepared Statement of Hon. Lee Terry, a Representative in Congress from 

THE State of Nebraska 

Thank you Mr. Chairman and thank you for holding this hearing today. 

It is well understood that as we move forward into the digital age, consumers will 
want the latest and greatest forms of technology and the content to go with it. Dig- 
ital content has become the content demanded by consumers. DVD[’s are one of the 
most popular segments of the entertainment industry and are considered to be the 
fastest growing consumer electronics product ever. Digital TV and HDTV program- 
ming are starting to role out and become available to consumers in many markets. 
As consumer demand for Digital TV and HDTV increases, it is imperative that their 
content be protected from piracy. I think this can best be done with a type of tech- 
nology that is not selected by the Government. 

There will always be men and women who feel that all content should be free and 
who will spend their time doing their best to hack the most sophisticated encryption 
programs. I believe that the people who hold this belief will never change this view. 
That is why all the industries affected by the need for DRM solutions must come 
together to sort out their problems and find ways to solve them. The revenue lost 
from content piracy is staggering, and losses increase annually. I have heard loss 
figures ranging from $10 Billion to $15 Billion. This is money that deserves to be 
in the hands of those who produce the content, not of those who steal it. 

I am a firm believer in free markets and as such I also feel that industry experts 
can make better decisions on how to protect their goods from piracy than the Fed- 
eral Government can. The Government should not pick winners and losers. We 
should not mandate a technology that could be obsolete within a year of our man- 
date. 

Chairman Tauzin, you should be commended for bringing industry together for 
round-table discussions. These discussions are very important to finding the solu- 
tions to the transmission of free, over-the-air broadcasting, the analog hole, and 
peer-to-peer file sharing. Through these discussions, the solution to these problems 
can be found. If the Government were to mandate a solution, there could be no fruit- 
ful discussion that might lead to better ways and different forms of technology that 
would be best to protect the content providers from piracy. 

I cannot believe that IT companies or the IT industry would support piracy. They 
have as much to lose as anyone else. Furthermore, I have seen these IT companies 
in action, and have witnessed their desire to be at the table to discuss the problems 
facing each industry and the various solutions that can be given to solve their prob- 
lems. 

There are also a host of companies that are spending their time and capital trying 
to solve the Digital Rights Management problem. Each one should be commended 
for their efforts. Companies like SealedMedia, who work to provide Digital Rights 
Management technology for organizations requiring persistent control for digital 
Internet content. SealedMedia’s solution is unique, as its DRM technology is being 
developed to support multiple media formats. However, if the Government mandates 
a technology, we might be hindering SealedMedia’s ability to innovate and come up 
with solutions that the Government and affected industries have not considered. 
The type of thinking that is needed to find a solution to the DRM problem is one 
that provides a series of different solutions in the short term with the capabilities 
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to provide additional protections in the future. Any thinking that moves towards 
mandating standards today, while well intentioned, is shortsighted. 

DRM solutions and innovations should not be frozen by Governmental mandates. 
DRM solutions should protect content and the distribution of digital media in all 
forms. In addition, DRM solutions should be allowed to flourish in as many forms 
as necessary to accomplish the end goal of ending piracy. The Digital Rights Man- 
agement issue cannot be solved with a one-size-fits-all approach. What works well 
for protecting content on a DVD might not work well for protecting broadcast con- 
tent. These affected industries should be left to solve the DRM problem with mini- 
mal Governmental intervention. Rather the Government should focus on giving the 
DRM solutions all the enforcement protections they might need. 

I thank you Mr. Chairman and I look forward to the testimony from our witnesses 
today. 


Prepared Statement of Hon. Eliot L. Engel, a Representative in Congress 
FROM THE State of New York 

Mr. Chairman — I want to thank you and the panelists for holding this hearing. 
It is vital for the Congress to do a better job of understanding the nuances involved 
in technology and the law. Before us today is literally what the future of cop3Tight 
protection should be. 

There has been a great deal of discussion regarding legislation introduced by Sen- 
ator Hollings. Some have said that it specifies a standard, but this is not true. I 
have reviewed the legislation and does no such thing. It does authorize a federal 
agency, the FCC, to do so. Pd like that point to be clear, because agencies can 
change regulations far easier than Congress can change laws. 

The need for standards is so important, so evident, and so prevalent, that we 
often do not see it before our very eyes. In 1901 Congress created the National Bu- 
reau of Standards, which today is the National Institute of Standards and Tech- 
nology. One of the very first challenges the Bureau of Standards faced dealt directly 
with health and safety of every citizen within the United States. The need for stand- 
ards was dramatized in 1904, when more than 1,500 buildings burned down in Bal- 
timore, because of a lack of standard fire-hose couplings. When firefighters from 
Washington and as far away as New York arrived to help douse the fire, few of their 
hoses fit the hydrants. The Bureau of Standards had already collected more than 
600 sizes and variations in fire-hose couplings in a previous investigation and, after 
the Baltimore fire, was a key figure in setting a national standard. 

Today we are concerned about the standards to protect the intellectual property 
of movies and music. This doesn’t rise to level of importance of universal fire-house 
couplings, but it is nevertheless important. Though a person’s life is not endangered 
by piracy, harm nevertheless occurs. What your job — and I speak to the panelists 
now — what your job is today is to try and convince us whether or not the Congress 
or Administration needs to intervene. 

I have heard good arguments on both sides and I have heard some bad arguments 
on both sides. So this is your opportunity to educate me and influence my opinion. 


Prepared Statement of Hon. John D. Dingell, a Representative in Congress 
from the State of Michigan 

The transition to digital television is, without question, one of the thorniest issues 
this Subcommittee has had to deal with. Its success hinges on the actions of a dis- 
parate group of industry players, many of whom historically make their living com- 
peting against one another. Now these companies must find a way to work together 
for the good of the whole. It is a very tall order, as we’ve learned from the DTV 
roundtable discussions led by Chairmen Tauzin and Upton, but I remain hopeful it 
can be done. 

Some believe the transition will not succeed unless more high value, high defini- 
tion television programming is produced by the broadcast and cable networks. Oth- 
ers say that the key to success lies in making sure broadcasters meet the digital 
TV buildout deadlines. Still others say cable and satellite systems must be made 
to pass through high definition content when it is available, and that these distribu- 
tion systems must be compatible with any television display. And, of course, there 
remains a statutory conversion date by which this great experiment must be com- 
pleted. 

In my view, all of these claims have merit. But, in the end, success will be meas- 
ured in terms of whether consumers ultimately enjoy a higher value television prod- 
uct than they do today. And I am convinced that day will come. It may not happen 
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magically on December 31, 2006. In fact, consumers may be watching digital tele- 
vision signals reconverted to display on their old analog sets for many more years 
beyond that. But eventually, consumers will migrate to digital sets, so long as they 
perceive value in doing so. 

So where does the value come from? I believe you need to look no further than 
the many hearings we’ve held on this subject over the past twenty years. High Defi- 
nition Television, or HDTV, was part and parcel to this digital experiment. That 
idea didn’t originate with me or the other Members serving at the time. It was the 
simple commitment made by the broadcast industry when it pitched the idea of re- 
ceiving a second channel. In fact, as recently as 1996, the National Association of 
Broadcasters (NAB) maintained that TV stations “will use this spectrum for HDTV, 
pure and simple.” 

It is true that the 1996 Telecommunication Act permits flexibility to offer ancil- 
lary video, data, and other non-high-definition services on this digital channel. But 
my sense is the tide may be turning on these plans for a number of reasons. First 
and foremost, there is a glut of digital channels out there, both on satellite TV and 
digital cable. Simply adding more to the mix may not make good sense if few people 
are watching. 

Instead, broadcasters may need to distinguish their programming. One way is by 
telling better stories. But another way is to make their content look, sound, and feel 
superior to other programming available to viewers. They certainly have the tools 
to do the latter, and I hope they’re beginning to see the wisdom of that. Several 
networks are already putting more and more HDTV on the air, and competition 
from cable networks like HBO, Showtime, HD-Net, and Discovery will only increase 
the competitive pressure to do so. 

Now it is true that more HD programming does not necessarily mean the viewer 
will automatically see it. Cable and satellite companies must carry the program- 
ming, and do so in a way that is compatible with any and all digital television dis- 
plays. 

But, on this point, broadcasters may hold the keys to the kingdom. If they put 
on more HDTV, differentiating their programming, the signs point to tremendous 
consumer demand, and cable systems will be forced to respond. Some have started 
to negotiate carriage agreements in earnest, and the pressure from satellite will be 
very important as well. We’re already seeing DirecTV putting more HD program- 
ming on its system. In fact, I understand they’re adding Showtime HD this month 
at no additional cost to subscribers, and that trend will likely continue. 

The hurdle, of course, to putting on more high value, high definition digital pro- 
gramming is the very real concern of content owners over piracy of their works. 
We’ve been down this road many times before as technology evolves. And it’s pretty 
clear that the best result occurs when competing interests in industry work together 
to find the right solutions. I am not convinced that government has the tools or the 
expertise to make the right judgments on these matters. 

Certainly there are some in the industry who would prefer a legislative approach. 
And I note that Senator Hollings has introduced legislation that brings this debate 
into sharper focus. But the bill as drafted is unbalanced, stunting the growth of one 
industry in order to protect the growth of another. 

Imagine if the motion picture industry had won its fight against the VCR in the 
early 1980s. At that time the industry believed VCRs would provide the death knell 
to first run motion pictures. Now, of course, sales of VHS tapes actually exceed box 
office receipts each year. But if that notion had prevailed in the Supreme Court, the 
VCR would have been outlawed and the benefits to both the film industry and the 
consumer would never have been realized. As the industry learned then, the answer 
is not to limit technological advances. Rather, it is to embrace them and adapt busi- 
ness strategies to exploit their inherent value. 

While I believe the industry is best poised to negotiate the technical details of dig- 
ital rights management, the government certainly does have an ongoing and impor- 
tant role in protecting consumers. That means making sure reasonable consumer ex- 
pectations are met. That goes for recordability and playback on a variety of devices 
throughout the home. But, just as important are reasonable consumer expectations 
about the functionality of the new equipment they already have bought. Over $5 bil- 
lion of high definition equipment has been sold to date, and that number is pro- 
jected to soar to $9 billion by the end of this year. 

This equipment was bought with the promise of delivering high definition pic- 
tures. In my view, the proposals made by some industry players to downgrade the 
resolution of programs delivered to this new equipment are unfair, counter- 
productive to the transition, and possibly unlawful. Consumers should not be left 
holding the bag. Content owners and equipment manufacturers should find techno- 
logical solutions to close the analog hole and address “in the clear” transmissions — 
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and the sooner the better — so the industry’s exposure to piracy is limited going for- 
ward. But to do so in a way that makes obsolete, or even degrades the functionality 
of, existing products should be a nonstarter. 

Mr. Chairman, again I commend you for tackling these difficult issues today, and 
I look forward to continuing our work together to meet the challenges they present. 

Mr. Upton. This is a first that we are actually going to have a 
video conference in this hearing room, and our first witness will be 
Mr. Peter Chernin, President and CEO of News Corporation, who 
is actually in Los Angeles, to be followed by Mr. Richard Parsons, 
Co-Chief Operating Officer of AOL Time Warner, Dr. Paul Liao, 
Chief Technology Officer of Panasonic/Matsushita, Mr. Larry 
Blanford, CEO of Philips Consumer Electronics, Mr. Larry 
Jacobson, President and Chief Operating Officer of RealNetworks, 
Mr. Assaf Litai, Founder and Acting CEO of Vidius, and Mr. Joe 
Kraus, Co-founder of DigitalConsumer.org. 

We will start long distance with Mr. Peter Chernin. Peter, wel- 
come. Thank you for appearing. All of your statements are all made 
part of the record. If you could also try to abide by the 5-minute 
rule, that would be truly appreciated. Thank you. 

Mr. Chernin. 

STATEMENTS OF PETER CHERNIN, PRESIDENT AND CHIEF 
OPERATING OFFICER, NEWS CORPORATION; RICHARD D. 
PARSONS, CO-CHIEF OPERATING OFFICER, AOL TIME WAR- 
NER INC.; PAUL F. LIAO, CHIEF TECHNOLOGY OFFICER, 
PANASONIC/MATSUSHITA ELECTRIC CORPORATION OF 
AMERICA; LAWRENCE J. BLANFORD, CEO, PHILIPS CON- 
SUMER ELECTRONICS; LARRY JACOBSON, PRESIDENT AND 
CHIEF OPERATING OFFICER, REALNETWORKS; ASSAF LITAI, 
FOUNDER AND ACTING CEO, VIDIUS; AND JOE KRAUS, CO- 
FOUNDER, DIGITALCONSUMER.ORG 

Mr. Chernin. Thank you, sir. Good afternoon, Mr. Chairman, 
Ranking Member Markey and members of the subcommittee. My 
name is Peter Chernin, and I am the President of the News Cor- 
poration. Thank you, Mr. Chairman and Ranking Member Markey, 
for inviting me to participate in today’s hearing by video con- 
ference. 

I would like to take this opportunity to applaud all of you for 
your leadership in seeking to ensure copyright protection for con- 
tent providers in the digital age. 

First, I would like to point out that, although some content pro- 
viders have been accused of being backward thinking and anti- 
technology, I am proud to be aggressively pioneering this commit- 
tee’s brand new video conference technolo^. 

As an industry, we are in a very exciting but challenging time. 
The rise of the broadband Internet and other digital technologies 
is providing us with tools of unprecedented flexibility that we are 
only beginning to fathom. News Corporation is already harnessing 
these technologies and distribution methods on an unprecedented 
scale. 

For example, over 50 percent of United States television house- 
holds are able to receive Fox programming in digital form, includ- 
ing the first ever all digital, wide screen Super Bowl earlier this 
year. We have released hundreds of Fox movies on DVD, and will 
soon be releasing Fox movies in the high definition digital DVHS 
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prerecorded format. However, we strongly believe that the great 
promise of broadband Internet and other digital technologies can be 
fully achieved only if protections are in place to safeguard our in- 
vestment in the development and distribution of content. 

Recently, we have seen more and more Napster-like programs, 
such as Gnutella and Morpheus, which facilitate the downloading 
of motion pictures and television programming without authoriza- 
tion or compensation to the copyright holder. 

With the advent of broadband, it is only a matter of time before 
these file sharing technologies and other emerging mechanisms 
have a serious impact on the economic viability of the motion pic- 
ture and television broadcast industries. However, I cannot empha- 
size enough that it will not be just the media companies that will 
be hurt economically if this piracy continues. 

Rampant piracy will hurt all businesses and consumers and indi- 
viduals that make their livelihood from the making, redistribution, 
and licensing of content. 

We are working to solve the piracy problems ourselves by distrib- 
uting our content through media that are reasonably secure. For 
example, pay cable, direct broadcast satellite, and DVHS are dig- 
ital distribution channels to the home that provide a basic level of 
security for digital content. 

In each of these areas we are able to protect our content either 
through contractual arrangements with cable and satellite pro- 
viders or through a licensing process using commercially available 
digital rights management, I)RM, technology for the Internet. How- 
ever, I want to focus for a moment on the one major digital dis- 
tribution method that does not currently offer adequate protection, 
digital over the air broadcast television or so called DTV. 

Presently, cable and satellite have a competitive advantage over 
DTV due to the closed nature of cable and satellite systems that 
allow for encryption and, thus, for the protection of content. DTV, 
on the other hand, is not encrypted for public policy reasons and, 
therefore, does not enjoy these same protections. However, we have 
identified a technological solution that works without encrypting 
DTV. 

It involves the insertion of a broadcast flag in DTV signals that 
can be detected upon receipt by DTV processing equipment. Once 
detected, the receiving device would protect the content from being 
redistributed on the Internet. However, this technology would have 
no impact on the ability of individuals to make personal copies of 
their favorite television shows. 

Mr. Chairman, as you are undoubtedly aware, there has been an 
ongoing effort for the last several years to negotiate the protection 
of all digital audio-visual content delivered to the home network, 
including but not limited to DTV. These negotiations, often referred 
to as the 5C negotiations, have made substantial progress with re- 
gard to the protection of pre-recorded and conditional access deliv- 
ered content such as pay per view, video on demand, and pay and 
basic cable, and we at Fox applaud that progress. 

I am also pleased to note, Mr. Chairman, that over the past few 
weeks significant progress has been made between our industry 
and the IT and consumer electronics industries on solving the prob- 
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lem of protecting free, over-the-air digital TV broadcasts through 
the use of a broadcast flag. 

I have described in my written testimony the details of the status 
of these negotiations. This positive movement could not have oc- 
curred without the substantial involvement of this subcommittee 
and other Members of Congress who have put pressure on all of us 
to solve this problem. 

I would also like to praise Mr. Parsons of AOL Time Warner and 
Mr. Barrett of Intel for their joint statement on principles on copy- 
right protection that specifically mentioned the need to fix the DTV 
copyright problem. 

Private sector efforts such as these are important toward reach- 
ing our stated goals, and should be commended. However, even if 
we do reach a private sector agreement, which I am confident we 
will, targeted legislation will still be necessary in order to ensure 
a level playing field for all the parties. 

Just as we are striving to protect our content when distributed 
by DTV, we are confronting two other mechanisms that still threat- 
en the security of content. Into the foreseeable future, we will still 
need to deliver content to consumers in an analog form. After all, 
hundreds of millions of television sets can only accept content in 
that form. 

Unfortunately, analog content can be easily converted into an un- 
protected digital form that can in turn be copied or redistributed 
without authorization. This is the so called analog hole. We are de- 
veloping a plan to plug the analog hole. It includes harnessing wa- 
termark technology that will prevent such conversions from being 
used to avoid content protection obligations. 

We hope to secure, again, inter-industry consensus on such a pro- 
posal, and we welcome your assistance in encouraging all relevant 
parties to make this happen. Once that consensus is reached, we 
would hope to have that solution quickly ratified by Congress. 

Finally, we are diligently working on plans to stop the unauthor- 
ized viewing of content delivered via the Internet. It is a very dif- 
ficult and complex problem to address, because there are so many 
ways unauthorized content can be distributed on the Internet. We 
are mindful of not overcorrecting the problem and burdening Inter- 
net appliances anymore than necessary, but we are confident that 
the problem can be solved. We know it must be. 

It is reported that every day hundreds of thousands of copies of 
movies are being downloaded without compensation to their copy- 
right holders, and this number is growing rapidly. The competition 
from pirated and, therefore, free copies of our movies and TV shows 
is the single biggest obstacle to developing a viable business model 
for offering consumers authorized versions of movies and TV shows 
on the web. 

Again, we are optimistic that we can develop the technological 
solution to address this threat in a cost effective way, just as we 
have with DTV and will soon be doing with the analog hole. How- 
ever, it is critical that Congress plays an active role in ensuring 
that the parties reach a consensus on how to solve this problem as 
quickly as it is technologically possible. 

This is an Internet problem that needs to be solved at Internet 
speed. We need Congress and your efforts to continue to help make 
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that happen. As with the broadcast flag and the analog hole solu- 
tions, we will need Congress to codify this solution to the illegal 
download problem. 

At the end of the day, Mr. Chairman and members of the sub- 
committee, if we do not find creative solutions to this real and 
growing problem, consumers will be the ultimate losers. While 
some may see a short term gain in obtaining free, unauthorized 
material from the Internet, the long term result will be less con- 
sumer choice and stunted American technological growth and de- 
velopment. 

I thank you for the opportunity to present the views of News 
Corporation from a distance on this important topic, and I will be 
happy, whenever you would like, to answer any questions. Thank 
you. 

[The prepared statement of Peter Chernin follows:] 

Prepared Statement of Peter Chernin, President and Chief Operating 
Officer, News Corporation 

Good morning, Mr. Chairman and Members of the Subcommittee. My name is 
Peter Chernin and I am President and Chief Operating Officer of News Corporation. 
Mr. Chairman, I want to take this opportunity to thank the Subcommittee for invit- 
ing me to participate in today’s hearing, and to applaud the Subcommittee’s efforts 
to ensure copyright protection for content producers in the digital broadband age. 

First, I would like to point out that, although some content providers have been 
accused of being backward-thinking and anti-technology, I am proud to be aggres- 
sively pioneering this Committee’s brand-new video conference technology. It is not 
the first time the entertainment industry has pushed technological innovation to 
new levels. I hope that this will not go unnoticed by our detractors. 

You have asked me to cover several topics in my testimony: first, to describe in- 
dustry efforts to ensure that digital television content — particularly high-definition 
content — is protected once the transition from analog to digital television is com- 
plete; next, to identify the goal of the Copy Protection Technology Working Group 
(or “CPTWG”) and its subcommittee, the Broadcast Protection Discussion Group (or 
“BPDG”). I will also discuss my company’s involvement in the BPDG’s efforts to ad- 
dress the broadcast flag technology solution; the process of evaluating alternative 
technologies capable of keeping free, over-the-air television programming from being 
redistributed on the Internet; the impact of content protection technology on con- 
sumers’ ability to enjoy the full panoply of new and exciting digital equipment; and, 
finally, inter-industry efforts to close the “analog hole” and to resolve the broader, 
peer-to-peer file sharing problems, as well as the proper role of government in deter- 
mining those solutions. I welcome the opportunity to provide you with my company’s 
perspective on these important matters. 

1. pre-bpdg efforts to protect digital television 

A. The CPTWG and the Identifieation of the “DTV Hole” 

I will begin by giving you a few words of background on the CPTWG. 

The CPTWG was founded in the aftermath of unsuccessful discussions in the mid- 
1990’s among representatives of the content, consumer electronics and information 
technology industries regarding a legislative approach to protecting content in the 
dawning digital era. The CPTWG was created to be a non-exclusive, non-legislative, 
non-binding forum that would meet regularly to investigate and seek consensus on 
technological solutions for various content protection challenges. I think it’s impor- 
tant to recognize that the CPTWG is not a standard-setting organization and has 
no authority to promulgate or even recommend particular technologies. Even where 
consensus on a particular technological approach has been reached within the 
CPTWG, implementation is always left to entities outside the forum. 

From the outset of discussions within the CPTWG, there was widespread recogni- 
tion that content delivered to consumers in encrypted form was easier to protect, 
from both a technological and a legal perspective, than content that was 
unencrypted, or “in-the-clear.” As a result, CPTWG focused its initial efforts almost 
exclusively on the protection of content that could be delivered to the home in 
encrypted form — in other words, physical media like DVDs and cable and satellite 
programming distributed via conditional access. The idea was that once encrypted. 
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such content would be continually protected through secure links to the recording 
and transmission technologies of consumer electronic and computing devices in peo- 
ple’s “home networks.” Solid achievements grew out of these CPTWG efforts. These 
include the DVD protection technology CSS, the so-called “5C” output protection 
technology (known as DTCP) and the so-called “4C” technology to protect recordings 
on removable media (known as CPRM). 

The problem is that free, over-the-air, digital television could not directly benefit 
from those advances. Under current FCC regulations, digital terrestrial television 
broadcasts and certain basic tier cable video programming are delivered “in-the- 
clear,” or in unencrypted form. In other words, unlike encrypted digital media such 
as DVDs, or premium digital cable and satellite video transmissions delivered via 
conditional access, there is no technical or legal authorization needed to receive DTV 
signals. Thus, unprotected DTV content can be redistributed, over the Internet or 
elsewhere, without any authorization from copyright holders. The resulting “gap” in 
the digital content protection scheme is referred to as the “DTV hole”. 

B. The Role of DTV Protection in the 5C Negotiations 

When the question of how to plug this DTV hole arose in 1999, Fox and other 
broadcast-oriented studios realized that the quickest way to resolve the problem 
would be to augment already-developed home networking protection technologies 
like DTCP. The initial idea was to require network entry, or “source,” devices to de- 
tect and respond to a “broadcast” watermark by directing such content to a pro- 
tected output of the device. However, 6C cited a number of legal and commercial 
reasons for its belief that it could not agree to impose such an obligation upon its 
licensees and as a result the 5C/studio negotiations, which involved a number of 
issues besides DTV, were delayed for most of the year 2000. 

Progress from there was gradual. In November 2000, two studios elected to sign 
a Memorandum of Understanding with the 5C (later replaced by definitive agree- 
ments) that did not include protection for DTV. A month later all seven MPAA stu- 
dios signed a letter to 5C supporting the amendment of the 5C license to impose 
broadcast watermark detection and response obligations upon 5C-licensed source de- 
vices. The DTLA and the other five studios then entered into discussions regarding 
such an amendment, which again proceeded slowly. 

In 2001, two new technology proposals from the studio side intensified these nego- 
tiations. First, in the Spring, Fox’s engineers proposed a mechanism for imple- 
menting broadcast protection in a less complex — and therefore less expensive — way 
than the original watermark proposal. The idea was to include in the technical 
standards for DTV a simple and voluntary “Redistribution Control” descriptor 
(colloquially, a “broadcast flag”) indicating that the copyright holder desired to con- 
trol redistribution of the broadcast signal. (This is the same proposal that was for- 
mally incorporated into the standards of the Advanced Television Standards Com- 
mittee, or ATSC, earlier this month.) Fox also developed and presented to the 5C 
companies a technical proposal whereby this “broadcast flag,” when detected in 
ATSC transport streams, would automatically direct the streams to the established 
5C protection system — while acknowledging that the earlier “broadcast watermark” 
might continue to be useful as an alternative or replacement approach. The “broad- 
cast flag” application was incorporated in a proposed MOU between the 5S studios 
and the 5C companies that was sent to 5C in July 2001 and discussed for the next 
several months. 

Finally, at a meeting in October 2001, the 5C companies again declined to impose 
the Fox solution through the DTCP license. However, the 5C companies suggested 
that Fox’s proposal form the basis for constituting a multi-industry group dedicated 
to protecting DTV against unauthorized redistribution. At that time — and later at 
an FCC staff “hoedown” meeting that November — the 5S studios expressed concern 
that such a multi-industry process might unnecessarily delay the actual implemen- 
tation of DTV protection, but nevertheless agreed to participate. At the November 
2001 CPTWG meeting, the individual 5C companies presented a slightly refined 
version of the Fox technical proposal, and recommended that a group open to all 
interested parties be formed for the purpose of evaluating the revised technical pro- 
posal. Later that day, 70 representatives of the consumer electronics, information 
technology, motion picture, cable and broadcast industries agreed to form the Broad- 
cast Protection Discussion Group (BPDG). They have since been joined by represent- 
atives of various government bodies, public interest groups, academics and other 
private individuals. 
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2. THE WORK OF THE BPDG 

A. BPDG Problem Statement and Schedule 

A Work Plan for the BPDG was drafted and circulated in mid-December 2001 that 
described the problem BPDG was formed to address as follows: 

“A solution is needed to prevent unauthorized redistribution of unencrypted dig- 
ital over-the-air broadcast content on a worldwide basis (including unauthorized 
redistribution over the Internet).” 

The Work Plan also recommended a simultaneous effort to consider the policy and 
legal aspects of implementing the solution as follows: 

“A parallel discussion also should take place among representatives from the af- 
fected companies and industries to consider the policy and legal aspects of the 
solution, including with respect to what legally enforceable means might be 
available to mandate the use of the technologies or adherence to implementa- 
tion requirements recommended by the technical working group”. This effort 
should be organized promptly, so that work can begin once consensus begins to 
coalesce around a technical proposal.” 

The Work Plan proposed that the so-called “Parallel Group” (since renamed the 
“Policy Group”) be organized in January 2002, and that March 31, 2002, be the pro- 
posed deadline for completing the BPDG’s evaluation of the “broadcast flag” pro- 
posal. 

For Fox and the other 5S studios, at least, the March 31 deadline was a key 
factor in muting concern about the delay inherent in multi-industry open proc- 
esses like the BPDG. As such. Fox is greatly disappointed that the March 31 
deadline was not adhered to, even though we acknowledge the substantial ef- 
forts that were made to do so. We are equally disappointed that the Policy 
Group has barely begun its work on how to mandate adherence to the require- 
ments developed by the BPDG. Every single day, new and perfectly lawful DTV 
receiver products are manufactured in the U.S. and around the globe without 
any built-in protection against unauthorized redistribution. As a result, every 
single day DTV’s exposure to piracy increases. Fox calls on all BPDG partici- 
pants to do their utmost to ensure that the requirements document is finalized 
as soon as possible, and that the Policy Group begin work immediately on ideas 
for implementing it through legislation, regulation and/or private licenses. 

3. THE MPAA/SC/CIG AGREEMENT ON BPDG CONCLUSIONS 

A. The BPDG Conclusions 

Like any other multi-industry process featuring participants with diverse inter- 
ests and agendas, the discussions of the BPDG have not been without controversy. 
But that does not mean that key participants have been unable to reach agreement. 
To the contrary, I am pleased to report that, thanks to marathon negotiations dur- 
ing the past week, representatives of the MPAA studios, the 5C companies and the 
Computer Industry Group (GIG) have reached agreement in principle on a com- 
prehensive set of conclusions recommended for adoption by the BPDG. (A copy of 
these conclusions is attached.) The most important of them can be summarized as 
follows: 

1. An approach based on a “broadcast flag” is technically sufficient for the purpose 

of signaling protection of all DTV audio-visual content. 

2. The specific “broadcast flag” used for this purpose should be the ATSC Redis- 

tribution Control descriptor now set forth in the ATSC Standard. 

3. Protection requirements should begin at the point of demodulation of the incom- 

ing ATSC signal. 

4. Products covered by the compliance and robustness requirements must handle de- 

modulated content in a “protected manner” unless — and until — the products 
screen for the “broadcast flag” and determine that it is not present. The parties 
have agreed on exactly how “protected manner” should be defined for various 
ways in which DTV is and might be transmitted and stored within and between 
covered products. 

5. Where the demodulated DTV content has been screened and the “broadcast flag” 

has been determined not to be present, no further requirements or limitations 
should be imposed upon the handling or recording of such unmarked content. 

6. Unscreened and marked content should be recorded by, or output from, covered 

products exclusively through the following permitted methods: 

a. Through certain legacy outputs and recording methods, including analog out- 
puts and recording methods; 

b. Through certain non-legacy digital outputs that do not pose undue risk of un- 
authorized redistribution; and 
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c. Through non-legacy digital outputs and recording methods that provide ade- 
quate protection against unauthorized redistribution. The parties have agreed 
on three alternative “market acceptance”-based criteria and one alternative 
“just-as-good-as” criterion for determining which outputs and recording meth- 
ods meet the “adequate protection” test (as discussed in further detail below). 
The parties have also agreed on certain recommendations to the Policy Group 
as to how to handle disputes and the “hacking” of authorized output and re- 
cording protection technologies. 

B. The Impact of the Agreed BPDG Conclusions on Alternative Technologies for Pro- 

tecting DTV from Unauthorized Redistribution 

These are the pillars of the MPAA/5C/CIG proposal, a proposal that carefully bal- 
ances the rights of content owners, of device manufacturers, of the proprietors of 
technologies currently available to protect DTV from unauthorized redistribution, 
and of the proprietors of such technologies that will become available in the future. 
As I’ve noted, the agreement provides for four alternative methods by which a par- 
ticular protection technology can be proposed for inclusion on the list of approved 
technologies (the so-called “Table A”) or added later. The first method requires 
agreements with just three content providers (of whom only two need be studios) 
by which such providers use or approve the particular technology. The second re- 
quires agreements with just two studios — as well as 10 device manufacturers. The 
third method is the “just-as-good-as” method, by which a proprietor of a new tech- 
nology can get on the list without having had to get anyone to adopt the technology, 
merely by showing a neutral arbiter that the technology is “at least as effective” as 
an uncompromised technology already on the list. This fourth method enables pro- 
tection technologies linked to technologies already on the list to also be added. 

Some participants in the BPDG have argued that technologies should be can- 
didates for inclusion on the list just by virtue of the sheer volume of content pro- 
tected, regardless of whether content owners have had any say whatsoever in this 
protection. Such an approach strikes us as far too manipulable by device manufac- 
turers and unlikely to ensure that only effective technologies be added to the list. 
Other participants have suggested that an array of technical criteria be adduced to 
determine whether a technology is “good enough” to be added to the list. While such 
a proposal sounds even-handed, no list of technical factors could realistically rep- 
resent the complex ways those factors interact to make an overall system architec- 
ture effective (or not). Furthermore, no list of factors developed in 2002 could pos- 
sibly anticipate all of the revolutionary ways in which future protection technologies 
might evolve. As such, the “technical criteria” approach would stifle creative tech- 
nology development without necessarily keeping ineffective technologies off the list. 

By contrast, the “market acceptance” criteria outlined in the MPAA/5C/CIG pro- 
posal serve to screen for ineffective technologies while protecting the proprietors of 
effective technologies against slow marketplace acceptance by content providers. Nor 
do these criteria discriminate against innovative and unorthodox approaches. Just 
to take one example. Philips has presented BPDG with a proposal whereby 
unencrypted recordings of broadcast content could be protected by an alternative 
“flag preserving” mechanism. Protection in this scheme would be derived from “com- 
pliance” rather than “self-protection.” Because Philips has not yet specified exactly 
how this compliance would be achieved, its proposal is currently incomplete. How- 
ever, nothing in the agreed criteria will preclude Philips from petitioning to add its 
proposed technology to the list of approved recording protection technologies in the 
future, once it has a complete proposal to submit. We look forward to evaluating 
this proposal, as well as other examples of the benefits of innovative thinking we 
expect to receive in the future. 

C. The Impact of the Agreed BPDG Conclusions on Consumers’ Enjoyment of Digital 

Technology 

It’s equally important to point out that nothing in the proposed BPDG require- 
ments will adversely affect consumers’ enjoyment of digital equipment in all its ex- 
citing variety. To the contrary, the emerging consensus on how DTV should be pro- 
tected will accelerate the proliferation of such equipment by better informing manu- 
facturers exactly what sort of protections to incorporate. Nor will protection require- 
ments hinder the operation of new digital equipment. Consumers will continue to 
be enabled to make secure copies of DTV content marked with the Broadcast Flag, 
either on personal video recorders like TiVo or ReplayTV or on removable media 
such as D-VHS tapes or recordable DVDs. Similarly, the requirement that non-leg- 
acy digital outputs be protected will do nothing to hinder the ability of consumers 
to send DTV content across a home digital network with connections to digital set 
top boxes, digital recorders, digital servers and digital display devices. Finally, the 
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compliance and robustness requirements will not extend to professional broadcast 
products that are not used to insert and carry the Broadcast Flag, or to bona fide 
academic and commercial research and development activities, and so will not 
hinder such activities in any way. 

4. INDUSTRY EFFORTS TO ADDRESS THE “ANALOG HOLE” AND P2P 

I have focused most of my testimony on protecting the “DTV hole” not just be- 
cause of this Subcommittee’s laudable interest in and concern for the DTV transi- 
tion. It is also because the “DTV Hole” is the gap in the digital content protection 
scheme for which we have a solution that is ready to implement today. This solution 
is the “broadcast flag.” For the other two dangerous gaps — the so-called “analog 
hole” and the problem of online theft — solutions are every bit as necessary (if not 
more so), and promising technologies have been identified, but finalized solutions 
are regrettably more elusive. 

A. Plugging the “Analog Hole” 

Long into the foreseeable future, content providers will need to deliver content to 
consumers in an analog form; after all, hundreds of millions of TV sets are not 
digitally equipped. Unfortunately, analog content (including protected digital con- 
tent converted to analog for viewing purposes) can easily be converted into an un- 
protected digital form that can in turn be copied or redistributed without authoriza- 
tion. This is called the “analog hole” in digital content protection schemes. The 
BPDG identified the “analog hole” in its Work Plan as a subject for further study, 
but has more recently realized that because this issue applies to a range of content 
far broader than DTV, and because the BPDG is already late in finishing its work 
on the Broadcast Flag, the BPDG is not the appropriate forum in which to address 
it. 

Fox strongly recommends that the multi-industry approach that has brought us 
so far towards achieving protection of DTV broadcasting, turn next to developing 
and implementing a solution for the “analog hole.” In the meantime. Fox and its 
industry colleagues are working on a plan that includes harnessing watermark tech- 
nology to close the gap in content protection that’s created by the digital/analog con- 
version. . We hope to secure inter-industry consensus on such a proposal, and we 
welcome your assistance in encouraging all relevant parties to make this happen. 
Once it does, we would hope to have that solution quickly ratified by Congress. 

B. Online Theft of Content 

Finally, we are working intensely on a plan to prevent the unauthorized viewing 
of content delivered via the Internet. It is a difficult problem to address because 
there are so many ways unauthorized content can be distributed on the Internet. 
We are also mindful of not over-correcting the problem and burdening Internet ap- 
pliances any more than necessary. But we are confident that the problem can be 
solved; we know it must be. It is reported that every day, hundreds of thousands 
of copies of movies are being downloaded without compensation to their copyright 
holders, and this number is growing rapidly, in tandem with the increasing speed 
and proliferation of Internet-delivered broadband. The competition from pirated cop- 
ies of our movies and TV shows is the single biggest obstacle to our developing a 
viable business model for marketing movies and TV shows legally on the Web. 
Again, we are optimistic that we can develop a technological solution to address this 
phenomenon in a cost-effective way, just as we have with DTV, and as we will soon 
be doing with the “analog hole.” 

However, it is critical that Congress play an active role in ensuring that the par- 
ties reach a consensus on how to solve this problem as quickly as technologically 
possible. This is an Internet problem that needs to be solved at Internet speed. As 
with the broadcast flag and analog hole solutions, we will need Congress to codify 
the solution to the illegal download problem. We at News Corporation are working 
to build the necessary support in the private sector, including consumer electronics 
and computer manufacturers, Internet service providers and others in order to come 
up with solutions that would benefit industry and consumers. With our combined 
technological expertise, we have a chance to stop the rampant theft of copyrighted 
works and to provide the business opportunities that will drive the development of 
new and innovative products and services long into the future. 

At the end of the day, Mr. Chairman and Members of the Subcommittee, if we 
do not find creative solutions to this real and growing problem, consumers will be 
the ultimate losers. While some consumers may see a short-term gain in obtaining 
free unauthorized material from the Internet, the long-term result will be less con- 
sumer choice, lower quality of content, and the stunted growth of American tech- 
nology and entertainment. 
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Thank you for providing me this opportunity to present the views of News Cor- 
poration. I will he happy to answer questions. 

Mr. Upton. Thank you. 

Mr. Parsons. 

STATEMENT OF RICHARD D. PARSONS 

Mr. Parsons. Chairman Upton, Chairman Tauzin, Ranking 
Member Markey, and distinguished members of the committee, my 
name is Dick Parsons. I am CEO-Elect of AOL Time Warner, and 
I am grateful for this opportunity to appear before you today. 

Since a full version of my testimony has been submitted to the 
committee, I will touch only on the most salient points. I want to 
begin, however, by thanking the committee, and the chairman in 
particular, for the DTV roundtables you have held, as well as for 
your overall efforts to spur the transition to digital distribution. 
Your understanding of the importance of content protection is a 
linchpin in moving this transition along. 

AOL Time Warner has been out front in recognizing the land- 
mark significance of digital technology and in bringing its benefits 
to the public. Warner Bros., for instance, pioneered the DVD. HBO 
was the first premium channel to offer nationwide high definition 
digital television, and today it delivers more than 60 percent of its 
programming in that format. Time Warner Cable is leading the 
cable industry’s digital transition, while AOL encompasses what is, 
by far, the world’s largest online community. 

As head of our movie, music and television businesses, I have 
witnessed the profound impact digital media may have on the cre- 
ative process, but no matter how digitized content becomes, its 
power and potential will always depend on the unique, idiosyn- 
cratic magic of storytelling. It is that magic which stands to be hurt 
most by digital piracy. 

Illicit use of digital technology’s unlimited copying capacity 
threatens the economic equation which fuels the creative process. 
Who will invest the time and talent and material that can instantly 
be ripped off? Where will capital come from for new studio produc- 
tions when there is no possibility of return on that capital? 

The legal remedies we have pursued to stop digital piracy are not 
sufficient by themselves. To the greatest extent possible, content 
must be made secure at the point of distribution in ways that do 
not impede legitimate consumer use. 

With our colleagues in the information technology and consumer 
electronics industries, we are developing efficient methods of pro- 
tection. Among these are: An encryption system to secure DVD 
video; safeguards for content as it moves from computers to mon- 
itors; and a secure means for making recordings for home use that 
inhibit the potential for digital piracy. 

Our business is dependent on consumers, and we think our ef- 
forts in copy protection offer them easily available, legal, and af- 
fordable content. Under the content protection licenses we have 
signed, consumers can make digital copies of over-the-air broad- 
casts, basic cable, satellite and premium channels for their own 
use. 

In view of this significant progress, we see no need for a broad 
government mandate regarding design requirements. Such sweep- 
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ing regulatory action would be counterproductive, and would seri- 
ously hinder the development of new technologies. However, since 
it is impossible to require all manufacturers to join the effort, cer- 
tain gaps cannot be closed solely through licensed based, voluntary 
protection systems. 

These gaps occur when content is either delivered without access 
controls, so called in the clear, or are later converted into unpro- 
tected formats. Let me talk briefly about the three gaps, Mr. Chair- 
man. Now you have identified them. Several of the committee 
members have identified them, and Mr. Chernin just spoke about 
them, the need for a broadcast flag to protect content that is broad- 
cast in the clear, the need to close the analog hole so that when 
content that is broadcast in a protected format but then is con- 
verted into an analog or unprotected format, can be captured and 
then redistributed, and then the need to do something about peer- 
to-peer file sharing. 

I won’t go through that again, because I am keeping my eye on 
this clock, but we think that there is in each of those three areas 
possibly an appropriate role for targeted legislation to take what 
the industry is working on, which are negotiated among our var- 
ious industries, standards to either implant broadcast flags or wa- 
termarks to protect the analog hole problem, or yet to be developed 
technological solutions on the peer-to-peer file sharing, and make 
those uniform across the land through some targeted legal require- 
ment. 

That is where we see the role of government being most appro- 
priate, but we clearly see the role of the various industries involved 
as being preeminent in terms of taking the lead to define how to 
attach those discrete problems. 

So we have worked together very closely, in particular, with our 
colleagues at Intel, in establishing some principles that outline 
what is the growing consensus among the industries, and I am 
pleased to report that a number of other companies, including Mr. 
Chernin and his company. News Corp, as well as Toshiba and oth- 
ers, are coming on board this articulation of these principles, and 
we will file a copy of those with our statement for your record. But 
the fact that we are all coming together to design and put in place 
consumer friendly solutions with only limited government involve- 
ment is, to me, very encouraging. 

It makes me confident that we can work with each other and 
with you to overcome whatever barriers exist to unleashing the full 
potential of the digital economy. Thank you. 

[The prepared statement of Richard D. Parsons follows:] 

Prepared Statement of Richard D. Parsons, CEO-Designate, AOL Time 

Warner 

Mr. chairman, ranking-member markey, and members of the subcommittee, I’m 
grateful for this opportunity to discuss an issue of great importance to my company, 
our entire economy and, above all, consumers. 

AOL Time Warner is both the largest producer of information and entertainment 
and a leader in developing innovative digital technologies for their delivery. As such, 
we appreciate the DTV roundtables you’ve held as well as your overall efforts to 
spur the transition to digital distribution. 

I’m here today to answer publicly the questions you’ve been asking many of us 
privately for some time: Where is AOL Time Warner in its efforts to provide con- 
sumers the benefits of digital media? And how far along are our intra- and inter- 
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industry efforts to develop reliable, consumer-friendly digital content-protection 
technologies? 

Our company has been out front not only in recognizing the landmark importance 
of digital technology, but also in bringing its benefits to the public. Warner Bros., 
for instance, pioneered the DVD. HBO is the first premium channel to offer nation- 
wide high-definition digital television and today delivers more than 60% of all its 
programming in high definition format. Time Warner Cable offers digital distribu- 
tion in 42 markets — leading the cable industry’s digital transition. AOL encom- 
passes what is, by far, the world’s largest online community. 

At AOL Time Warner we also have the world’s finest library of film, music and 
tv programming — content that we’re eager to offer consumers in new digital for- 
mats. 

In my role as head of AOL Time Warner’s movie, music and television businesses, 
I Witnessed first-hand the profound impact digital media have on the creative proc- 
ess. On the delivery side, more innovations will reach the market in the next three 
to five years, introducing new levels of reliability, variety and quality. 

But no matter how digitized content becomes, or how tremendous the impact of 
convergence, the power and potential of the entertainment industry will always de- 
pend on the unique, idiosyncratic magic of storytelling. 

It’s that magic which stands to he hurt most hy digital piracy. Along with break- 
through benefits, digital technology enables users to make unlimited perfect copies 
and, with the click of a mouse, distribute them globally. 

The illicit use of this copying capacity threatens the economic equation which sup- 
ports and fuels the entire creative process. What artist will invest years of sweat, 
struggle and talent in developing content that can instantly be ripped-off? Where 
will the capital come from for new studio productions when there’s little or no re- 
turn on what’s been produced? 

When viewers can download an entire season of West Wing from the Internet, for 
free and without commercial advertising, what value does syndication have? When 
Lord of the Rings is available for free on Morpheus, how many people will skip the 
trip to the theater? 

Last year, record sales were down 10%, much of it due to online file-stealing on 
Napster-like services. 

With the spread of peer-to-peer swapping sites encouraging and enabling online 
theft, there’s definite urgency to our plight. 

We’ve vigorously pursued the legal remedies that exist. But litigation isn’t 
enough. We need to protect content at the source while simultaneously driving the 
use of digital technologies. 

Over the past six years, we’ve worked with our colleagues in the information tech- 
nology (IT) and consumer electronics (CE) industries to develop efficient methods of 
content protection. It’s been a productive partnership, and we’ve accomplished a 
great deal in this voluntary cross-industry process. 

Among the results are an encryption system to secure DVD video; protection for 
content passed through device-to-device connections in home networks; safeguards 
for content as it moves from computers to display on monitors; and a secure means 
for making recordings for home use that inhibit the potential for digital piracy. 

Of course, our business is dependent on providing consumer benefits and making 
consumers happy and we think our efforts in copy protection will do just that — mak- 
ing content available easily, legally and at a reasonable price. 

We’re continuing to work together to meet new challenges. Today companies like 
realnetworks are providing drm solutions that we’re already using in the market- 
place. 

The cornerstone of these cross-industry efforts is the awareness that, to the great- 
est extent possible, digitally delivered copyrighted content should be made secure 
at the point of distribution. 

These new technologies also offer consumers both familiar and new ways of using 
their devices to enjoy content. For instance, under the content protection licenses 
we’ve signed to date, consumers will be able to make digital copies of over-the-air 
broadcast, basic cable, and satellite, and premium channels (such as HBO) to watch 
at their convenience. 

That means a son can copy band of brothers from HBO for his WWII veteran fa- 
ther to watch when he comes to visit. Other technology will permit a family in the 
middle of watching Harry Potter via video on demand to pause the movie for its 
own intermission. That’s the type of convenience we plan to offer consumers through 
digital technology. 

In view of the significant progress we’re making in cross-industry content protec- 
tion, we believe there’s no need for a broad government mandate of design require- 
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merits. That type of sweeping regulatory action would be counterproductive, seri- 
ously hindering the development of new and better technologies. 

However, since it would be impossible to require all manufacturers to join the ef- 
fort, it’s clear that certain gaps cannot be closed solely through license-based, vol- 
untary protection systems. These gaps occur when content is either initially deliv- 
ered without access controls (i.e., “in the clear”), or later converted into unprotected 
formats. 

Over-the-air broadcasts, for example, are delivered in the clear, with no access 
controls. Work is underway to identify copyrighted broadcasts with a “broadcast- 
flag,” indicating they shouldn’t be redistributed over the Internet. To ensure that 
devices receiving the broadcast signal obey the flag, there must be a legal require- 
ment to detect and respond to it. 

Such a requirement can be accomplished by narrowly focused government ac- 
tion — possibly through an FCC regulation. Many of our partners in the ce and it 
industries agree that this targeted government action is necessary as well as desir- 
able. 

A more critical and systemic problem is known as the “analog hole.” Even when 
delivered digitally in a protected manner, video content must be converted to an un- 
protected analog format that allows it to be viewed on millions of analog TV sets. 
Once content is “in the clear” in analog form, it can be converted back into a digital 
format and is subject to unauthorized copying and redistribution. 

This involves all delivery means for audiovisual content, from DVDs to pay per 
view, to over-the-air broadcasts. 

One way to plug this hole is through watermarking. This embeds copyright status 
and permitted uses within the content. Although not perceptible by the consumer, 
the watermark can be read by devices designed to detect and respond to it. 

As with the broadcast flag, efforts are underway to develop and select a consensus 
watermark. But these have been hampered by patent disputes, a single watermark 
must be agreed upon. If private industry can’t agree, we are likely to turn to the 
government for guidance and assistance. 

Once a watermark is selected, some government action will be needed FOR appro- 
priate detection and response. This can be strictly focused on the particular devices 
or parts of devices capable of receiving an analog signal and converting it into dig- 
ital. No broad mandate concerning the overall design of computers or consumer elec- 
tronic devices is necessary. 

Implementing the broadcast flag and filling the analog hole with watermark tech- 
nology are goals on which we are making good progress. But these solutions won’t 
solve the vexing problem I mentioned earlier of piracy on peer-to-peer networks. 

This is the third gap, and the most difficult to close. The popular term for traf- 
ficking in copyrighted works — “file sharing” — is a misnomer. It isn’t sharing. It’s on- 
line shoplifting. Indeed, it’s worse than shoplifting because it’s not simply making 
a copy for oneself but duplicating and distributing multiple copies throughout the 
world. 

The pace and reach of this illegal activity continues to increase. New peer-to-peer 
services, such as KazAA, Morpheus and Grokster, flourish on the Internet. Studies 
have shown that at any given moment 500,000 to 1 million people are using one 
of these services and networks to find, reproduce and redistribute files. If Napster 
is any guide, approximately 90% of this activity consists of unauthorized trafficking 
in copyrighted works. 

And we face new peer-to-peer challenges all the time. For example, the new re- 
play 4000, among other things, allows users to copy premium cable shows and then 
easily send them to other replay owners who don’t subscribe to the channels in- 
volved. In effect, it creates an internet “black box.” 

No single approach — technical, legal, legislative or economic — can provide a solu- 
tion. The active cooperation and committed participation of all industry sectors — 
content, consumer electronics, computer and service provider — will be necessary to 
reach workable solutions. 

The main impetus will come from business, and we’re strongly committed to work- 
ing with our colleagues across the relevant industries. Yet, it’s clear to me — and I 
believe there’s a growing consensus across the entertainment, computer and con- 
sumer electronics industries — that at certain critical points our work must be com- 
plemented by targeted government action to support private-sector solutions. 

In conjunction with Intel, which has led the development of many copy-protection 
technologies, we’ve worked to establish principles that outline tbis growing con- 
sensus. I am pleased to report that newscorporation, led by my colleague Peter 
Chernin, issued a statement last week applauding these principles. 
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The fact that we are all coming together to design and put in place consumer- 
centric solutions, with only limited government involvement, is a very encouraging 
sign. 

It makes me confident that we can work with each other and with Congress to 
overcome whatever barriers exist to unleashing the full potential of the digital econ- 
omy. 

Thank you. 

Mr. Upton. Thank you. 

Mr. Liao. 

STATEMENT OF PAUL F. LIAO 

Mr. Liao. Mr. Chairman, Ranking Member Markey and members 
of the subcommittee, thank you for the opportunity to testify before 
you today. I am here today in my capacity as Chief Technology Of- 
ficer of Matsushita Electric Corporation of America and President 
of its Panasonic Technologies Company division. 

As a company on the cutting edge of the transition to digital tele- 
vision, Panasonic has been deeply involved in efforts to ensure that 
digital content is adequately protected. My written testimony sum- 
marizes some of the many technological developments that 
Panasonic has been involved in, including the development of the 
CSS encryption system used to protect DVD discs, the development 
by the 5C group of companies of the Digital Transmission Content 
Protection technology that protects copyrighted content as it moves 
digitally from device to device in a home network, and the inven- 
tion of the Content Protection for Recordable Media technology to 
provide secure, encrypted recording and storage of authorized cop- 
ies of copyrighted content. 

In participating in these technology development efforts, we have 
been guided by two overarching principles: (1) Ensuring that the le- 
gitimate interests of consumers, which are the bedrock of our busi- 
ness, are preserved in the transition to digital technology; and (2) 
by enabling — We need to enable new business opportunities for 
consumer electronics companies such as ourselves, information 
technology companies, and content companies alike. 

Although in my prepared remarks today,I will focus most par- 
ticularly on the experiences of Panasonic, I am here also as a rep- 
resentative of the 5C group of companies, and I will be happy to 
answer any questions with respect to those activities and initia- 
tives. 

At the onset, I need to express my gratitude to this committee 
and its leadership for your continued focus through private meet- 
ings, industry roundtables and other means for bringing the var- 
ious stakeholders together to address and resolve issues that have 
been affecting the transition to digital television, DTV. 

Although the topic of today’s hearing is ensuring content protec- 
tion in the digital age, I believe that the availability of robust con- 
tent protection systems is only one of the building blocks necessary 
to promote the transition to the digital world. Really, three C’s are 
necessary to make this transition: Carriage, content, and consumer; 
carriage of DTV signals by broadcasters, cable operators and sat- 
ellite services; of course, the availability of compelling content, the 
second C; and obviously, consumer, the consumer awareness of dig- 
ital TV, including the benefits of consumer DTV equipment that is 
appealing and, most importantly, affordable. 
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In terms of carriage, good progress has been made with respect 
to ensuring the carriage of DTV, and particularly HDTV, by broad- 
casters, cable operators, and satellite systems alike. I think all 
should be proud of the progress that has been made toward DTV 
availability. 

I believe the transition to DTV could be accelerated even further 
if consumers had access to DTV via cable-ready DTVs and a choice 
at retail of cables, digital set top boxes. 

In terms of consumer awareness, Panasonic promotes consumer 
awareness of DTV opportunities every day through our advertising, 
our joint efforts with retailers and broadcasters, for example, by 
sponsoring and co-financing the production of HDTV programs, and 
through CEA’s industry-wide promotion and education efforts, as 
well as by providing a variety of DTV products that, we hope, con- 
sumers are finding appealing. 

All of the affected industries need to continue these efforts to 
build consumer awareness around DTV and HDTV. However, with 
respect to the issue that is the main focus of this hearing, content 
protection, Panasonic is proud to be part of a private sector inter- 
industry effort to develop technologies that protect content from the 
source to the time it is displayed on the consumer’s TV or PC, and 
those technologies can continue to provide that protection when an 
authorized recording of the content is made. 

The challenges proposed by the digital environment are rapidly 
evolving. Therefore, all the companies involved in these efforts 
have continued to innovate new solutions and, of course, all this 
has to be done with the interest of consumers in mind, because 
serving our customers, the consumer, is Panasonic’s most impor- 
tant goal. 

These private industry initiatives have proven to be the most ef- 
fective way to proceed. It is simply not possible for government to 
mandate from above broad design requirements that address the 
myriad of interests and technological challenges as effectively as 
collaborative private sector efforts. We expect, nonetheless, that for 
any solution to be successful, it must withstand public scrutiny. 
Therefore, we welcome, and in fact encourage, your continued in- 
terest in our efforts to address these challenges. 

We have mentioned three key elements: Protection of in-the-clear 
broadcast content using the broadcast flag; addressing the analog 
hole; and preventing unauthorized peer-to-peer file sharing. In our 
written comments as well as the comments made by Mr. Parsons 
and Mr. Chernin already, we have reviewed some of these pro- 
gresses in each of these areas. 

I would only like to add that this process is rapidly moving to 
a conclusion with a return to the broadcast flag. In fact, the 5C 
companies, the CIG Computer Industry Group, and the MPAA met 
late last night and reached agreements in a proposal that will be 
recommended to the full group. In fact, we expect that to be cir- 
culated today. 

The problem of peer-to-peer distribution of copyrighted content is 
very, very difficult to resolve. To my knowledge, no concrete pro- 
posals concerning how to solve this problem have been proposed. In 
fact, it is quite likely that no single solution to this problem will 
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be developed, and that instead a variety of technical and legal and 
business approaches will be necessary. 

At the moment, the immediate, admittedly partial solution ap- 
pears to be consumer education efforts and strong enforcement of 
copyright laws. 

I would like to conclude by just saying that we have built our 
business on delivering innovative products to our consumers, and 
we realize that, in order to develop and deliver the greatest value 
to our customers, we must likewise provide strong copyright protec- 
tion to the owners of copyrighted content. 

[The prepared statement of Paul F. Liao follows:] 

Prepared Statement of Paul F. Liao, Chief Technology Officer, Matsushita 

Electric Corporation of America and President, Panasonic Technologies 

Company 

Mr. Chairman, Members of the Subcommittee, thank you for the opportunity to 
testify before you today. I am here today in my capacity as Chief Technology Officer 
of Matsushita Electric Corporation of America and President of its Panasonic Tech- 
nologies Company division. Our company is the principal U.S. subsidiary of 
Matsushita Electric Industrial Co., Ltd. (“MEI”). Our principal brand, and the name 
by which the companies are commonly known is “Panasonic.” Panasonic is one of 
the world’s largest producers of innovative electronic and electric products for con- 
sumer, business and industrial use. Our consumer and broadcasting product lines 
include a broad array of audio, video, communications and computing products and 
components. In the DTV realm, for example, we were proud to introduce the first 
consumer HDTV in the United States in the summer of 1998. 

As a company on the cutting edge of the transition to digital television, Panasonic 
has been deeply involved in efforts to ensure that digital content is adequately pro- 
tected. My testimony summarizes some of the many technology development efforts 
Panasonic has been involved in, including the development of the CSS encryption 
system used to protect DVD discs, the development by the “5C” group of companies 
of the Digital Transmission Content Protection (“DTCP”) technology that protects 
copyrighted content as it moves digitally from device to device in a home network, 
and the invention of the Content Protection for Recordable Media (“CPRM”) tech- 
nology to provide secure, encrypted recording and storage of authorized copies of 
copyrighted content. 

In participating in these technology development efforts my company has been 
guided by two overarching principles: 

(1) Ensuring that the legitimate interests of consumers — the bedrock of our busi- 
ness — are preserved in the transition to digital technology; and 

(2) Enabling new business opportunities for Consumer Electronics (“CE”). Informa- 

tion Technology (“IT”) and content companies alike. 

Although my prepared remarks today focus most particularly on the experiences 
of Panasonic, I am here also as a representative of the “5C” group of companies and 
would be happy to answer questions with respect to 5C activities and initiatives 
during the question and answer portion of the hearing. 

At the outset, I would like to express my gratitude to all of the Members of the 
Committee on Energy and Commerce, including the Ranking Members of the full 
Committee and this Subcommittee, and especially to both the Chairman of the full 
Committee and to you, Mr. Chairman, for your continued focus through private 
meetings, industry roundtables and other means on bringing the various stake- 
holders together to address and resolve issues that have been affecting the transi- 
tion to DTV. While the topic of today’s hearing is Ensuring Content Protection in 
the Digital Age, I believe that the availability of robust content protection systems 
is only one of the building blocks necessary to promote the transition to the digital 
world. Because this Committee has been so dedicated to encouraging the transition 
to DTV, and because 5C has played an important role in advancing the transition 
to DTV, I will use the DTV example to illustrate the role that content protection 
systems can play in the transition to and availability of new digital technologies and 
compelling content for consumers. Our experience has shown that careful balancing 
is necessap' to achieve the public policy goals articulated by this Committee, and 
to harmonize the needs of consumers and of the various affected industries. 

I believe that three things are necessary to make the DTV transition a reality: 
• Carriage of DTV signals by broadcasters, cable operators and satellite services; 
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• Availability of compelling content; and 

• Consumer awareness and education about DTV and consumer DTV equipment 

that is appealing and affordable 

To encourage the development of each of these components, a careful balancing 
of interests is required. 

• Compelling content is required to encourage consumers to look into, learn about, 

and buy in to DTV; 

• Adequate security is required before content owners will release compelling con- 

tent; and 

• DTV products must be affordable and must respect legitimate consumer expecta- 

tions about how consumers will be able to use and enjoy content they rightfully 

acquire. 

Panasonic — through the 5C and through other private licensing initiatives — has 
been working hard to meet the legitimate interests of content companies, broad- 
casters and consumers. I am pleased to report that much progress has been made 
in each of the three areas I mentioned, however significant issues remain that merit 
the Committee’s attention. 

Carriage of DTV 

Good progress has been made with respect to ensuring carriage of DTV by broad- 
casters, cable operators and satellite systems. I would like to extend congratula- 
tions, on behalf of Panasonic to the broadcast industry which has made great strides 
towards DTV availability. Over 300 broadcast DTV stations are already on the air 
and carrying a variety of programming in TV markets that comprise over three- 
quarters of all TV households. 

I would also like to extend congratulations to the cable industry which has been 
offering increasing DTV content over the past few years to their digital subscribers. 
There are many digital and some interactive program services already, and several 
cable operators have recently announced plans to provide more on their systems, in- 
cluding HDTV programming. Congratulations are also in order to satellite service 
providers, which have carried digital, and to borrow FCC Chairman Powell’s phrase, 
“value-added” TV content from the time satellite services were launched. 

Panasonic has supported the availability of such value-added content in a variety 
of ways. Our company has made direct financial contributions to cover program de- 
velopment and HDTV production costs. For instance, we provided significant pro- 
gram production equipment support for the first HDTV presentation of “Monday 
Night Football”, and for the past two years we have sponsored CBS’s prime-time 
HDTV line-up. We likewise provide digital equipment loans and HDTV production 
support for the efforts of several producers of high-quality digital programming, 
such as nature, natural history, documentary and other programs which are being 
aired on public and commercial broadcast, cable and satellite channels. Panasonic 
is also providing professional DTV and HDTV production equipment to producers, 
program makers, and special-venue presenters in order assist in the transition to 
DTV. 

Progress with respect to carriage of content is encouraging, but I believe the tran- 
sition to DTV could be accelerated if consumers had access via “cable ready DTVs” 
and a choice at retail of cable set top boxes. After all, cable is the largest provider 
of television service to American TV households. A key element of these cable ready 
DTVs and retail set top boxes is the POD-Host Interface technology. We would like 
the license agreement for this technology to include clear rules, such as those in- 
cluded in the 5C license for DTCP technology, to ensure that the technology cannot 
be used to undermine consumers’ customary home recording expectations. I applaud 
the Committee’s efforts to date and urge the Committee to keep a keen focus on 
these issuesContent 

As I mentioned at the outset, CE and IT manufacturers such as the 5C group of 
companies involved in developing and licensing the DTCP technology, realize that 
in order for content providers to fully embrace DTV and other new digital forms for 
delivery of content, security concerns must be adequately addressed. Panasonic has 
been at the forefront of developing content protection technologies for use with both 
audio and video. We have been directly involved in developing and licensing tech- 
nologies that can protect content from the source to the time it is displayed on a 
consumer’s TV or PC. We have likewise developed technologies to protect the con- 
tent from unauthorized copjdng and redistribution if/when it is recorded in the 
home. 

In participating in these technology development efforts Panasonic has been guid- 
ed by several themes: 

• Technologies should be developed through a process of inter-industry consultation 

and collaboration to ensure that they are (a) practical to implement; (b) achieve 
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the legitimate copyright protection goals set forth by the content community; 
and (c) deliver value to consumers. 

• Technology initiatives should be led by the private sector. The objectives should 

be achieved by voluntary license agreements where possible, and complemented 
by narrowly-focused government action only where necessary. 

• Technology solutions should include rules to preserve consumers’ customary re- 

cording expectations. 

We realize that both the opportunities and the potential challenges posed by the 
digital environment are ever evolving. Despite the fact that the content protection 
technologies we have been involved in developing were each designed to meet spe- 
cific sets of requirements outlined by the content companies, the CE and IT compa- 
nies involved in these efforts have been willing to keep innovating and adding to 
the existing technologies (and creating new ones) to meet unanticipated or pre- 
viously unarticulated goals of the content owners. Of course, this has all been done 
with the interests of consumers in mind, because serving our customers is 
Panasonic’s most important goal. In our view this is the most effective way to pro- 
ceed. It is simply not possible for the government to mandate from above broad de- 
sign requirements which as effectively address the myriad of interests and techno- 
logical challenges as do collaborative private sector efforts. We expect, nevertheless, 
that for any solution to be successful it must withstand public scrutiny. We there- 
fore welcome your continued interest in our efforts to address these challenges. 

Some specific examples of our activities with regard to content protection are sum- 
marized below. 

5C— 

Panasonic is one of five companies (sometimes therefore referred to as the “5C”), 
that developed the Digital Transmission Content Protection (“DTCP”) technology 
used to protect content as it traverses the IEEE 1394 home network. 

• DTCP was developed and is being licensed by a license administrator established 

by the five CE and IT companies to address requirements set forth in a request 
for proposals by the CPTWG, a multi-industry group that included direct par- 
ticipation by the motion picture industry. 

• The technology protects content that enters the home via cable, satellite or other 

means of conditional access technology from being copied or retransmitted be- 
yond the home (e.g., via the Internet) without authorization of copyright holders 
and will be adapted for use to protect content that enters the home via 
unencrypted digital broadcast pursuant to the “broadcast flag” technology de- 
scribed below. 

• DTCP employs encryption and authentication in order to ensure that content is 

exchanged only among devices which agree to continue to protect the content. 

• Since approximately 85% of TV households in the U.S. receive programming 

through cable or satellite conditional access technologies, the DTCP technology 
may be applied to this conditional-access protected content to prevent unauthor- 
ized Internet retransmission. 

• The DTCP technology license incorporates “encoding rules” modeled after 

§ 120 l(k) of the Distal Millennium Copyright Act (“DMCA”) to preserve cus- 
tomary home recording practices. These rules were developed through manufac- 
turer and Content industry consultation beginning in the early 1990s. Pursuant 
to these provisions, content companies may use the DTCP technology to protect 
content according to the following minimum rules — 

• Free TV is freely copyable, but may be restricted from redistribution; 

• One generation of copies must be permitted for paid programming such as 

HBO; and 

• Copying (other than as part of a “pause” function that is periodically deleted) 

may be prohibited with respect to packaged media. Pay Per View (“PPV”) and 
Video On Demand (“VOD”) type content. 

CSS- 

Together with Toshiba, Panasonic developed the Content Scramble System tech- 
nology used to encrypt pre-recorded DVD discs 

• This technology enabled the launch of DVD — the most successful consumer prod- 

uct ever. 

• Licensing of CSS has now been turned over to a multi-industry group called the 

DVD Copy Control Association (“DVDCCA”) which is comprised of representa- 
tives of the CE, IT and Motion Picture industries. 

• Beyond licensing the encryption technology used on pre-recorded DVD discs, 

DVDCCA is tackling a number of additional projects, including the evaluation 
of a “watermark” to be used in conjunction with pre-recorded DVD content to 
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provide additional security against recording and playback of unauthorized cop- 
ies of the content. 

4C— 

Together with three other companies (sometimes referred to as the “4C”, 
Panasonic developed Content Protection for Prerecorded Media (“CPPM” used e.g., 
to protect DVD-Audio) and Content Protection for Recordable Media (“CPRM” used 
for secure recording and storage of content) 

• The technology was developed and is being licensed by CE/IT companies. 

• The technology license incorporates rules that allow for customary consumer cop- 

ies such as for time-shifting and place-shifting of audio content. 

Consumer Equipment 

The third and central part of the puzzle in making the DTV transition a reality 
is consumers. Consumer technologies succeed when consumers are aware of them 
and see value in them for their own lives. In the national transition to DTV, all 
involved must be part of the effort to alert and educate consumers to the DTV op- 
portunities and choices they have. And all must provide enough value for consumers 
to want to “buy in” to the DTV revolution. Panasonic tries to do this every day with 
its retail partners, in its advertising, in joint DTV “launch parties” and special 
events with broadcasters and others, through support of CEA’s industry-wide pro- 
motion and education efforts, and, most importantly, by providing a variety of DTV 
products we hope will be appealing to consumers. 

This also means that consumer DTV products must be affordable, easy to use, and 
respect consumer expectations about how the consumer will be able to interact with 
and use content. Panasonic’s activities, both in the 5C and elsewhere, have been 
guided by these concerns. Therefore: 

• The 5C technology is licensed on a cost-recovery basis so as not to unnecessarily 

add to the cost of consumer products 

• The 5C technology was developed in order to provide effective protection, yet not 

impose undue burdens on product implementations so as not to compromise 
product functionality 

• The 5C DTCP technology license incorporates “encoding rules” aimed at pro- 

tecting consumer’s fair use expectations. 

Current Challenges & Future Efforts 

During hearings before the Senate Commerce Committee in February, representa- 
tives of the motion picture industry advocated the need for a government-mandated 
solution to three specific problems: 

• Protection for “in the clear” broadcast content to prevent unauthorized redistribu- 

tion of such content via the Internet, 

• Addressing the so-called “analog hole,” and 

• Preventing unauthorized “peer to peer” file sharing of copyrighted content. 
Panasonic agrees that these are serious issues deserving of attention. A brief sum- 
mary of inter-industry efforts to consider these challenges follows. 

Protection of broadcast content delivered in the clear 

Because digital terrestrial television broadcasts and certain basic tier cable video 
programs are delivered in unencrypted (“in the clear”) form, unlike pre-recorded, 
encrypted, digital media such as DVD or digital cable and satellite transmissions 
delivered via conditional access systems, there is no technical or legal authorization 
necessary and no licensing predicate by which to establish conditions for the secure 
handling of such content. As a result, unprotected DTV content can, as a technical 
matter, be delivered outside of the home environment, such as over the Internet 
without authorization from copyright holders. In November of 2001, representatives 
of the 5C members described to the Copy Protection Technical Working Group 
(“CPTWG”) a refined version of a proposal, originally presented to the 5C members 
by Fox following on industry standards activity in the Advanced Television Stand- 
ards Committee, which would require certain devices which demodulate DTV con- 
tent to respond to a “Broadcast Flag” and securely route content which a copyright 
owner has indicated should not be redistributed via the Internet, only to protected 
digital output and recording technologies, or to analog outputs. The 5C members 
recommended that a group be formed under the auspices of the CPTWG ' to evalu- 
ate this proposal and to determine whether there is sufficient industry and con- 


^ The CPTWG is the open forum of CE, IT, and content companies and consumer groups which 
meets, typically on a monthly or bi-monthly basis in Los Angeles, to consider technical copy pro- 
tection issues. 
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Sumer organization support for the proposal as a solution to the problem of unau- 
thorized redistribution of broadcast content. To date, the group formed as a result 
of this initiative has undertaken considerable activity — 

• The Broadcast Protection Discussion Group (“BPDG”) has met 13 times in four 

months, in person and by phone. 

• The participants in these discussions appear to be in fundamental agreement that 

an approach based on a “Broadcast Flag” is technically sufficient for the pur- 
pose of signaling protection of DTV content in diptal form, beginning at the 
point of demodulation, against unauthorized redistribution. 

• There is likewise substantial agreement as to the particular flag to be used, and 

that content that is either marked with the flag or has not been screened for 
the flag may only be recorded or output from covered products by either (a) ana- 
log products and recording methods; and (b) digital outputs and recording meth- 
ods that provide protection against unauthorized redistribution. 

• Certain issues currently remain unresolved, including (a) finalization of criteria 

used to determine whether a particular recording technology or digital output 
protection method should be deemed “authorized;” and (b) whether there is ade- 
quate support for an alternative proposal, advanced by Philips, which would 
allow unencrypted digital-to-digital recordings of broadcast content for at least 
some period of time. 

• The schedule for BPDG now calls for a final report by mid-May, and I believe that 

this is achievable. 

• Since the BPDG was primarily focused on technical matters, a separate, “parallel 

group” has been formed to begin discussing how to enforce the hoped-for tech- 
nology solution. It is possible that narrowly focused government action will be 
necessary to support any private sector technology approach. 

Plugging the so called “analog hole” 

Digital content delivered in a protected manner must nevertheless be converted 
to an unprotected analog format in order for it to be viewed on the vast majority 
of HDTV and digital televisions in consumers homes. The “analog hole” refers to the 
potential which exists for redigitization and subsequent unauthorized redistribution 
of content (via peer to peer networks or otherwise) because of this need to convert 
digital signals to analog form in order for them to be viewed. It is currently thought 
that the most effective means by which the so called “analog hole” issue can be ad- 
dressed is by using a watermark to indicate how content marked with the water- 
mark can be copied and redistributed. 

There are efforts currently underway, under the auspices of the DVDCCA, to 
evaluate “standard definition” watermarks which we hope will be extensible to “high 
definition” content. This process has shown that there are serious business, legal 
and technical issues that need to be resolved before a watermark can be identified 
for use to plug the “analog hole.” Further efforts are necessary before it can be de- 
termined how such a watermark might practically be implemented in order to miti- 
gate the analog hole problem. It is possible that narrowly-tailored government ef- 
forts may be necessary to address this problem once an appropriate watermark has 
been identified, however these decisions should await identification of such a water- 
mark. 

Preventing unauthorized peer to peer distribution of content 

The problem of unauthorized peer to peer distribution of copyrighted content is 
most difficult to solve. CE and IT companies, including the members of 5C, are sym- 
pathetic to the concerns of content owners, yet it is in the arena of solving the peer 
to peer problem where the legitimate concerns of content owners, the legitimate in- 
terests of consumers, and the ability of CE and IT manufacturers to deliver products 
that are affordable and innovative may be hardest to harmonize. The problem is 
made even more difficult by the fact that digital devices are used to enjoy (and 
sometimes share) a variety of data — some of which are not copyrighted. 

To my knowledge no concrete proposals concerning how to solve the peer to peer 
problem have been proposed by any industry sector. It is quite likely that no single 
solution to this problem will be developed and that instead a variety of technical, 
legal and business approaches will be necessary. At the moment the immediate, al- 
though admittedly partial, solution appears to be consumer education efforts and 
strong enforcement of copyright laws to punish commercial piracy of copyrighted 
content. In the event that inter-industry efforts to address the issue are convened, 
Panasonic stands ready to contribute its technical knowledge to find a solution 
which promotes the availability of digital content while promoting the twin goals of 
preserving consumer rights and protecting the intellectual property of content own- 
ers. 
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Conclusion 

Panasonic has built its business on delivering innovative products to consumers. 
We realize that in order to deliver the greatest value to our customers we must like- 
wise provide strong copyright protection for the owners of copyrighted content. For 
this reason we, together with other members of 5C have been at the forefront of 
developing technologies that aid the transition to the digital environment for all par- 
ties involved. Panasonic will continue to contribute, where it can, to help address 
technical challenges faced by the industries represented here today and to promote 
a rapid and fruitful transition to DTV. 

Mr. Upton. Thank you. I note that the House is going to have 
votes in a short time. So my goal is to try to strictly adhere to this 
5-minute rule so that we can get into some questions before the 
votes start, knowing that we will come back. 

Mr. Blanford. 

STATEMENT OF LAWRENCE J. BLANFORD 

Mr. Blanford. Mr. Chairman and members of the sub- 
committee, my name is Larry Blanford. I am president and CEO 
of Philips Consumer Electronics in North America. I do appreciate 
the opportunity to appear before you today, and applaud your lead- 
ership on this extremely important and complex set of content pro- 
tection issues. 

I am accompanied today by the Managing Director and Senior 
Vice President of Philips Research in New York, Dr. Barry Singer. 

Now Philips is a global leader in display, storage and 
connectivity in the digital age. We have nearly a century of experi- 
ence in consumer electronics, research, design, and manufacturing, 
and a proud history of inventing and developing consumer elec- 
tronics products from the audio cassette and the compact disc to 
high definition television. 

We also have a long history of constructive participation in con- 
tent protection activities and in developing content protection tech- 
nologies, from the pioneering serial copy management system to 
what we believe is the leading candidate for video watermarking 
technology now being evaluated. 

Philips has been guided in its development of its consumer prod- 
ucts and protection technologies by certain principles: maintaining 
ease of use and user friendliness; providing backward compatibility 
with existing devices; preserving the opportunity for new, innova- 
tive products; respecting intellectual property rights; preserving the 
consumer’s fair use rights; and, importantly, balancing among the 
various competing rights and interests. 

Philips comes before you today with a call for action, one which 
I believe is important, if collective we are to achieve technological 
solutions that strike the all important proper balance of rights in 
the emerging digital age, those of consumers, device manufacturers 
and content owners. 

I say collectively, because when it comes to setting content pro- 
tection policy and ensuring the balance of interests and rights, your 
role is just as critical as that of the private sector. Simply put, the 
process we are now using to pick a technological solution and bal- 
ance these interests is flawed, and we need your help to fix it. 

Today you are reviewing the status of the most recent develop- 
ments in digital age content protection, the need to protect digital 
terrestrial television broadcasts from unauthorized retransmission 
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over the Internet. Philips fully supports the goal of the Broadcast 
Protection Discussions Group to protect against such retrans- 
mission, and we support the concept of a flag in the ATS signal to 
achieve this end. 

We also appreciate much of the progress made by that group. 
However, we along with a growing number of participants are 
deeply concerned about the direction that the group is taking with 
respect to what happens after the broadcast flag is identified and 
how DTV would be constrained inside the home. 

Basically, the only paradigm being considered by BPDG is one 
that would, in most cases, require public broadcast content to be 
encrypted upon receipt in the home and on any copies on remov- 
able media. You have heard repeatedly that a solution to this prob- 
lem is imminent. We appear here today, however, to say that, al- 
though we are actively involved in those discussions, we do not be- 
lieve we are anywhere close to a consensus solution. 

Philips, along with Thompson, RCA, and Zenith, shared their 
concerns as formal objections to the recent BPDG interim report, 
and raised them with you at the April 9 DTV roundtable discus- 
sion. Others have expressed similar concerns privately. I am here 
to reiterate those concerns today. 

No. 1, the direction of the current discussions threatens to con- 
strain the consumer’s fair use rights and expectations. For exam- 
ple, if future DVD recorders are obligated to encrypt recordings of 
television broadcasts from digital sources, any such recordings 
made on those recorders would not be usable on the 35 million 
DVD players consumers own today. 

No. 2, the process by which decisions are being reached is not 
fair, reasonable or open, and is not seeking consensus. Rather, it 
is a carefully choreographed drive toward a preordained result. 

No. 3, the decisions regarding how products will be allowed to 
handle content and the rights of consumers would reside with a 
few companies through private contractual relationships. 

No. 4, companies interested in making devices that handle digital 
television would be required to sign up to a complex web of over- 
reaching contracts. These contracts include obligations called com- 
pliance rules and robustness rules that extend deeply into the de- 
sign and functionality of each device, and dictate what actions the 
devices may take and what consumers can do. 

Put simply, those driving BPDG are rushing the group to judg- 
ment without a thorough public consideration of how the group’s 
approach will diminish the rights of the consumer and competition 
in affected industries. 

At the April 9 DTV roundtable discussion, important questions 
were posed by Chairman Tauzin: Who has control? Who makes the 
final decisions? In this case, no public official, no consumer, no li- 
censee, no other interested party has a seat the decisionmaking 
table. Only the licensors of the preferred technologies and the con- 
tent community can set policy and make decisions. 

Balancing the rights of consumers and differing business inter- 
ests are a matter of public policy. Consumers’ rights must not be 
left in the hands of private interests. We call upon you today to es- 
tablish a forum under government auspices in which we can all 
participate in order to get this right. 
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While we do not know the perfect forum of this private-public 
partnership to take, we believe the former Advisory Committee for 
Advanced Television Services with its strong and effective leader- 
ship serves as a useful model. Again, we are not recommending 
that government mandates the solution, but provides a governance 
to a process so that we can get the solution correct. 

Philips wants to be part of that solution, and we, as much as any 
company, want this digital transition to flourish and flourish quick- 
ly. We believe an appropriate public-private partnership will move 
us to that consensus solution more rapidly. 

Thank you for this opportunity to share our views and our con- 
cerns. I would be happy to answer any questions you might have. 
[The prepared statement of Lawrence J. Blanford follows:] 

Prepared Statement of Lawrence J. Blanford, President and CEO, Philips 
Consumer Electronics Company 

Mr. Chairman and Members of the Subcommittee, my name is Larry Blanford. 
I am President and Chief Executive Officer of Philips Consumer Electronics Com- 
pany, a division of Philips Electronics North America Corporation, which is the US 
subsidiary of Philips Electronics of the Netherlands. In the United States, Philips 
employs over 35,000 people manufacturing and selling over $10 Billion dollars of 
goods and services in the areas of consumer electronics, lighting, medical systems 
and devices, semiconductors, displays and domestic appliances. 

I thank you for the opportunity to appear before you today and commend you for 
conducting this hearing entitled. Ensuring Content Protection in the Digital Age at 
such an important juncture in the transition to that new age. Your attention to the 
Digital Television (DTV) transition and to the complex set of issues that remain to 
be addressed is vital to the ultimate success of that transition. You rightfully focus 
today on a key challenge — resolving copy protection and digital rights management 
in a way that is consistent with public policy goals of protecting content, allowing 
technology to thrive and, most importantly, preserving the fair use rights and expec- 
tations of the consumer in this new digital age. The manner in which we proceed 
will dictate the measure of success we attain. 

The combined efforts of the public and private sectors have come a long way to- 
ward ushering in this new digital age, but I come before you today to raise a cau- 
tion — that the current direction embodied in the on-going Broadcast Protection Dis- 
cussion Group addressing ways to prevent Internet Retransmission of digital tele- 
vision broadcasts is not in the interest of sound public policy, is not in the best in- 
terest of the affected industries and is certainly not in the interest of the consumer. 
Mr. Chairman, Philips raised its concerns in the most recent DTV Roundtable Dis- 
cussion on April 9. We are here today because we feel it is very important to bring 
to your attention the fact that the chorus you will hear today, as Senators Leahy 
and Hatch heard at their hearing only weeks ago, that a solution to the problem 
of Internet redistribution is imminent misrepresents the current state of affairs and 
the nature of the challenge that still lies ahead. 

Philips, as much as any company in the US wants to see this transition to the 
digital age, and more specifically this transition to digital television, move as swiftly 
as possihle. But we also know from decades of involvement in the consumer elec- 
tronics industry that we must get this right, meaning that we cannot rush to judg- 
ment on technological solutions that are not widely accepted as the best solution for 
all parties involved — the CE industry, the Information Technology industry, the 
Content Community and, of course, the consumer. Philips calls upon the Congress 
today to reassert its role in this critical public-private partnership by providing an 
appropriate, public forum to continue these industry discussions and to foster work- 
able solutions on a timely basis. Further, today we offer to provide our complete 
support to such an effort, including offering related Philips technologies to all 
comers, under open, fair and easily available terms. Philips has an extensive tech- 
nology portfolio, which we believe can contribute to the development of solutions 
every bit as robust and effective as those embodied in the current, BPDG direction. 

Philips has long history in development of consumer electronics products and tech- 
nologies 

Philips is no stranger to the world of inventing and developing products and tech- 
nologies in the area of consumer electronics. From the Compact Cassette to the 
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Compact Disc to the one chip TV, Philips has invented and developed products that 
have enjoyed widespread acceptance in the industry and among consumers. The 
Compact Disc is the most widely implemented digital technology on the face of the 
earth. Open, public standards helped make this so, open, public standards should 
help us select new copy protection schemes. 

Our untiring commitment to the development and implementation of advanced 
television in the United States began in our research labs in Briarcliff Manor, New 
York in 1981. With decades of financial investment and enormous scientific effort, 
we worked to help create and commercialize Digital Television. Philips is extremely 
proud to have been instrumental in the development of Digital HDTV, beginning 
with its own system, later as a member of the Advanced Television Research Con- 
sortium, and finally as a founding member of the “Grand Alliance,” which produced 
the DTV standard adopted by the FCC in 1996. This unprecedented standards set- 
ting process involved numerous private companies from each affected industry but 
just as importantly involved an extraordinary public-private collaboration fostered 
by the Congress and the Federal Communications Commission embodied in the Ad- 
visory Committee for Advanced Television Services (ACATS) chaired by Mr. Richard 
Wiley. The positive result has propelled the United States into an historic transition 
to advanced digital television and related services. 

Philips has been an active participant in the development of Copy Protection Tech- 
nologies and Adheres to Basic Principles to Protect the Consumer 

The implementation phase has certainly presented its challenges, not the least of 
which has been the development of copy protection technologies. Philips has long 
developed solutions along with the content community that struck the proper bal- 
ance between the interests of the copyright holder and the consumer. Philips in- 
vented, and offered to the consumer electronics industry for free, the Serial Copy 
Management System, which simply provided the necessary instruction to the record- 
ing device as to whether a copy was or was not allowed. We continue to be equally 
involved and committed to seeking solutions that strike the proper balance. Philips 
has for years been a constructive participant in inter-industry copy protection activi- 
ties. We have dedicated millions of dollars and thousands of hours of effort from our 
best engineers to groups such as the Copy Protection Technical Working Group 
(CPTWG), the Secure Digital Music Initiative (SDMI), and the Broadcast Protection 
Discussion Group (BPDG). Drawing on our expertise in digital video we were the 
lead developer of one of the two watermark technologies being considered for the 
protection of digital video content. Philips created and offered to the record labels 
an innovative technology to work with watermarks to address Internet file sharing 
of sound recordings. We have suggested several approaches to the BPDG. 

As these contributions suggest. Philips develops new products and technologies 
with the interest of the consumers” rights and expectations at top of mind: 

• Consumers’ fair use rights must be preserved in any technical or public policy so- 

lutions to digital age challenges 

• Backward compatibility has been the backbone of the consumer electronics indus- 

tries’ product designs. 

• Consumers react negatively and very strongly when their expectations for fair use 

and ease of use are not met. 

• Ever increasing levels of complexity in consumers’ devices will render products in- 

creasingly unreliable, more expensive and will constrain consumer activities. 

• User Friendliness is a hallmark of CE products. 

Consumers should not bear the costs, in dollar terms and in terms of technological 
complexity, when there are much simpler solutions to the agreed upon problem — 
the prospect of Internet redistribution of digital terrestrial broadcasts. 

Philips Supports the Goal of Preventing Internet Retransmission of Digital Terres- 
trial Broadcasts, But Believes the BPDG Process Is Actually Retarding Industry 
Efforts To Move Forward 

We fully support the goal of BPDG to protect against retransmission of digital tel- 
evision over the Internet and the concept of a flag in the ATSC signal to achieve 
this end. We also appreciate the progress made by that group, including the general 
agreement that a flag in the ATSC signal can be used to trigger protection, the idea 
of starting protection upon demodulation, and many of the other details that have 
been advanced. However, we, along with a growing number of participants, are 
deeply concerned about the direction that the group is taking with respect to what 
happens AFTER the broadcast flag is identified, and how DTV would be constrained 
inside the home. 

This issue of protecting broadcast content is a complex one that merits careful 
consideration and the evaluation of a variety of alternatives. 
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Regrettably, in this effort to address Internet retransmission, BPDG has been 
taken over by a small group of companies that are pressing a particular approach 
that would affect ALL retransmission of content inside the home. This proposal 
tramples upon the fair use rights of the consumer and introduces unnecessary levels 
of complexity and costs in consumer devices. 

Under the approach proposed by one Studio and a consortium of hardware compa- 
nies called the 5C, digital television content would need to be “protected” once de- 
modulated. The technologies that could be used for this protection, which are gen- 
erally conceived to be encryption technologies, would be under the control of the stu- 
dios and private consortia, such as the 5C. For example, the technologies that the 
studios wish to use as a benchmark for the protection are the encryption tech- 
nologies licensed by the 5C entity (which encrypts content on digital links) and the 
related 4C entity (which encrypts content on removable recording media). 

Any party interested in designing and manufacturing devices using these tech- 
nologies to encrypt digital television programs would be required to sign up to a 
Byzantine set of complex, over-reaching contracts for these proprietary technologies. 
These contracts include obligations called Compliance Rules and Robustness Rules 
that extend deeply into the design and functionality of each device and dictate what 
actions the devices may take. These Compliance Rules and Robustness Rules are 
in the control of the studios and the private consortia and will be created in the 
first instance, and may be changed in the future, wholly in their discretion. The 
public, consumers, licensees, and public officials are, unfortunately, not a part of 
this process. In short, private interests are taking control of consumer rights and 
as a result establishing public policy! A small number of our competitors and the 
studios are put in control of the functionality of our products! 

This result is possible because of the licensing construction built around the use 
of these technological solutions. Moreover, the technology licenses agreements and 
associated Rules include obligations that extend far beyond that which is necessary 
and appropriate to prevent the Internet retransmission of DTV. 

Even if it were appropriate to cede public policy to private interests, the imple- 
mentation of this most recent proposal is rife with unintended consequences for 
products and for the consumer. The obligation to include multiple encryption tech- 
nologies in each device that handles DTV content will burden consumer devices, in- 
crease their cost and decrease their legitimate functionality. 

Further, the 35 -h million DVD players in the market today are unable to decrypt 
any discs recorded in the home using any proposed encryption system. If future 
DVD recorders are obligated to encrypt recordings of television broadcasts from dig- 
ital sources, any such recordings made on those recorders will not be useable on any 
existing DVD player or on any DVD player likely to be shipped in the near future. 
Consumers should not be required to purchase a new set of devices or to make dig- 
ital recordings of content of digital content through old fashioned analog interfaces 
simply to do what consumes have always done in their homes. To leave matters in 
this state is to deny the consumer the benefits of digital technology. Digital tech- 
nology’s primary advantage is to move and copy data without any qualitative loss. 
Where this is appropriate (such as in a consumers home) it is reasonable that the 
consumer not only retain the ability to watch broadcast content at a convenient time 
or to move content from one room to another but also to gain additional flexibility 
to utilize content. To do otherwise is to restrain technology solely for the benefit of 
the copyright holder as a mechanism to subdivide content into smaller units, each 
of which can be sold at a premium price. 

The current proposal also would inhibit innovation in television products. Under 
the proposal, any innovative company interested in developing and marketing new 
products that would give consumers more control over how and when they view tele- 
vision would be required to sign these over-reaching, burdensome licenses for the 
“approved” proprietary encryption technologies, pay the applicable license fees, and 
bear the costs of including encryption and decryption capabilities in their products. 
The complexity and cost of these licenses and the technologies alone will inhibit 
start-up companies, which are often the most innovative. 

The BPDG is not a consensus body and is certainly not a standards body. 

Philips has lost all confidence that the BPDG discussion group as currently con- 
stituted can achieve meaningful results, or that it will allow for serious consider- 
ation or adoption of technology solutions of equal merit presented by other inter- 
ested parties. BPDG is not an open, consensus standards setting process. BPDG has 
no process for making decisions. In fact, the studios and 5C have made clear their 
view that there need be no process, because BPDG is not a standards body; it sim- 
ply is a forum for discussion and the identification of points of agreement and dis- 
agreement. Such discussions may have their place, but on this matter of such crit- 
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ical importance to the establishment of good public policy, this approach is seriously 
lacking. 

We respectfully believe that the decisions of how DTV content broadcast over the 
public airwaves will be handled in the home and how it will be available to con- 
sumers raise important public policy issues; issues that are far too important to 
leave to any group of private companies no matter how well intentioned. Private in- 
dustry should be given a chance to reach a consensus, but the process should be 
cleansed by the sunlight of government. Further discussion should be held in an 
open forum, with the involvement of those who are entrusted with the development 
of public policy. 

Philips believes the Congress should make clear that there will be no toleration 
of a system in which the private interests control the Rules for copy protection tech- 
nologies that become de facto standards. The rules and licenses under which such 
technologies are used raise key public policy issues and must be subject to minimum 
standards of openness, reasonableness, scope and consensus. We have ideas for ap- 
propriate technologies that we are prepared to share with the industry in exactly 
this manner, as we have attempted in the past. 

Philips, therefore, calls upon the Congress to reassert itself in this ongoing en- 
deavor by providing under its auspices or the auspices of the Federal Communica- 
tions Commission, or a suitable standards body an organized, open and fair venue 
to oversee the continuation of efforts to develop and implement next generations of 
copy protection technology. In support of such a change. Philips pledges its full, con- 
tinued support and further pledges to do its part to make technological solutions 
available on open, fair and reasonable terms to all interested parties. We look for- 
ward to this Committee’s continued leadership in this critical arena. 

Mr. Upton. Thank you. 

Mr. Jacobson. 

STATEMENT OF LARRY JACOBSON 

Mr. Jacobson. Mr. Chairman and Ranking Member Markey and 
members of the committee, I am delighted to appear before you 
today to discuss the pressing issues facing the media and tech- 
nology industries in our digital era. 

RealNetworks, founded in Seattle, Washington, in 1994, is a pio- 
neer in the development of digital media technology and services 
that enable people to create, deliver, discover, and play digital 
audio and video content over the Internet, both through 
downloading and through a method RealNetworks invented called 
“streaming.” Most of you probably know our RealPlayer or RO-1 
player. 

RealNetworks agrees that today’s Internet marketplace suffers 
from an unacceptable level of piracy of copyrighted works. As a per- 
son who has spent most of my career in the entertainment and 
broadcast industry, I understand that copyright protection lies at 
the core of America’s ability to create and sell entertainment prod- 
ucts throughout the global marketplace on a variety of distribution 
platforms. 

Digital copying via the Internet poses fundamental challenges for 
the economics of both the entertainment and technology industries, 
and we need to meet that challenge head on in order to realize the 
potential of this new distribution medium. 

The good news is that RealNetworks is building distribution 
channels, business models, and new subscription services that will 
contribute to a robust and legitimate content marketplace for dig- 
ital music, video, and other products. As a fundamental part of our 
digital media platform, RealNetworks has developed a robust and 
sophisticated digital rights management technology or DRM to pro- 
tect content that is delivered to consumers. 
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This DRM and our other security technologies are in the market- 
place today, and currently protect premier content we offer, from 
major record labels, CNN, Fox Sports, ABC News, NASCAR, major 
league baseball and the MBA, among others. Already in 18 months 
since we began offering our premium protected subscription serv- 
ices, we currently serve over 600,000 monthly paid subscribers. 

In crafting legislation regarding the Internet, Congress to date 
has wisely refrained from sweeping regulation, resisting the temp- 
tation to become in essence the chief technology officer for the 
Internet. We should continue to be guided by three core principles: 
First, that government should only intervene in technology mar- 
kets where there is a clear evidence of market failure; second, that 
private sector competition will always create the best technologies, 
resulting in new revenue, new quality jobs, and new consumer ben- 
efits; and, third, that all solutions must respect consumers’ fair use 
rights to fully enjoy digitally delivered content. 

In the spirit of these principles, scores of companies, including 
RealNetworks, are enabling secure content distribution through 
flexible DRMs that are protecting content in today’s marketplace. 
Software can be built and adapted to accept multiple DRMs and 
play back content that is encoded in a variety of file formats, and 
we see evidence that market driven solutions for security are rap- 
idly evolving on the Internet today. 

In contrast to market driven solutions, we don’t believe that the 
government should pick a single winner and mandate a security 
standard for the rapidly evolving digital market. This approach 
would politicize the standard process, establish more bureaucracy, 
create a single target for hackers, and ultimately not lead to the 
best technology for security. 

Rather than focusing its energies on creating a new regulatory 
framework for digital media distribution, we believe it would be 
wiser for Congress to eliminate practical barriers to the growth of 
e-commerce and digital media. 

As the Copyright Office recently recommended, existing laws 
should be fine tuned to clarify that payments due for streaming 
and downloading of music content should be put in place. We must 
also address the economic imbalances in the field of Internet radio, 
where new legal regulations have made it harder for innovative 
programming services to compete on a level playing field with other 
content offerings. 

Moreover, Congress must always proceed carefully before tam- 
pering with our carefully balanced copyright laws. Clarifying the 
status of temporary copies in RAM and server copies, for example, 
would make it easier to lawfully perform and download digital con- 
tent, all in a way designed to compensate copyright owners. 

Finally, Congress should clarify how longstanding fair use prin- 
ciples peacefully coexist with the anti-circumvention provisions of 
the DMCA. Any marketplace for digital goods must preserve long- 
standing consumer rights to use content they have purchased in a 
variety of ways. We must treat Internet users like potential cus- 
tomers and not potential criminals, if we are to build a market- 
place based on mutual trust. 

In closing, RealNetworks stands ready to work with policymakers 
and all other concerned parties to create a digital marketplace that 
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affirms the best principles of American innovation, consumer value, 
and the rule of law. 

Thank you for your attention, and I would be happy to answer 
any questions that you may have. 

[The prepared statement of Larry Jacobson follows:] 

Prepared Statement of Larry Jacobson, President and Chief Operating 
Officer, RealNetworks, Inc. 

Mr. Chairman and members of the Committee, I am delighted to appear before 
you today and thank you for the opportunity to come to Washington — the “other 
Washington” for those of us with a Seattle orientation — to discuss some of the press- 
ing issues facing the media and technology industries at this moment. 

RealNetworks as a Pioneer in Internet Media Delivery 

RealNetworks, founded in Seattle, Washington in 1994, is a pioneer in the devel- 
opment of digital media technology and services that enable people to create, de- 
liver, discover, and play digital audio and video content over the Internet and within 
intranets, both through downloading and through a method RealNetworks devel- 
oped called “streaming.” Streaming enables consumers to enjoy uninterrupted, real- 
time broadcasts over the Internet, by compressing digital media files and dividing 
them into packets, that then are delivered to the consumer’s personal computer. 

RealNetworks developed the first streaming media player and the first streaming 
media server in 1996. RealNetworks has released nine versions of the RealPlayer 
streaming media player. In addition, RealNetworks has released two versions of its 
RealJukebox software, which was first introduced in 1999, and which permits con- 
sumers to manage their music collections on their personal computers. That dy- 
namic pace of innovation continues given the rapid adoption and increasing use of 
digital media on the Internet. 

RealNetworks offers a universal platform for end-to-end delivery of digital media, 
from creation to broadcasting to end-user consumption. This allows companies to 
build powerful digital media applications like video subscription services on our 
platform without regard to the underlying hardware or the software operating sys- 
tem. RealNetwork’s business model is based primarily on (1) licensing and selling 
software to create, deliver, play and secure digital media; (2) selling subscriptions 
for access to audio and video content from major content providers, including ABC 
News, CNN, Wall Street Journal, Fox Sports, E! Entertainment, Warner Music 
Group, BMG Records and EMI Music; (3) providing professional services, such as 
hosting others’ streaming media and technology implementation, and (4) selling ad- 
vertising and promotions via RealPlayer, RealJukebox, and the RealOne Player for 
our RealOne sports, news and entertainment subscription service. 

As a fundamental part of our digital media platform, RealNetworks has developed 
a robust and sophisticated DRM — Digital Rights Management — technology to pro- 
tect content that is delivered in streaming or digital download formats. This DRM, 
called the Real System Media Commerce Suite, currently protects digitally 
downloaded and streamed files from major record labels via the MusicNet platform 
and has been licensed to the MovieLink consortium, organized by Sony, Universal, 
Warner Brothers, MGM and Paramount Pictures, to protect the digital download of 
feature films. 

Today, we have licensed our technology to over 270 million unique registered 
users around the world with at least one of our products. These consumers have 
consistently proven their desire to enjoy music and video, whether streamed on de- 
mand, streamed in a webcast mode, or delivered via digital download. As bandwidth 
increases for connected users, music video and long-form video content are proving 
equally popular. In fact, broadband consumers are the heaviest users of our tech- 
nology and as broadband adoption increases we can expect similar increases for 
streaming media technologies. 

As a company with applications on an estimated ninety percent of personal com- 
puter desktops in the United States and hundreds of millions of users around the 
globe, we are keenly aware of the challenges to Internet distribution of music, video 
and other forms of content that require licensing of intellectual property rights. 

The Challenge of Seeure Digital Distribution at a Critical Time for our In- 
dustry 

Mr. Chairman, this hearing comes at a critical time for the Internet and specifi- 
cally for companies that are building the new distribution channels for music and 
video content. We are all aware of the explosion of online file-sharing services and 
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their global popularity. Countering this trend, both independent and major record- 
ing companies have licensed their works to subscription online services such as 
MusicNet, PressPlay, and Listen.com’s Rhapsody and other online ventures. 
RealNetworks has been one of the driving forces behind the creation of legal sub- 
scription services. As for the prospect of distribution of feature films on a pay-per- 
view basis, RealNetworks is contributing technology to the MovieLink venture and 
we hope to see other pay-per-view and subscription video services roll out in the 
near future. Our technology and subscription services model is designed to facilitate 
just this sort of business. 

For any of these new content distribution channels to succeed, we will need to 
make sure that content is secured, that consumers see value in the digital pur- 
chases they make, and that the underlying business models make sense for all par- 
ticipants in the “food chain.” 

Security for music and video distribution is essential. Whether digital content is 
produced by a garage band or a global media company, content owners need to 
reach a comfort level with putting that content into the digital marketplace. 

We all know that today’s Internet marketplace is characterized by an unaccept- 
able level of piracy of copjrighted works. The balance of copyright — providing au- 
thors with a fixed exclusive period of time to reap the rewards from creating new 
works — will be upset if this situation prevails. The business leaders testifying along- 
side me today will undoubtedly give a more detailed picture of the dimension of the 
piracy problem and the steps they are taking to address it. Let me simply say that 
RealNetworks does not take widespread Internet piracy lightly, both as a creator 
and licensor of our own intellectual property and as a long-standing partner of many 
content creators. 

RealNetworks was the first company to successfully invoke the anti-circumvention 
mechanisms of the DMCA to stop the distribution of software that attempted to 
break the proprietary content protection measures within our RealServer and 
RealPlayer software and we will continue to invoke legal mechanisms to prevent pi- 
racy. 

As a person who has spent most of my career in the entertainment industry, cul- 
minating from 1997 to 2000 as President of the Fox Television Network, I under- 
stand that copyright protection lies at the core of America’s ability to create and sell 
entertainment products throughout the global marketplace on a variety of distribu- 
tion platforms. Digital copying via the Internet poses fundamental challenges for the 
economics of both the entertainment and technology industries and we need to meet 
that challenge in order to realize the potential of this new distribution medium. 

The good news is that RealNetworks is building distribution channels, business 
models and new subscription services that will over time create a robust and legiti- 
mate content marketplace for digital music, video and other products provided that 
license rights to that content can be efficiently and effectively obtained and adminis- 
tered. 

DRM technology is one key ingredient for establishing a legitimate digital market- 
place. The Real System Media Commerce Suite currently is used by technology plat- 
forms such as MusicNet to protect tens of thousands of valuable sound recordings 
from major record labels. To protect valuable intellectual property with a level of 
assurance required for digital distribution, DRM’s must be universal, flexible and 
secure. We design our DRM with the ultimate goal of supporting all types of media 
to all devices. Further, these DRM’s must support flexible set of business rules that 
allow the content creator to determine payment scenarios ranging from pay per use 
to permanent ownership. Finally, we design our DRM to be native, end-to-end, tam- 
per resistant and to be quickly renewable in the event of malicious attack. 

Technology alone will not create the legitimate marketplace for online distribution 
of content. After an era where first advertising and then e-commerce was widely ex- 
pected to carry the new online industry to the promised land, we have learned from 
experience that a mix of business models, matched to consumer behaviors, are re- 
quired for our industry to succeed. RealNetworks has led the way with premium 
content services — offering distinct packages of digital downloads, on-demand 
streamed content and webcast streamed programming — that reward content owners 
while providing unique value to end users. These services are prime examples of RN 
working in content with using RN technology to promote content to deliver it to con- 
sumers on a subscription basis. 

Baseball fans can’t get condensed games of complete baseball broadcasts on-de- 
mand on network TV, but they will be able to pay for this product this season 
through our RealOne subscription products. In parallel efforts, we are working with 
Fox Sports, CNN, E! entertainment, ABC News, NASCAR, the NBA and other 
world-class media companies and sports leagues to bring unique value to the online 
consumer. In this sense, the Internet won’t directly compete with television or radio. 
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but it will offer programming that is uniquely interactive and well-suited to the on- 
line digital medium. 

While RealNetworks can build the launching pad for digital distribution, our con- 
tent partners supply the rockets. Simply put, there can be no meaningful market- 
place for digital goods without compelling content. From major media companies, to 
independent radio stations, to non-profits, to individuals seeking an outlet for cre- 
ative expression, the Internet is a vast network of content markets. It is in fact a 
“super market,” where great content can reach over 500 million globally connected 
users. Just as other digital products such as the compact disc and DVD video disc 
created new markets for traditional content, online digital distribution will enrich 
content creators and serve consumers in new ways. RealNetworks has played a spe- 
cial role in inventing the channels for digital streaming and downloading of audio 
and video and our philosophy here is simply to “Let a Thousand Flowers Bloom.” 

Building a Competitive Marketplaee Absent Government Intervention 

When the history of the first decade of the Internet is written by some future his- 
torian, he or she will probably focus one salient fact: that public policymakers in 
the United States were wise enough to let the infant medium evolve with a min- 
imum of government interference and regulation. It is hardly a secret that the 
United States, spurred by companies such as Amazon.com, E-Bay, Cisco and Intel, 
to name only a few, leads the world in innovating the software, infrastructure and 
business models that make the Internet run and that unprecedented economic value 
has been created in a very short span of time. In contrast to the European Union, 
where policymakers have an instinct to “regulate first” then let the market develop, 
the foresight of American public policy in this sphere must not be underestimated. 
Congress has stepped in wisely, to respond to distinct needs to protect certain class- 
es of information such as healthcare, financial data, or information pertinent to chil- 
dren. Yet Congress has eschewed more sweeping regulation, and has resisted any 
temptation to become, in essence, the “Chief Technology Officer for the Internet.” 

We should continue to be guided by two core principles: Eirst, that government 
should only intervene in technology markets where there is clear evidence of market 
failure. Second, that competition will always create the best technologies, resulting 
in new revenue, new quality jobs and new consumer benefits. 

Let me first address the issue of market failure. Recently, we have been told that 
unless a single unitary and open standard is created for digital content protection, 
the digital marketplace will not evolve. Concerned companies have sketched a sce- 
nario where competing and conflicting technologies will create a digital Tower of 
Babel, where consumers are confused by different technical choices and where sys- 
tems fail to interoperate with one another, preventing the build out of an end-to- 
end distribution channel for digital content. 

From our perspective, the Tower of Babel scenario ignores the realities of today’s 
marketplace. Scores of companies, including RealNetworks, are laying the founda- 
tion for secure content distribution through flexible DRM’s. Software can be built 
to accept multiple DRM’s and play back content that is encoded in a variety of file 
formats. For example, RealNetworks supports several different secure file formats, 
including Microsoft’s Windows Media DRM. Unlike a hardware environment where 
a media player is permanently “locked in” to one DRM or can only play content from 
one source, software media players are designed to be rapidly updated to accommo- 
date new file formats and improved security schemes. In addition, our player tech- 
nology supports multiple third party DRM solutions. In this manner, a consumer 
can get content secured by a variety of different DRM’s in different formats. In de- 
signing these DRM solutions, we also adhere to a principle of “ease of use” for con- 
sumers, with the digital rights management functions occurring through automation 
that is essentially transparent to the end user who simply wants to access inter- 
esting and entertaining content delivered online. 

To win the business of major media companies, technology companies will make 
sure that their security solutions meet the specifications outlined by copyright hold- 
ers. If we fail to do this, we won’t get their business. As in the case of the VHS 
vs. Betameix systems, the marketplace will ultimately decide on the most appro- 
priate technology for specific consumer and industrial uses. We see evidence that 
market-driven solutions for security is rapidly evolving on the Internet today and 
we will continue to design our software players and security solutions to be flexible, 
multi-platform and renewable. 

Market-driven solutions, as has been the case in American industry from the 
Nineteenth Century invention of the telegraph to the 21st Century mapping of the 
human genome, consistently create the most enduring economies — economies that 
reward inventors and consumers with products that become a part of the fabric of 
their daily lives. Only a few years ago, the Internet was primarily a text-based me- 
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dium. Now we think of going online in terms of accessing the latest news, sports, 
entertainment, music videos and short films. Ten years from now, we may think of 
the convenience of the Internet like a literal “home video” store, where we can “stop 
by” to rent the latest films or our favorite television shows. This is why we are so 
excited about playing a role in creating these new digital distribution markets by 
creating platforms for rich media content delivered to millions of consumers and se- 
cured by our DRM solutions. 

Government-Mandated Standards will Stifle Innovation and Fail to Reduce 
Piracy. 

The alternative to market led solutions for digital rights management is a sce- 
nario where the government picks a winner and mandates that this government 
regulated standard become the “open standard” for the industry. This scenario is 
embraced in the Consumer Broadband and Digital Television Promotion Act, S 
2048, introduced a few weeks ago by Senators Hollings and Stevens. 

The Bill mandates that all hardware and software digital media devices respect 
standard security technologies that are approved by the FCC. If the undefined “in- 
dustry” fails to develop the specified security technologies within a one year period, 
then the FCC is authorized to develop a standard based on the criteria listed in the 
proposed bill. 

The criteria may sound familiar to you, given my description of the RealNetworks 
and other industry developed DRM solutions that are already protecting digital con- 
tent in today’s marketplace. 

Standard security technologies, according to the Hollings-Stevens legislation, must 
be: reliable, renewable, resistant to attack, readily implemented, modular, applica- 
ble to multiple technology platforms, extensible, upgradeable, not cost prohibitive 
and the software portion of such standards must be based on open source code. 

Aside from the last requirement, several current DRM’s meet the proposed legisla- 
tion’s test. The recent advances in the Broadcast Protection Discussion Group for 
digital television affirm that the IT, consumer electronics and content industries can 
work together to develop effective security measures outside a framework of govern- 
ment bureaucracy and regulation. 

However, S. 2048 not only sets abstract requirements for a technical standard, 
but also poses serious issues for consumer use of digital content. We find it very 
troubling that S. 2048 appears to make it a crime for an individual to alter security 
technology to access protected content, unless their behavior fits within a very nar- 
row safe harbor. To be precise, the person must be a lawful recipient of a personal 
copy for lawful use in their home and only play back such content at a time when 
“it is lawfully performed.” This safe harbor is so narrow as to radically rewrite the 
long-standing Fair Use doctrine in our copyright law, which has been applied time 
and again by courts from every Federal Judicial Circuit to ensure that consumers 
can use purchased or public domain content for legitimate purposes. 

For example, S. 2048 could be read to prohibit — indeed criminalize — the practice 
of a consumer taping a digital TV program and saving that file for future multiple 
viewings with extended family and friends. 

Mr. Chairman, this proposed “government mandate” approach to solving the dig- 
ital piracy problem will create a host of problems for the information technology in- 
dustries, cause a firestorm of protest among American consumers, and ultimately 
do very little to prevent the proliferation of pirated digital music and video files. 
We reach this conclusion, based on our track record of developing successful soft- 
ware products that are used by millions of consumers to legitimately play back and 
store online content and from our observation of the history of government man- 
dated standards. Please allow me to summarize these conclusions as seven “lessons” 
based on our experience, which call into question whether any government man- 
dated standard would solve the piracy problem it is designed to address: 

1. Forcing an industry to reach a “common standard” inevitably results in lost time 

to market for effective solutions. This was the case with the effort to protect 
digital music in the Secure Digital Music Initiative. It is especially true where 
RealNetworks, IBM, InterTrust, RSA, Microsoft and a host of other leading 
companies have already deployed DRM’s that meet many of the security criteria 
of S. 2048; 

2. Government standards inevitably try to solve “last year’s problem,” while tech- 

nology, consumers and the hacker community march on. The FCC, already bur- 
dened with a full plate of important regulatory tasks, is unsuited to stay on top 
of the latest industry developments in encryption, tamper resistance, new for- 
mats and online security measures and would be unable to deploy solutions in 
the matter of hours required to stop system-wide hacks of the government ad- 
ministered standards; 
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3. Creating a process for the government to pick a winner will politicize the stand- 

ards process and favor those companies with staying power and political skill, 
not necessarily the best technologies; 

4. A single uniform standard presents a bigger target for hackers; 

5. Overbroad laws that mandate content protection for all digital media devices 

would potentially criminalize widespread lawful and reasonable consumer activ- 
ity on home networks and common practices of making back-up copies for future 
use; 

6. New laws creating legal uncertainty will result in less investment in new tech- 

nologies that in any way process digital content, thus slowing the roll-out of dig- 
ital television and broadband deployment; 

7. Finally, we have learned that the adoption of new and confusing Fair Use tests 

that apply to narrow sets of consumer behavior, such as the safe harbor envi- 
sioned in S. 2048, lead to legal confusion, consumer confusion and eventual 
market paralysis. 

The Need for Targeted Legislation to Update Existing Copyright Law to Ac- 
commodate New Technologies and Promote Digital Content Services 

Congress must always proceed carefully before tampering with the regime of 
Copyright, Patent and technology laws that maintain the balance of copyright be- 
tween the incentive to create new works and the rights of consumers to enjoy those 
works. S. 2048, as currently drafted, would radically alter the copyright balance in 
ways that disrupt the development of a robust marketplace for digital media, and 
therefore would benefit neither content creators, nor distributors, nor consumers. 

Only four years ago. Congress created new rights in copyright law and new secu- 
rity enforcement mechanisms with the passage of the Digital Millennium Copyright 
Act. Recently, in its Section 104 report, the Copyright Office recommended several 
changes that would update the DMCA to better solve the problems of digital dis- 
tribution. Clarifying the status of temporary copies in RAM and server copies, for 
example, would eliminate legal uncertainty in the area of licensing of music for on- 
line distribution and speed up the legitimate offering of music on a subscription 
basis. Changing notice provisions to copyright owners, allowing for blanket notices 
to license thousands of works at a time, would similarly stimulate this music dis- 
tribution channel — all in a way designed to compensate copyright owners. 

We don’t need additional new criminal penalties designed to make it harder for 
consumers to access digital works. In fact, the DMCA already provides powerful 
mechanisms to prosecute those who distribute software primarily designed to cir- 
cumvent technical protection measures and, as I mentioned above, RealNetworks 
was the first company to enforce these provisions. If pirates reach a level of activity 
where they begin to pose a challenge to secure distribution of content in a given 
channel, the DMCA and current copjright and criminal laws provide the tools to 
go after them and shut down illegal products. 

Rather than focusing its energy on creating a new regulatory framework for dig- 
ital media distribution, we believe it would be wiser for Congress to eliminate prac- 
tical barriers to the current marketplace, particularly in areas such as Internet 
radio where new legal regulations have made it harder for innovative programming 
services to compete on a level playing field with other content offerings. Several of 
these measures are already under consideration in the House and Senate and 
RealNetworks would urge policy makers to adopt limited legislation designed to im- 
pact and resolve the following issues: 

1. Online Music Licensing — we need to update existing statutory licensing provi- 

sions and make it easier, not harder, to pay writers and publishers for use of 
their works online via music subscription services. To compete effectively with 
unlicensed music file sharing services, legitimate online services should be le- 
gally enabled to offer comprehensive content offerings, such as complete librar- 
ies of songs, to end users, without burdensome notice requirements that neces- 
sitate thousands of individual licensing transactions before any content can be 
offered to music consumers; 

2. Web Radio — Congress should examine whether the current standard for the per- 

formance of sound recordings via web radio has been interpreted to create a 
burdensome rate structure on an innovative new medium that offers a diversity 
of content from a wide variety of webcasters to the public; 

3. Network Transmission — we need to clarify that copies that are not accessed 

by the consumer, but simply facilitate the transmission of a final copy to the 
end user, should not bear separate royalties or taxes; 

4. Performances and Reproductions — as recently recommended by the Copy- 

right Office, Congress should distinguish between a performance, such as an on- 
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demand stream, and a permanent reproduction, such as a digital download, for 
the purpose of computing royalty payments; 

5. Copyright Royalty Tribunal — Congress should explore the reestablishment of 
a permanent judicial panel such as the Copyright Royalty Tribunal — in order 
to speed up rate-making proceedings and foster new distribution models such 
as webcasting. 

Mr. Chairman, as set forth in Article I of The Constitution, our copyright system 
is predicated on the balance of consumer rights to enjoy content and the limited mo- 
nopolies granted to creators of content in order to incentivize them to create works 
that promote the progress of “Science and the Useful Arts.” Yet recent changes in 
our copyright laws threaten this delicate balance and we believe it is time for Con- 
gress to address the confusion caused by the DMCA regarding the status of con- 
sumer Fair Use, not in the limited and restrictive manner contemplated by S. 2048, 
but in a way that clarifies that consumers have the right to store, archive and time 
shift purchased and public domain content. The simple act of breaking a digital seal 
should not be a crime in this country if the underlying purpose falls within the ac- 
cepted personal use ambit of our long-standing copyright balance. A clearer zone of 
fair use will stimulate the invention of legitimate products designed to allow users 
to enjoy purchased music and video that is delivered by new digital services. In 
turn, this will create demand for broadband services and increase investment in 
new technologies. 

Working cooperatively, the content and technology industries will create a dy- 
namic marketplace for digital distribution of content. Such a market will enrich con- 
sumers with new choices and lead to new product innovation. Eventually, it will 
stimulate artists to create new art forms unique to the new digital medium. 

RealNetworks has worked in partnership with independent artists and leading 
media companies to build the framework for online distribution in a way that re- 
spects copyright, pays artists and offers value to consumers. We stand ready to work 
with policymakers, consumer electronics companies, broadband providers, media 
companies and all other important actors in this environment to create a digital 
marketplace that affirms the best principles of American innovation and the rule 
of law. 

Thank you for your attention. I’d be happy to answer any questions you may 
have. 

Mr. Upton. Thank you. 

Mr. Assaf Litai. 


STATEMENT OF ASSAF LITAI 

Mr. Litai. Thank you, Mr. Chairman. I am Assaf Litai, founder 
of Vidius, Incorporated. Vidius is a startup company that offers 
services for use hy content owners concerned over peer-to-peer dis- 
tribution of their products. We also offer auditing services for use 
by corporations and other institutions who may find that their cor- 
porate computers are being used without their knowledge or ap- 
proval for peer-to-peer distribution of movies, games, computer 
software, books, data bases and objectionable material. 

Today I will demonstrate a video system called Clearsight that 
is capable of identifying, auditing, and interdicting such piracy. I 
want to emphasize the importance of its auditing feature. 

Most of the peer-to-peer services that deliver pirated material are 
owned and controlled by legitimate institutions in other lines of en- 
deavor. This should not be a surprise, because most symmetrical 
broadband access today that is high band width for uploads as well 
as downloads is provided to institutions rather than private homes. 

This is unlikely to change anytime soon, because even cable 
modems and DSL lines provide for slow upload speeds. Viral dis- 
tribution occurs where both the upload and download are a true 
broadband speed. 

Vidius has applied for over 20 patents on the techniques and 
services that I will demonstrate today, but demand for them thus 
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far is limited. Many legitimate institutions, even corporations who 
are themselves major victims of piracy, are afraid to learn about 
their own hosting activity, that this could open them to prosecution 
for willful activity. To paraphrase an old song, they are afraid to 
find out who is hosting stuff on their own servers, whether they are 
out selling stuff. 

See, most of the material made available for peer-to-peer dis- 
tribution is not stolen at all. It is licensed copies of programs, data 
bases or publications that employees are quietly and illegally pub- 
lishing to the rest of the world. But these servers also offer lots of 
entertainment content that has indeed been stolen. 

What I will show you now is a movie recorded in our office of our 
system at work, not a simulation. It shows a server audit as to how 
many servers are offering a single movie and then focuses on a par- 
ticular corporate server, including the number of copies. Our movie 
then shows us interdicting further mass anonymous distribution. 

We show a two-stage process. Stage one is localization, searching 
for and finding the host of the film. This utilizes our auditing sys- 
tem. Stage two is interdiction, removing the film from mass anony- 
mous distribution. 

The auditing system display shows a navigation tree on the left 
panel and a detailed report of search results on the right panel. 
Using the navigation tree, we can zoom in from continents down 
to countries, down to specific hosts for this film. We could select 
any continent, but let’s look more closely at the U.S. 

On the left you see a list of very respectable institutions at each 
of which someone is offering one or more copies of this film for 
mass distribution. We could, for example, look at the University of 
California, but let’s pick one of the dozens or hundreds of compa- 
nies that the search for this one movie turned up. 

Now you see a big list of numbers. Each of these numbers rep- 
resents one machine somewhere in this company that is offering for 
distribution at least one copy of this particular movie. We will now 
take a look at just one of these servers. It is offering to the public 
two copies of Part One of the movie and one copy of Part Two. 

Now for the interdiction stage. This movie of our computer 
screens shows the beginning of a download, the entry of a com- 
mand to interdict it, and the distribution of the content stopping. 
This is basically then the Gnutella client downloading the film, the 
search. We know who the host is. 

The information is filled in by the Clearsight system, and we 
start the interdiction. Look at the speed indicate there on the top 
righthand corner of the screen. As you can see, it is no longer avail- 
able to the peer that requested it or to other peers. 

I want to emphasize a few points about what you have seen. 
First, our system operates only in data that has been publicly dis- 
played to any inquiring computer. This data describes the content 
that has deliberately been made available to the public for piratical 
distribution. If this information was not personally delivered to 
anyone who inquired, the Vidius system could not operate. 

Second, our system does not require the identification of any one 
server, PC, home network nor consumer electronic product, nor 
does it interfere in any respect with the operation of such products 
on an institutional or home network. 
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Third, our audit system can also be used to help this company 
identify all illegally offered content of all types, data, software, 
games, etcetera, on its computer systems so that they can clean it 
up themselves. Since this material is publicly offered, we would not 
even have to go onto their premises to compile a report for them. 

I am not here to denigrate other approaches to dealing with peer- 
to-peer distribution, particularly those favored by our potential cli- 
ents. Our service, and perhaps those of some competitors, is de- 
signed to be part of a multi-faceted approach. I do believe, however, 
that our own element is least intrusive to consumers and corporate 
employees and most productive for those who employ it. 

In summary, Mr. Chairman, I have demonstrated two separate 
approaches to dealing with peer-to-peer piracy, and we think both 
can contribute to dealing with the problem. One is to help content 
providers protect against illegal distribution of otherwise unpro- 
tected content. The other is to help those who unwittingly make 
such distribution possible to audit and police their own premises. 

If major organizations and institutions had incentives to clean up 
their own computer servers, the majority of illegally posted movies, 
books, songs, software, games, data, training manuals, and objec- 
tionable matter that we find in our audits could disappear over- 
night. 

Thank you, Mr. Chairman, for the opportunity to have appeared 
today. 

[The prepared statement of Assaf Litai follows:] 

Prepared Statement of Assaf Litai, Founder and Interim CEO, Vidius, Inc. 

Chairman Upton, Ranking Member Markey, and members of the Subcommittee: 
I am Assaf Litai, Founder of Vidius, Inc. Vidius is a start-up company, co-founded 
by veterans of Israel’s underseas and land defense forces. It offers technology serv- 
ices and support to those who are concerned about the unauthorized, mass distribu- 
tion of their products — movies, music, games, computer software, books, and data- 
bases — over peer-to-peer networks. Vidius has developed and applied for twenty pat- 
ents on techniques and services, which I will demonstrate today, to assist owners 
of such products in protecting themselves. But current law actually provides dis- 
incentives for these owners, and for legitimate institutions and businesses whose fa- 
cilities are the unwitting hosts for pirate distribution, to take simple and effective 
steps to stop the unauthorized mass distribution of these valuable entertainment, 
computer software, game, and publishing properties. 

Industry and congressional concern over copyright has focused increasingly, and 
now almost exclusively, on the business that Vidius is in — addressing mass, unau- 
thorized distribution of content that is “hosted” on servers scattered around the 
country and the world. These servers are of two general types — those that are main- 
tained for other purposes by large institutions, and, to a far lesser extent, those 
maintained expressly for this purpose by some individuals. A letter recently sent by 
a group of motion picture CEOs to a group of hi-tech industry CEOs said:I22 
“[UJnauthorized peer-to-peer file distribution . . . harms existing theatrical, home 
video and subscription outlets, and discourages legitimate on-line services which 
cannot sell access to movies, music and other entertainment content . . . available for 
free. We . . . should all work together in a consensus-based and cooperative fashion 
to find solutions to this problem that is threatening the very essence of our busi- 
ness.” 

Indeed, this understates the problem — our research has shown that these very 
same servers also host computer software, books, games, etc., responsible for much 
or most of the piracy in several other industries. 

Today I will demonstrate a Vidius system called ClearSite™ that is capable of 
identifying, auditing, and interdicting such piracy. I want to emphasize the impor- 
tance of its “auditing” feature. Most of the “servers” for piracy in fact are owned 
and controlled by legitimate institutions in entirely unrelated businesses or endeav- 
ors, without their knowledge. Let me repeat that — most of the peer-to-peer servers 
that deliver pirated material are owned and controlled by legitimate institutions in 
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other lines of endeavor. This should not be a surprise, because most symmetrical 
broadband access today (hi-bandwidth for both uploads and downloads) is still pro- 
vided through institutions rather than private homes. Real, viral distribution occurs 
when participants have high bandwidth for uploads as well as downloads. This is 
the case today primarily in institutional settings, and is unlikely to change any time 
soon. 

While we know that much of the motion picture material distributed on peer-to- 
peer networks has been obtained, as well as distributed, in an unauthorized fashion, 
many of the items distributed — particularly in the area of computer software — were 
not “stolen” at all. Rather, they are legitimate, purchased and licensed copies. How- 
ever, they have been illegally made available for mass distribution by employees or 
others at these institutions or companies, many of which themselves have been, and 
are, prominent victims of piratical distribution. To paraphrase the song — 

“Who’s hostin’ stuff on your own servers 
While you are out sellin’ stuff?” 

Before demonstrating ClearSite™ I want to provide some assurances as to what 
the ClearSite ™ system is not: 

• First, our system does not invade the privacy of any data stored on anyone’s serv- 

er or hard drive. It operates only on data that has been publicly displayed to 
any inquiring computer. This data describes the content that has deliberately 
been made available to the public for piratical distribution. If this information 
were not purposely delivered to anyone who inquired, the Vidius system could 
not operate. 

• Second, our system does not require the modification of anyone’s server, PC, home 

network, or consumer electronics product. Nor does it interfere in any respect 
with the operation of such products on an institutional or home network. 

• Third, the ClearSite™ system cannot operate against the wishes of the ISP that 

connects the server to the network. 

Now for our demonstration. In our offices we recorded an actual instance of find- 
ing one product on a server that offered it for mass unauthorized distribution. We 
can collect and audit this information either by product or by host. Thus, in a dif- 
ferent demonstration from today’s, we could show how XYZ corporation’s peer-to- 
peer servers — generally PCs used by its employees — are today hosting a range of 
software, books, games, databases, and audiovisual material for mass unauthorized 
distribution. Today, however, we will focus on tracking and addressing the distribu- 
tion of a particular piece of content — a motion picture. 

To track and audit a particular movie, we need not have implanted any informa- 
tion in it, or have been given any special knowledge about it. We can figure these 
things out for ourselves, through a process known as “fingerprinting.” Our dem- 
onstration shows our actual survey, acquisition, and evaluation of a single case, in- 
cluding a determination as to how many copies of the movie are on the server. (This 
part we could have demonstrated in real time, remotely, using any laptop computer 
tied in to our office.) Our movie then shows us interdicting further illegal distribu- 
tion. (This part we can only do from our office facilities, which is why we recorded 
the entire demonstration.) This is a demonstration of our actual process at work, 
not a simulation. 

Our system is sufficiently flexible to be applied only to those servers that offer 
a certain number of illegal copies, or that have downloaded a particular movie a cer- 
tain number of times. That is another reason why our audit function is so impor- 
tant. 

I am not here today to denigrate other approaches, particularly those favored by 
our potential clients in various business. We are, after all, a startup company build- 
ing a clientele among the various industries that are here before you today. Having 
listened to the debates about other approaches, however, I submit that from the 
standpoint of law-abiding consumers and businesses, ours is the approach to stop- 
ping piracy that is least intrusive to consumers and employees, and most productive 
for those who employ it. 

I also should note that neither Vidius nor I am opposed to distributed computing 
in general, or peer-to-peer networking in particular. To the contrary, I agree with 
those who have said that distributed computing and peer-to-peer networks present 
many new opportunities to the information technology industry. To be kept free 
from regulation, this activity needs the advantage of self-protection. Such protection 
is available to top-down networks through DRMs. 

I said at the outset that existing law provides disincentives to such self-protection. 
I can point to two areas in which the law needs to be understood or amended: 

First, there are some who would interpret existing privacy laws, originally ad- 
dressed to intrusive practices such as wiretapping, so as to support aggregated civil 
damages, and even criminal penalties, against any touching of a peer-to-peer serv- 
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er — even where it only involves the public “out box,” and the subject is clear, red- 
handed, repeated piracy. Under such a legal interpretation, the more piracy that is 
tracked from a single server, the greater the number of incidents of “touching” that 
might be aggregated, by some court, into “damages" in favor of the pirate, against 
the owner of the illegally distributed property. This is a complicated issue involving 
both Federal and state law. The subject needs to be addressed with care, with com- 
plete regard for the rights of consumers and technologists. But unintended legal 
consequences cannot and should not persist, in state or federal law, as a barrier to 
self-protection. 

Second, existing law provides a disincentive for legitimate institutions — busi- 
nesses, universities, foundations, even congressional offices — to audit and address 
their own unwitting activity in supporting piracy through their own computer sys- 
tems. The “NET Act” provides criminal penalties for use of such systems in piracy, 
but rightly provides that the system operator is liable only if specifically aware of 
the activity. But if the law stops there, legitimate institutions will continue to have 
a strong incentive to turn a blind eye to their own support of mass, piratical dis- 
tribution. Even companies that can point to millions or even billions of dollars in 
losses as to their own products still have a very strong legal disincentive to find out 
whose products their own employees are distributing via their own systems. 

What is needed is to go further — to provide a “safe harbor” from criminal liability, 
under the NET Act, for entities that do try to find out what is being illegally distrib- 
uted via their own systems. Remember, Mr. Chairman, most broadband exchanges 
today occur via institutional networks. If major organizations and institutions had 
the proper legal incentive to clean up their own computer servers, the majority of the 
illegally posted movies, books, songs, software, games, data, training manuals, and 
pornography that we find in our audits could disappear overnight. 

Thank you, Mr. Chairman, for the opportunity to have appeared today. 

Mr. Upton. Thank you. 

Mr. Kraus. 


STATEMENT OF JOE KRAUS 

Mr. Kraus. Thank you, Mr. Chairman. Mr. Chairman, members 
of this committee, good afternoon. My name is Joe Kraus, and I am 
co-founder of a national membership organization dedicated to safe- 
guarding citizens’ fair use rights to digital media. 

Specifically, we want to be sure that any digital rights manage- 
ment solution or legislation protects the rights of consumers as well 
as the rights of the entertainment industry. I am here to represent 
the views of the 35,000 Americans who have become members since 
our formation 6 weeks ago, and on their behalf we thank this com- 
mittee for holding this hearing and allowing us to testify. 

Our members are not teenagers swapping songs on the Internet. 
They are ordinary, law abiding citizens who insist that Congress 
protect their historical fair use rights. They are people like Gregory 
Brewsaugh, a self-described Republican high school physics teacher 
in Huntington Beach, California. Mr. Brewsaugh has purchased 
over 400 CDs. He has copied his CDs onto his personal computer, 
which he now uses as a 4,000 song personal jukebox to deliver end- 
less varieties of music throughout his home. Mr. Brewsaugh simply 
loves music and enjoys his freedom to listen to the content in the 
manner of his choosing. 

DigitalConsumer.org members respect intellectual property. We 
do not condone piracy. However, unlike what media companies 
would like you to believe, not all unauthorized copying is piracy. 
Let me say that again. Not all unauthorized copying is piracy. 

For example, we have all made mixed tapes of our favorite 
music. We have all made copies of CDs to take to the gym or listen 
to in the car. We have all recorded a sporting event to watch after 
our child’s soccer practice. None of these copies were authorized by 
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the media companies. Yet is there anyone on this committee who 
believes that those are acts of piracy? Of course not. Although they 
are unauthorized, they are examples of legal, personal, fair use. 

Unfortunately, the entertainment industry has consistently de- 
nied the existence of consumers’ fair use rights. In July of 2000, 
Hilary Rosen represented the RIAA before the Senate Judiciary 
Committee. Senator Hatch asked if it was fair use for him to copy 
a CD to take in his car or copy a CD to give to his wife. She re- 
sponded, “none of those examples is fair use.” Instead, they are ex- 
amples of what she called, “tolerance” on the part of the music in- 
dustry. 

We disagree. Consumers have fair use rights, and they expect 
Congress not to tolerate any erosion of them. Fair use is not a set 
of consumer expectations. Fair use is not a set of tolerated behav- 
iors. Fair use is a set of rights, and because those rights are being 
encroached upon, they need to be strengthened and affirmed. 

We encourage the content industry to pursue pirates, but that 
pursuit must not sweep so broadly that it also punishes law abid- 
ing citizens; and, unfortunately, the media industry’s agenda goes 
far beyond piracy, and instead intends to create a legal system that 
denies consumers their personal use rights, and then charge those 
consumers additional fees to recoup them. 

Let me give you some examples of the methods the content in- 
dustry is using to erode fair use rights. No. 1 is technology. Copy 
protection technologies in the market today have impacts beyond 
their stated goal of reducing piracy. 

For example, my mother called me to insist her MP3 player was 
broken, because she couldn’t copy a recently purchased CD to her 
portable player. She was surprised to learn the CD was operating 
as intended. It was explicitly designed to prevent her from making 
her legally allowed copy. 

Method number 2 is legislation. As we all know, the content in- 
dustry is urging the passage of legislation like the Hollings bill in 
the Senate, which does not fully protect fair use by consumers. 

Number 3, commercial exclusion: Ordinary people have histori- 
cally been excluded from decisions that affect how they enjoy the 
media they pay for. For example, consumers had no voice in decid- 
ing that DVDs could disable the menu button during previews, 
thereby forcing consumers to watch the previews. 

A moment on the Broadcast Protection Discussion Group: The 
erosion of fair use rights is occurring in many different places. The 
forum that concerns us today is the Broadcast Protection Discus- 
sion Group. We see three main problems with the process adopted 
by the BPDG. 

No. 1: No consumers are participating. As in previous cases, citi- 
zens are not participants in a process that will affect the way that 
they watch, record, and enjoy their television. 

No. 2: No provisions for fair use. Fair use is not protected by the 
specification. In fact, it is not even mentioned. While the interim 
progress report to this committee briefly discusses some fair uses, 
the draft of the specification ignores it completely. If we all agree 
that fair use is going to be protected, then why haven’t the parties 
to the process included it in the specification? 
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No. 3: Too much control in industry hands. The charter of the 
BPDG is to prevent the unauthorized retransmission of digital 
broadcast television. That may be the charter, but the document 
produced thus far establishes a technical regime which would give 
a small subgroup of the BPDG members, which, by the way, in- 
clude no consumer representatives, far greater control, control over 
how consumers watch, record, and enjoy their digital television. 

For example, the specification would allow the deployment of 
technologies which could give media companies the control over 
when your VCR recordings expired. Imagine recording all Sesame 
Street programs to replay for your child whenever you needed to, 
only to find out your recordings expired after 24 hours. 

The entertainment industry wants you to ratify a regime that 
gives them usage control without guarantees of fair use. I would 
urge the members of this committee not to approve any specifica- 
tion that does not explicitly assert and defend consumer fair use 
rights. 

In conclusion, I urge this committee that stopping piracy — I urge 
this committee to recognize that stopping piracy is just one goal of 
copyright law. That goal needs to be balanced against the goal of 
protecting the rights of citizens. Congress needs to pass into legis- 
lation a positive assertion of consumers’ fair use rights. 

Your constituents need to rest assured that their historic rights 
are safe. They need to know that no technology, no legislation, no 
commercial exclusion and no industry consortia will abridge their 
rights, and until such a positive assertion is passed into law, con- 
sumers’ rights will continue to be eroded. Thank you very much. 

[The prepared statement of Joe Kraus follows:] 

Prepahed Statement of Joe Kraus, Co-Founder DigitalConsumer.org 
Introduction 

Mr. Chairman and members of this committee, good afternoon. 

My name is Joe Kraus and I am co-founder of DigitalConsumer.org, a new con- 
sumer advocacy group dedicated to safeguarding citizens’ fair-use rights to digital 
media. To be more specific, we want to be sure that any digital rights management 
solution or legislation protects the digital rights of consumers in addition to pro- 
tecting the digital rights of the entertainment industry. 

I am here to represent the views of the 35,000 Americans who have become mem- 
bers since our formation 6 weeks ago. We thank the Committee for holding this 
hearing and for allowing us to testify. 

Our members are not teenagers swapping songs on the Internet. They’re ordinary, 
law abiding citizens who insist that Congress protect their historical fair-use rights. 
They are people who respect intellectual property but who also believe that their 
rights should not be “collateral damage’” in the “war against piracy”. They’re people 
like Gregory Brewsaugh, a self-described Republican high school physics teacher in 
Huntington Beach, California. Mr. Brewsaugh has purchased over 400 CDs. He has 
copied his CDs onto his computer which he then uses as a 4,000 song personal juke- 
box to deliver music throughout his home. Mr. Brewsaugh simply loves music, loves 
electronics and enjoys the freedom he has to listen to the music he lawfully acquired 
in a manner and form of his choosing. 

DigitalConsumer.org members are proponents of intellectual property protection. 
We do not support or condone piracy. However, unlike what media companies would 
like you believe, copyright does not confer on the holder of a copyright the power 
to control every access, use, or copy of a work from cradle to grave. Not all “unau- 
thorized” copying is piracy and not all consumers are potential criminals. 

We’ve all made mixed tapes of our favorite music. We’ve all made copies of CDs 
to take to the gjmi or listen to in the car. We’ve all recorded a sporting event to 
watch after our child’s soccer practice. None of these copies were “authorized” by 
the content companies. Yet, is there anyone on this Committee who believes that 
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these are acts of piracy? Of course not. Although they are unauthorized, they are 
all examples of legal, personal, fair-use. 

However, the entertainment industry has consistently denied the existence of con- 
sumers’ fair-use rights. In July of 2000, Hilary Rosen represented the RIAA before 
the Senate Judiciary Committee. Senator Hatch asked if it was fair-use for him to 
make a copy of a CD for him to listen to in his car, or for him to make a copy of 
a CD to give to his wife. Ms. Rosen responded that “none of those examples is fair- 
use.” Instead, they are examples of what she called “tolerance” on the part of the 
music industry. In other words, the recording industry takes the view that these are 
examples of “unauthorized” uses that the entertainment industry chooses not to 
take us to court for having committed. 

We disagree. Consumer’s have fair-use rights and they expect Congress to safe- 
guard them. Congress and the courts have carefully crafted a deliberate balance be- 
tween the rights of copyright holders and the rights of citizens. Generally speaking, 
rights holders have the exclusive right to distribute and profit from artistic works. 
Consumers who legally acquire these works are free to use them as they see fit, so 
long as that use is personal and non-commercial. 

We respect the right of the content industry to pursue pirates. But, that pursuit 
must not sweep so broadly that it also punishes law-abiding citizens. Unfortunately, 
the media industry’s technical and legislative agenda does precisely that — it goes far 
beyond preventing piracy to prohibiting legal personal use. Content companies have 
used anti-piracy laws to effectively criminalize what to date have been “unauthor- 
ized” but nevertheless legal uses of media. The result? Consumers will wind up pay- 
ing for what they have had previously been allowed to do for free. 

Erosion of our personal use rights 

Let me give you some examples of the methods the content industry is using to 
erode fair-use rights. 

Method #1. Technological Barriers to Fair-Use. Copy protection technologies in the 
market today have impacts beyond their stated goal of reducing piracy. These tech- 
nologies give content companies an unprecedented ability to reduce or even revoke 
fair-use rights. My mother called me to insist that her MP3 player was broken be- 
cause she couldn’t copy a recently purchased CD to her portable player. She was 
surprised to learn that the CD was operating as intended — it was explicitly designed 
to prevent her from making her legally allowed copies. 

Similarly, my dad called to tell me his DVD player was broken because the 
“menu” button wasn’t working when the previews were pla 3 dng on his DVD (thereby 
preventing him from skipping the previews). He was surprised to learn that existing 
law made it illegal to create a DVD player that would skip through content that 
the media companies flagged as “must watch”. 

The irony is that these technical barriers have been more effective at preventing 
my mom from copying her legally bought music to her MP3 player than at dimin- 
ishing major commercial piracy operations in China and Taiwan. Copy protection 
isn’t Breakable by my mother, but it is very breakable by computer hackers. 

Method #2. Legislative Barriers to Fair -Use. In 1998 the entertainment industry 
came to Congress with a proposition: give them greater copyright protection and 
they would unleash a tidal wave of legal, downloadable digital movies and music 
for consumers to enjoy. As a result. Congress passed the Digital Millennium Copy- 
right Act (DMCA). 

Congress lived up to its end of the bargain but the entertainment industry did 
not. Four years after the passage of the DMCA, consumers are still waiting for the 
flood of legally available content; meanwhile the law is being used to diminish or 
erase consumer’s fair-use rights. 

Now, the entertainment industry is back making claims similar to those made in 
1998: “Give us more protection and great things will happen.” We have no reason 
to believe the outcome for consumers will be any different this time around. 

Method #3. Commercial Barriers to Fair-Use. Many decisions relevant to fair-use 
are increasingly made by entertainment and consumer electronics industry consortia 
with little or no input from citizens. Ordinary people have historically been excluded 
from many of the decisions that affect how they enjoy the media they legally pay 
for. For example, consumers had no voice in deciding that DVDs could disable the 
“menu” button during previews. Consumers had no voice when copy protection tech- 
nologies for CDs were developed that denied consumers their ability to copy CDs 
onto their portable music players. Consumers were not represented when it was de- 
cided that DAT tapes could only be copied once (even if the voice on the DAT tape 
was your own). And no members of the press were permitted to observe and report 
on the most recent standards setting consortium — the so-called BPDG. In general, 
consumers have not been allowed to participate in decisions that affect their daily 
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lives nor has the press been permitted to observe how these decisions are made and 
report their findings to the public. 

The terms of the debate 

Most importantly, fair-use rights are being threatened by the way that the enter- 
tainment industry is framing this debate. They would have you believe that all 
copying that they have not authorized is piracy, even though Congress and the 
courts have affirmed our rights to make personal copies of movies and music. When 
my mom makes copies of a CD — one to take to the gym, one to listen to on her com- 
puter, one to give to her husband — that is not piracy. 

The content industries have gone so far as to make a frontal assault on the indus- 
tries that support consumers’ legal rights. They have accused Apple, Intel and Gate- 
way of sponsoring piracy simply because they give citizens tools to exercise their 
fair-use rights. 

The content industries complain that the rest of the country has been slow to 
come to consensus on copy protection issues. But a compromise will inevitably be 
difficult when the content industry refuses to concede a fundamental fact — fair-use 
exists. 

I urge Congress to recognize that stopping piracy is just one goal of cop 3 Tight law. 
That goal needs to be balanced against the goal of protecting the rights of citizens. 
Citizens have been left out of this debate even though they stand to be the most 
affected by the outcome. Your constituents expect Congress to safeguard and assert 
their fair-use rights. 

The Broadcast Protection Discussion Group 

The erosion of fair-use rights is occurring in many different places. The forum 
that concerns us today is the Broadcast Protection Discussion Group — a group this 
committee is very familiar with. We see three main problems with the process 
adopted by the BPDG. 

No consumer participation. Most importantly, the process has excluded con- 
sumers. As in previous cases, consumers are not participants in a process that will 
affect the way that they watch, record and enjoy their television. 

No provisions for fair-use. Second, fair-use is not protected by the specification — 
in fact, it is not even mentioned. While the interim progress report to this com- 
mittee briefly discusses fair-use (section 2.7), the draft of the specification ignores 
it completely. If we all agree that fair-use is going to be protected, then why haven’t 
the parties to the process put it in writing and included it in the specification? 

When I attended the most recent BPDG meeting I asked for a positive assurance 
that fair-use rights would not be abridged by any technology placed on the conten- 
tious “table A”. Unless the Congress acts to insure that fair-use rights will not be 
abridged by any technology implemented pursuant to the BPDG, then how can it 
be sure that devices which enable free time shifting, space shifting, multiple copies, 
or even multimedia homework assignments, won’t be prohibited by this process? 

Too much control in industry hands. Third, the BPDG members tell you their in- 
tent is to prevent the unauthorized retransmission of content over the Internet. 
That may he the charter, but the document produced thus far establishes a tech- 
nical regime which would give BPDG members far greater control — control over how 
consumers watched, recorded and enjoyed their digital television. Nothing in the 
specification prevents the deplo 3 unent of technologies which would: allow media 
companies to control when your VCR recordings expired (imagine going on a two 
week vacation only to find out that your recordings of your favorite programs ex- 
pired after a week); stop you from taking your home recordings on your laptop to 
watch on the train to work; or prevent you from watching recorded shows during 
primetime. 

When I raised these issues at the latest BPDG meeting, I was told that the tech- 
nologies deployed would most certainly have “baggage” that would affect fair-use. 
While fair-use rights may be “baggage” to the entertainment industry, those rights 
are cherished by citizens. And citizens expect Congress to act in their defense. 

It is one thing for the entertainment industry to grant their blessing to one or 
more technologies that will erode the rights of consumers. If consumers choose to 
adopt a technology that diminishes their rights, that is their decision. However, it 
is quite another for the Congress to give the entertainment industry’s preferred 
technologies the force of law. And that is precisely what this entire debate is about. 

The members of the BPDG say that Congress should enforce the consensus of the 
content and technology industries or give the FCC the power to do so. We believe 
Congress also has an obligation to safeguard the rights of citizens who have not had 
a voice in this debate. Congress should insist that consumer’s fair-use rights be ex- 
plicitly asserted and defended in the BPDG specification. 



59 


Legislation to give more rights to copyright holders is not needed. 

The entertainment industry is back in Washington asking for more changes to the 
law. They claim that the marketplace has failed to help them develop technologies 
to protect their intellectual property and that therefore the government needs to 
step in legislate. We believe this is the wrong path for Congress to take for several 
reasons. 

First, Congress should think of this problem in terms of rights, not in terms of 
technological mandates. Define the rights of the respective parties (copyright hold- 
ers and citizens) and let the market develop technologies which adjudicate between 
the two. Copyright holders have strong rights while consumers’ rights are weak and 
ill defined. Therefore, to help the market to work effectively, the first step to solving 
the piracy problem is not a government mandate, but a strong assertion of consumer 
rights. 

Second, many computer science experts believe that a secure system is not pos- 
sible. Princeton Computer Science Professor Ed Felten, a computer security expert, 
noted in his testimony to the Senate Judiciary Committee on March 14, 2002 that 
“a standard for copy protection is as premature as a standard for teleportation”. 

Further quotation from his testimony illustrates this point. “Every copy protection 
scheme for general purpose computers that has undergone serious public scrutiny 
has been found to be ineffective. Consider what will happen if a government man- 
dated protection measure turns out not to work. Such a measure would do many 
things: it would inconvenience honest consumers; it would raise the price of media 
players; it would lengthen product development cycles; it would impede the develop- 
ment of new and better standards. Everyone would suffer, except the pirates. The 
industry that devised the measure would look technically inept, and the government 
that mandated its use would look worse.” 

The solutions that the content industry has advanced to date have been more ef- 
fective at preventing consumers from copjdng their legally bought music to their 
MP3 players than at diminishing major commercial piracy operations. As we all 
know, copy protection isn’t breakable by the average citizen, but it is very breakable 
by software experts. 

A government mandated technology standard will not be any more effective at 
preventing piracy. Instead, the consumer will lose as another technology that de- 
prives them of control and flexibility is forced upon them. 

Third, putting the government in charge moves the decision from a market-based 
one to a political one. The development of technology should be driven by the private 
sector, not by a government agency. 

Fourth, given the slow speed of a government-driven process, the chosen standard 
will inevitably become outmoded and the process for revising it and updating it will 
be slower than a market-based approach. 

Finally, while some in Hollywood claim that a government standard is needed to 
ensure interoperability, legislation has not been needed to guarantee other critical 
types of interoperability: CDs play in all CD players, DVDs play in all DVD players, 
Internet Protocols allow all computers to talk to one another. None of these exam- 
ples required government intervention. 

A dearth of viable, legal alternatives. 

We believe that one of the causes of the illegal copying of music and movies (al- 
though not the only one) is the dearth of commercially viable legal alternatives. 
MusicNet and PressPlay (the music industry’s legal alternatives) have serious flaws: 
they lack deep catalogs and they don’t provide consumers with the flexibility they 
expect from their music. For example, in many cases consumers cannot transfer 
music to portable players, or in the case of PressPlay the music “expires” as soon 
as users stop pa 3 dng the subscription fee. Consumers are voting with their feet and 
avoiding these services. I believe this is not primarily because the competition is 
free, but because the competition delivers what consumers expect: they can find the 
music they’re looking for and once they find it, they can do with it what they expect 
(i.e. take it to the gym, listen to it in their car, etc). As the Economist magazine 
(March 21, 2002) accurately observed, “the meaner the industry is over what people 
can do with the [content] they pay to download, the more the studios’ own services 
will be a second-rate alternative to piracy” 

It is instructive to contrast the approach of the media companies with the ap- 
proach of software companies in the digital world. As we’ve heard many times in 
this debate, media companies claim to lose $3.6B per year to piracy. But, software 
companies claim to lose $12B per year. Therefore, one would logically expect the 
software companies to have the same reservations about the digital medium that 
the media companies have. One would expect that the software industry would be 
clamoring for government mandates like the media industry. One would expect that 
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the software industry would be sh 3 dng away from digital distribution like the media 
industry. 

But the software industry does not behave like the content industry even though 
they suffer nearly 4 times the piracy. Unlike their media company counterparts, 
software companies have generally chosen to embrace the digital medium. A huge 
number of software titles are available for digital download. Once downloaded, these 
software programs behave just like software bought at the store. 

We believe it’s important to ask why the software companies who lose so much 
more to piracy embrace the digital medium while the media companies claim that 
their business will be ruined if they embrace digital delivery in its current “inse- 
cure” state? 

Along those same lines, it’s important to ask why the Business Software Alliance 
(an organization dedicated to detecting and stopping piracy) does not support gov- 
ernment mandated technologies for copy protection. I believe the reason is that the 
software industry has been down this path before and has found that it does not 
work. In the early 1980s, many major software companies decided to implement 
strong copy protection schemes on their products. They discovered two things. First, 
their schemes did not stop piracy. Dedicated commercial pirates circumvented the 
copy protection. Second, their copy protection alienated and infuriated paying cus- 
tomers because the copy protection altered the expected behavior of the software. 
For example, consumers could not back up their software, and if a consumer up- 
graded his computer by bu 3 dng a new one, they could not re-install the software on 
that machine. Software companies discovered that treating all customers as poten- 
tial criminals was bad for business; it didn’t stop theft and it alienated the people 
who actually paid for their products. 

Instead of forcing technical solutions that inconvenienced paying customers, the 
Business Software Alliance shifted to a strategy of actually pursuing pirates. Today 
the BSA investigates piracy allegations, conducts raids, and assesses large fines on 
violators. Through the enforcement of existing law, the BSA has been extremely ef- 
fective at diminishing piracy in the United States. 

In short, computer security experts believe and software history teaches that tech- 
nical solutions will not solve the problem of piracy. The only way to reduce piracy 
is to engage the market by offering viable legal alternatives to consumers and to pur- 
sue the pirates, not the average consumer. 

Conclusion 

Content providers have a right to pursue and prevent piracy. However, law abid- 
ing consumers cannot have their personal use rights swept away in the process. In 
order to protect consumers’ rights from further erosion and in order to ensure that 
any technical solution to content protection respects consumer’s fair-use rights, the 
members of DigitalConsumer.org urge this Committee to make a positive assertion 
of citizens’ personal use rights. The vehicle is a set of principles we call the Con- 
sumer Technology Bill of Rights and it is a statement of fair-use principles grounded 
in history, legislation and the courts. 

After years of successful litigation and legislative efforts, many in the entertain- 
ment industry are back in Washington asking for more changes to the law. All the 
while, they have been quietly developing services, technologies and products that 
eliminate fair use for their customers, your constituents. Many in the copyright com- 
munity will not admit that there is such a thing as fair use. This denial persists 
despite 30 years of Congressional action and Supreme Court rulings affirming con- 
sumers’ fair use rights. And, while I am not a lawyer, I do know this much: con- 
sumers believe they have personal use rights and they expect Congress to insure 
that they are safeguarded. Before this Committee considers yet another change in 
the law at the behest of the copyright community — a change in law that would make 
“unauthorized” cop 3 dng synonymous with piracy — I would respectfully urge you to 
insure that the rights of consumers are protected and spelled out in the legislation. 

Thank you very much for the time to address this committee today. 

Mr. Upton. Thank you all, and we all appreciate the testimony 
and having a chance to review it last night as well. 

I am going to work with Mr. Chernin here for the first question. 
I am going to ask a question of hoth Mr. Chernin and Mr. Parsons. 
I would like each of you to respond. 

If we can get the broadcast flag done and maybe the analog hole, 
to come pretty close to getting those accomplished, will that be 
enough for the sake of the DTV transition to unleash the content 
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as we continue to move toward the other content protection meas- 
ures? For the purpose of that question, notice I did not include 
peer-to-peer. I know we made some progress on peer-to-peer but 
have not yet been able to resolve it. What are your thoughts, each 
of you? Why don’t we start with Mr. Chernin first. 

Mr. Chernin. Thank you, Mr. Chairman. I think that, clearly, 
the broadcast flag is the single biggest impediment for us making 
any digital — all of our digital content available on digital television. 
So I think that will go a long way toward solving our problems. 
Clearly, we would like to see everything solved, but specifically re- 
lated to the digital transition on terrestrial television, I think the 
broadcast flag is the single biggest issue, and I think its, hopefully, 
imminent solution will allow us to rapidly speed up this transition. 

Mr. Upton. So you think, just with that, if we are able to get 
that done, that, in fact, we will see the content be able to flow? 

Mr. Chernin. I think it is the single biggest current impediment, 
and the removal of that impediment will do more than any other 
single thing for, specifically, the digital terrestrial transition. We 
would still like to struggle with the other problems, but they are 
less related to the digital terrestrial transition than the broadcast 
flag issue. 

Mr. Upton. Mr. Parsons. 

Mr. Parsons. Basically, I agree with Mr. Chernin in terms of the 
way you have framed your question. Will that help speed the DTV 
evolution? Moreover, we don’t have a solution yet. I mean the in- 
dustry groups. It is the same group of engineers and the same 
group of both technicians and lawyers who are working on this. 

So taking it incrementally, I think, actually makes some sense, 
rather than trying to solve all the problems at once. That is not to 
say, however, that solving the peer-to-peer file sharing is not an 
enormous piece of a larger question, which is how you protect intel- 
lectual property in the digital age. But from the digital television 
perspective, I agree with Peter, that the broadcast flag is probably 
80 percent of it, and the analog hole is probably 19 percent of that. 

Mr. Upton. Mr. Parsons, in your testimony you are more of an 
Upton/Markey individual: The glass is half-full, root for the Cubs 
and the Red Sox. 

Mr. Parsons. I wouldn’t go quite that far, Mr. Chairman. 

Mr. Upton. Well, but you are optimistic, in fact, that things are 
on the right course, and I notice in Mr. Blanford’s testimony, he 
was more of a — I don’t want to call him a realist, but in his state- 
ment not anywhere close to getting this resolved. Tell me what you 
think the two differences are, and I will have Mr. Blanford respond 
as well. 

Mr. Parsons. I can simply tell you why I have a sense of opti- 
mism about it. I do not think we are there yet, but I think real 
progress is being made. If you tick them off, we are pretty close to 
being there, I think, on the broadcast flag issue. We’ve got our 
arms around 

Mr. Upton. How close is close? Six months? 

Mr. Parsons. Well, I think — I don’t know that I can put it in 
months but, you know, we have got the sort of technology down, 
as I understand where the groups are. What they are doing now 
is trying to formulate a uniform specification. 
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I think that not everybody in the industry is pleased with where 
we are on that, hut that there is a broad consensus among the con- 
sumer electronics, information technology, and entertainment in- 
dustry that we have found the right place to be. There are some 
people who have — and I am sure we will hear from Mr. Blanford 
on it. Some people are aggrieved by that, but I think within a mat- 
ter of months 

Mr. Upton. I know there is a meeting next week, April 29. Do 
you have some hopes on what you are going to be able to accom- 
plish at that meeting? 

Mr. Parsons. Well, I think on the broadcast flag issue, yes, I 
think that we are very close to having something that most of the 
industry could get its arms around. 

Mr. Upton. Mr. Blanford, would you like to respond? 

Mr. Blanford. Yes. Thank you. I would say, first of all, that we 
overall are optimistic that these problems can be resolved and, cer- 
tainly, Philips historically has been involved in other similar en- 
deavors. I think indeed we see that we will get there. However, we 
are most concerned, as I related in my testimony, that the process 
which we are using right now, although some progress has been 
made, is fundamentally a closed process, and that other tech- 
nologies that could be helpful are not being considered. 

More importantly than the selection of the technology, although 
that is important, is the fundamental decisions about how that 
technology will work downstream of the flag. The fundamental 
rules which guide how equipment will work, talk with each other, 
is being controlled fundamentally by this small group. 

It is in the decisions and those rules where fundamentally the 
balance of consumer use and content protection which, many of the 
members here have certainly highlighted, is the balance we are 
striving for. It is in the setting of those rules that that balance is 
determined. Our concern is we have a very small group setting 
those rules with not all participants being involved. 

That is why our suggestion for a more open process with Con- 
gress, in one form or another, stepping up and helping to provide 
some governance of the process to ensure it is open, that it is trans- 
parent, and that that balance can be found. 

Mr. Upton. Thank you. I know my time has expired. Mr. Bou- 
cher. A series of votes have been called. I think we will have time 
for Mr. Boucher, and then we will break for a time, and then we 
will come back. 

Mr. Boucher. Well, thank you very much, Mr. Chairman. I want 
to express my appreciation to all of these witnesses, those who are 
physically here today and Mr. Chernin who is here by means of our 
video conferencing equipment, for the very informative testimony 
that they have prepared and presented to us, which I find to be 
very enlightening on the subject we are addressing. 

The operating principle that we have had for sometime is that, 
as soon as the private sector working group can develop the appro- 
priate set of standards for protecting content, while also observing 
home recording rights, that we in the Congress would then be 
called upon to legislate in such a way as to assure that all devices, 
receivers, players, and recorders recognize and respond to the 
agreed upon standards. 



63 


My first question to you is what is the right time for us to legis- 
late? To date, there has been an agreement that would protect con- 
tent delivered by cable and by satellite. In fact, that agreement has 
now been in place for a number of months. 

I am told that just last night basic outstanding differences were 
resolved on a means of protecting content delivered over the air, 
and that now the various parties are examining the various means 
by which those outstanding issues were resolved, and that poten- 
tially, within a matter of days, we could have the announcement 
of a final agreement that would create a broadcast flag for pro- 
tecting the content delivered over the air to antennas and to rabbit 
ears. 

That is truly substantial progress, and I am wondering if the 
time to legislate is upon the conclusion of that agreement. If, in 
fact, you do close that issue within the next several days, can we 
here in this committee expect that you will be coming to us with 
a legislative recommendation that we then enshrine those agree- 
ments and require that devices respond? 

Let me begin with Mr. Parsons. 

Mr. Parsons. Not being at the table. Congressman, I can’t tell 
you exactly what was determined last night, but your under- 
standing and mine is about the same, that they have really reached 
closure. The industry working group has reached closure around 
the technological definition of broadcast flag, and now they have to 
move to the next step, which is to design the standard which we 
would then come and ask the Congress to have made uniform 
throughout the land. 

It is the same answer to the chairman’s question. I think that 
is not weeks but a couple of months. I do not think it is 6 months, 
but I think we are getting very close, and I think what we are 
hearing to some extent from Mr. Blanford, and maybe even to a 
lesser extent from Mr. Kraus, is that there may be jots and tittles 
that can be added to it, but I would remind the committee, in this 
area in particular, the perfect can be the enemy of the good. 

If we really want to get moving on DTV, you are going to have 
to do something that constitutes good action, largely consensus ac- 
tion, even though there may be on the outlier people who feel ag- 
grieved, for one reason or another. 

Mr. Boucher. So you would agree that the proper time to legis- 
late is the time at which we do have agreement on protecting cable, 
satellite delivered content, as well as over the air content; and 
when you have done that, it is time for Congress to do its part. 
Would you agree with that? 

Mr. Parsons. I would say it would be the appropriate for Con- 
gress to take a step, and particularly as relates to the issue we are 
talking about, which is DTV and the broadcast flag. 

Mr. Boucher. Mr. Chernin, would you care to comment on that 
question? 

Mr. Chernin. Yes. First of all, I am probably even more opti- 
mistic than my colleague, Mr. Parsons. I think we should be able 
to come out with a recommendation within, at most, a matter of 
weeks. 

I guess the place where I do most agree with my colleague is I 
do think we should approach this incrementally, and rather than 



64 


wait for everything and wait for government to do one big thing, 
as we are ready to move on satellite and cable, as we are ready to 
move on the broadcast flag, we can pursue limited, targeted legisla- 
tion to codify those solutions and get on with the next one. 

So I am quite optimistic that we are within a very short time of 
coming and proposing a solution. 

Mr. Boucher. Thank you. Mr. Liao, as the representative of the 
5C companies, would you agree with Mr. Parsons and Mr. Chernin? 

Mr. Liao. Let me tell you what the official schedule is. The 
schedule is for the 

Mr. Parsons. You mean, all this time you had a schedule, and 
you let me hang out there? 

Mr. Liao. I am sorry, Dick. The schedule is for an issuance of the 
final report on May 17. Now there are many issues that we think 
are basically resolved, and as you referred to. Congressman, last 
night the MPAA, the computer industry group, as well as the 5C, 
came to some very important agreements on how to move forward. 

That does not mean that all members of the BPDG, the Broad- 
cast Protection Discussion Group, have agreed yet. In fact, the pro- 
posal that is coming from these groups of companies will be put on 
the website, I think, today. So that it is going to take some more 
discussion, but we are very optimistic that, by the deadline of May 
17, in fact, there will be an issuance of a final report. We certainly 
hope that will be the case. 

At the same time, the CPWG, which is a technical working 
group — I should emphasize, a technical working group. It typically 
does not deal with policy issues, but because of the importance of 
this one, it has developed a parallel committee that is investigating 
the sort of policy ramifications of this. 

It is probably from that committee that will come sort of a rec- 
ommendation or at least an analysis of what kind of legislation 
might be required, and definitely we are thinking, I think everyone 
agrees, on some very limited legislation that might be appropriate 
for this issue. 

Mr. Boucher. Well, thank you. We will all look forward to get- 
ting that report. My time has expired. I again want to thank these 
witnesses for assisting us in this inquiry today. 

Mr. Upton. I would note that there is a little less than 6V2 min- 
utes left in the vote on the floor. So at this point we will take a 
break, and we will come back as soon as the votes are over. 

[Brief recess.] 

Mr. Upton. Take our seats, please. We are done voting on the 
House floor for the week. A number of us are going back to our dis- 
tricts this weekend as well. I know that Mr. Chernin has to leave 
at 3:30 Eastern time. So we will resume, and we will resume with 
Mr. Barton. 

Mr. Barton. Thank you, Mr. Chairman. I appreciate this hear- 
ing. I focus, as you know, much more on energy issues as chairman 
of that subcommittee, but I am a member of this subcommittee, 
and I really, really enjoyed the hearing. 

I don’t have but one or two questions. I was sitting here during 
the testimony, and we have these little fancy gadgets now called 
blackberries. So I sent a message to one of my constituents down 
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in Texas, telling him what I was doing and said, do you think you 
have the right to copy a CD or a video that you huy? 

The constituent e-mailed back immediately and said, “I already 
do with CDs anyway. I can see both sides of this issue, but as a 
consumer I love the fact that I can copy or burn my own CDs. In 
my opinion, the music industry is making a killing, and they 
haven’t been smart enough to keep up with today’s technology. If 
I was a musician, I would hate it, of course. There’s my two cents’ 
worth. You are very busy today, aren’t you?” 

So that kind of puts it in a nutshell. If you are on the production 
side, you can see why we want copyright protection that is enforce- 
able, even in the home; and if you are on the consumer side, as the 
gentleman on the end of the panel is, you can see why people want 
to have the ability to at least, as I think the buzzword is, have fair 
use. 

I am more on the fair use side. I think that it should be reason- 
able — that we should have a way technologically to reasonably pro- 
tect copyright, and I am with Mr. Boucher and what he said about 
let’s try to let the private sector and the industry work it out. But 
I don’t believe we need to go to the extremes that some in the pro- 
duction side, some of the studios and producers, would have us at- 
tempt to go to. 

So I am going to — I would oppose the Hollings bill, if it were to 
come over here, and hope that we can work out a little better 
agreement. 

I also see my good friend, Mr. Valenti, in the audience, good 
Texan, new book out on LBJ, and I am sure you are going to be 
mentioned in it. But I just want to send a message to your folks. 
I went to see a movie not too long ago, and I don’t go to many mov- 
ies anymore. But I went to see a movie in which the plot was a 
group of renegade Marines that had assassinated some people in 
El Salvador, and one of the Marines later went AWOL and mar- 
ried, and then was tracked down by the FBI. It turned out that his 
boss was the Marine general in charge of Congressional affairs for 
the Congress. 

He is shown wearing the Congressional Medal of Honor. Now 
there is a Marine from my home town of Ennis, Texas, named Jack 
Loomis who died in World War II, one of the few Marines from 
Texas who won the Congressional Medal of Honor. I know we have 
freedom of speech in the First Amendment, but it is a travesty to 
have Hollywood showing a corrupt Marine general, in my opinion, 
wearing the Congressional Medal of Honor, because we don’t give 
those away. 

You know, we’ve got freedom of expression in this country, but 
that really chapped my pants. So if you see some of your friends 
out in Hollywood, remind them what the valor is in the Congres- 
sional Medal of Honor. It is not just another award that you put 
on somebody’s uniform. “Black Hawk Down” is supposed to be a 
pretty good movie, but I will get with you on that privately, but it 
really chapped my tail. 

My question: Mr. Liao, you in your testimony talked about an 
agreement, and the staff apparently is not aware of that agreement 
or not very aware of it. Could you enlighten us or elaborate a little 
bit on that agreement? 
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Mr. Liao. Yes. First of all, the agreement happened very, very 
late or, I should say, early this morning on the west coast. So to 
be honest, I only learned about that agreement today as well. So 
it is not surprising that your staff did not know. I did not know. 

As you know, since the — over the last few months, all of the in- 
dustry participants have been working diligently to solve these 
issues, and the agreement, again, is focused on the broadcast flag. 
So it only addresses that single issue, the broadcast flag issue. 

Also as you know, the way that the CPTWG works, it is a public, 
multi-industry forum that even public interest groups can and do 
attend. It is really kind of a venue for companies to make pro- 
posals, to get feedback, and for the industry or the multiple indus- 
tries to kind of analyze those proposals. Then some of these groups 
may or may not implement them in their businesses. 

In this particular case, three groups — so I want to distinguish 
this. This agreement is not a BPDG agreement. This is three 
groups who have in the past and, in fact, will continue to make 
proposals to the CPTWG, either independently or together, namely 
the MPAA, the GIG, the Computer Industry Group, and the 5C 
group of companies. 

They have agreed on some of the criteria by which technologies 
might be deemed as useful for the — to be used in conjunction with 
the broadcast flag. 

Mr. Barton. Thank you. I yield back the balance of my time, Mr. 
Chairman. 

Mr. Upton. Thank you. Ms. Harman. 

Ms. Harman. Thank you, Mr. Chairman. On the way to vote I 
learned that this meeting last night concluded at around 1:30 in 
the morning. It is exciting to me to learn that the industry keeps 
the same hours that Congress does. 

I also am impressed that you can bring together the disparate in- 
terests you describe. Maybe we should turn over the Middle East, 
the problem of the Middle East, to you. My serious point is that 
it would be wonderful to see real progress on this issue. We know 
it is a hard issue, and we know it is balancing a to of important 
interests. 

As I listened to you, at least I heard you say the MPAA, the GIG 
and the 5C group is all in the same place. That covers a lot of terri- 
tory, and I am happy to hear that. What is not in the room is, at 
least if we define interests, maybe there is a fourth set of interests, 
and those might be consumers. 

Now I understand you are all consumers, too, but a separate 
group of consumers. So I want to direct a few questions to Mr. 
Kraus today, because I was interested in his testimony, and anyone 
who can build an organization of 33,000 people in 6 weeks gets any 
politician’s attention. How did you do this? 

Mr. Kraus. Well, the short answer is there is actually a lot of 
latent interest in the issue of fair use rights, and I think people out 
on just the average consumer is very concerned about recent 
trends. So while I think the average consumer understands the no- 
tion that piracy is not a good thing, the average consumer is con- 
cerned that the trends so far seem to be overreaching in the other 
direction. So there is just a lot of latent interest. 

Ms. Harman. But who can join your organization? Can I joint it? 
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Mr. Kraus. Absolutely. 

Ms. Harman. Can Mr. Parsons join it? 

Mr. Kraus. Yes. The organization is open to anyone who wants 
to join, and essentially it is an ability — It is a gathering point for 
consumers who are concerned about fair use rights to be able to 
channel their interests to politicians and to people who are making 
both industry decisions and policy decisions regarding fair use. 

Ms. Harman. Who sets your policy? Do your members set your 
policy or does some governing board set your policy? 

Mr. Kraus. We currently have a relatively informal structure of 
an executive committee. We take input from our member base, and 
we essentially use that input to define a set of policies that we 
think our constituency is concerned about. 

We represent that policy back out to our members, and they vote 
with their e-mails and their feedback to us about whether they ap- 
prove of that or not. By signing up as members, this group of peo- 
ple essentially are saying this is what I am concerned about. 

I have to stress that the membership is really most concerned 
about seeing a positive assertion of their fair use rights put into 
law, because I think the overall concern is that, little by little, fair 
use rights get whittled away without a legislative positive assertion 
of fair use rights. I think consumers are worried that their interest 
will not be protected. 

Ms. Harman. Well, I appreciate that. Where are you located? 

Mr. Kraus. We are currently located in Palo Alto, California. 

Ms. Harman. And so the goal here is to have, it sounds to me 
like, a democratic organization which will sign up anyone who 
wants to sign up, and which has a kind of interactive agenda. So 
that if people don’t like your agenda, they drop off or they have a 
chance to vote no? I mean if they did not like your consumer bill 
of rights, could they say we don’t like this, change it to that, and 
would you change it? 

Mr. Kraus. Well, I mean, I think that the key is that there is 
a governing body that essentially takes input from the members 
and makes decisions, and then the consumers who are members of 
those organizations essentially vote with their feet and vote with 
their faxes to the Members of Congress. 

Ms. Harman. Who is the governing hody? 

Mr. Kraus. The governing body essentially is a smaller set of 
members and consumers. I myself am included. Graham Spencer, 
also in Silicon Valley, is a member, and we are looking to actively 
grow that executive committee to make sure that it is as broad and 
representative as our members. 

Ms. Harman. So is your model at some point — I realize you are 
6 weeks old, and it is highly impressively that you have done this 
in 6 weeks. 

Mr. Kraus. Thank you. 

Ms. Harman. Is your model something like the Consumer Fed- 
eration of America or Consumers Union or — I am listening to Mr. 
Markey at the same time — or Common Cause? I mean, what are 
you trying to become, the digital version of one of those things? 

Mr. Kraus. Well, not being as familiar as maybe I should be 
with those organizations, and not having actually done this kind of 
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organizing before, I don’t really have a specific model in mind, and 
I apologize for not being able to liken it to anything else. 

Again, I think our general goal is to use — I myself am an entre- 
preneur and involved in the web. Therefore, I am familiar with 
how to use the web as a wonderful organizing tool to essentially 
give disparate consumers who share interests a common voice. 

So I don’t have any particular model in mind that I can point you 
to, but I can say that what is wonderful about the web is that it 
is able to achieve and able to organize consumers with disparate 
geographies into a common voice and allow that voice to be chan- 
neled to policymakers and people in industry. 

Ms. Harman. Well, my reaction to what you have said is to be 
impressed with your entrepreneurial expertise, but also to be a lit- 
tle bit cautious, and I hope you are, too. This engine you are cre- 
ating really needs, as it operates, to represent fairly, I would hope, 
the views of its members and to operate fairly in a set of problems 
where what we really are seeking is balance. 

Mr. Kraus. Yes. 

Ms. Harman. You wouldn’t argue that fair use is the only good 
here. I am sure you wouldn’t. 

Mr. Kraus. No. Let me be very, very clear. DigitalConsumer.org 
does not support, condone in any way piracy. I completely recog- 
nize — I am a businessman in my professional career. I completely 
recognize the problems that Mr. Parsons, Mr. Chernin are facing, 
absolutely. I understand that those are important issues. 

My constituency of DigitalConsumer.org, however, namely, is 
concerned both about the issues that the industry is facing, but 
also want to make sure that their rights are not taken away in the 
process. So, believe me, this is an organization that does take a bal- 
anced view and understands that there are serious issues involved, 
is not looking to legalize or condone piracy in any way, but also 
wants to defend the fair use rights of consumers that, so far, have 
not actually, in our opinion, been adequately represented. 

Ms. Harman. Well, I thank the panel for all that you are doing. 
I am always optimistic, but I am much more optimistic, having 
heard all of you and having heard the progress made last night, 
than I was when I came in here. Thank you very much. 

Mr. Upton. Mr. Stearns. 

Mr. Stearns. Thank you, Mr. Chairman. I would like to direct 
my question to Mr. Litai, if you could. How old is your company, 
Vidius? 

Mr. Litai. Two years old. 

Mr. Stearns. Two years old? How many employees do you have 
now? 

Mr. Litai. About 20 employees. 

Mr. Stearns. Okay. And if your system were in use, would pro- 
tection measures still be necessary to keep content from being 
uploaded to the Internet in the first place? 

Mr. Litai. As I said, the technology that we are discussing is 
part of a comprehensive solution which we think should be made, 
and that should consist of elements to prevent the leakage of the 
content onto the Internet in the first place, and then because you 
cannot prevent all leaks onto the Internet, then eventually inter- 
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diet, search, find, locate and interdict those copies which do appear 
on the Internet. 

Mr. Stearns. So protection measures would not he necessary? 

Mr. Litai. I think that protection measures in some form will he 
recommended. Yes. 

Mr. Stearns. This is to Mr. Chernin in Los Angeles. From what 
you just heard, is that type of DRM enough to adequately protect 
News Corporation content? If not, why not, and what is not pro- 
tected? 

Mr. Chernin. Mr. Stearns, I am not sure I have enough knowl- 
edge of the Vidius system to judge whether it is enough to protect 
us. You know, my sense of it, just looking at it, was that it was, 
more than anything, a way for companies to monitor whether their 
employees were illegally putting illegal or inappropriate video files 
up on the Internet, but I have no basis other than the 2-minute 
demonstration I just saw. 

I do think, you know, as I said earlier, this is an incredibly com- 
plicated problem and is going to need careful thought and the good- 
will and participation of everyone at this panel and lots of other 
people, and is going to involve solutions that are technological, that 
probably will need some legislation and, as much as anything, also 
need public opinion, need us all to take an active role saying that, 
while we believe in the fair use of consumers and we have no de- 
sire to restrict them, we also must stop online digital looting. 

Mr. Stearns. Well, let me ask you this. Is there anything, in 
your opinion, out there right now that provides the protection 
measures? 

Mr. Chernin. No. 

Mr. Stearns. No? Okay. 

Mr. Chernin. I don’t think there is. I think we have some ideas, 
and I think some other companies have ideas, and they involve 
some very traditional methods, because a lot of these files end up 
on the Internet, you know, illegally. They are stolen out of trucks. 
They are stolen from movie theaters. They are used by camcorders. 
So we got to do a better job of that, but then even once we get 
there, I think there are some watermarking ideas we have. 

I think the key is how do we stop the transmission of inappro- 
priate and illegally obtained files, and yet at the same time not re- 
strict in any way whatsoever consumers’ fair use to transmit files 
that are either legally obtained or transmit their son’s soccer game 
or their 1-year-old’s birthday party. 

Mr. Stearns. Well, let me ask you this. Are you doing online 
streaming now, and how are you protecting yourself now? 

Mr. Chernin. We are not doing any online streaming right now. 

Mr. Stearns. Okay. Mr. Litai, what precisely is the service you 
would sell to a corporation whose equipment may be subject to mis- 
use? What happens when peer-to-peer networks evolve? Would 
your system no longer work? 

Mr. Litai. To answer No. 1, what we offer for corporations is the 
reports of the data hosted on their network, along with a very com- 
prehensive itemized list of the specific users who are hosting con- 
tent on their machine so that the corporation can actually go and 
remove that peer-to-peer from those employees’ computers. 
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In terms of what happens when the peer-to-peer networks evolve, 
this is the reason that what we offer is basically a service. There 
needs to be an ongoing evaluation of the peer-to-peer networks as 
they evolve, and to change basically, or to evolve the response sys- 
tem to those new peer-to-peer or to these evolving peer-to-peer net- 
works; because, certainly, the hackers will continue to evolve their 
systems. So we will need to, as well. 

Mr. Stearns. Can you explain a little bit more about the privacy 
issues associated with your system? What do you mean that it, “op- 
erates only on data that has been publicly displayed to any inquir- 
ing computer,” and, I guess, what are your company’s privacy pol- 
icy regarding information on consumers’ viewing habits that may 
be identified by your tracking system? 

Mr. Litai. Okay. We do not access anybody’s computer. It is very 
important to understand. We do not access anybody’s computer. 
What we do is, using the peer-to-peer network, basically, we use 
the peer-to-peer network within the confines of the way it is in- 
tended for use. 

So what we do is go to the peer-to-peer network and ask it who 
hosts this file. Now we know how to do it in a very robust and very 
efficient manner, but we go and ask the peer-to-peer system where 
this content lies, the content that belongs to the content providers. 

What we do is receive these responses from the different com- 
puters saying I have this over here. This is how we know where 
the content is located, and where it resides. In terms of the privacy 
issues 

Mr. Stearns. Sort of your privacy policies. 

Mr. Litai. The privacy policies is that the information is only 
made available to the owners of the content or to the corporations 
who ask specifically for those reports. 

Mr. Stearns. But if I was a corporation and you were doing this 
on me, would you notify me that you are doing this? 

Mr. Litai. In terms of — ^We get information from all over the 
world, not just the U.S., all over the world. 

Mr. Stearns. The specific question is: I am a corporation, and 
you are doing this — you are taking this information that is hap- 
pening on my site. I mean, do I get notified at all? Is that a fair 
question to ask? I mean, am I in the right ballpark here? Should 
I be notified? 

Mr. Litai. The question — because what happens is, when you ask 
a peer-to-peer network,the peer-to-peer network does not filter the 
answers. So as far as we are concerned, we get results from com- 
puters everywhere, within corporations, outside of corporations, on 
ISPs, and basically aggregate that information. 

Mr. Stearns. And it doesn’t identify IBM, General Motors or 
anybody like that? 

Mr. Litai. It does, because the IPs in general tell you 

Mr. Stearns. You have all the IPs, but you never notify the peo- 
ple that you are taking all this information? 

Mr. Litai. We are not taking any information. 

Mr. Stearns. Okay. Thank you, Mr. Chairman. 

Mr. Upton. Thank you, Mr. Stearns. Mr. Markey. 

Mr. Markey. Thank you, Mr. Chairman. Mr. Litai, congratula- 
tions on Vidius. No one ever heard of Vidius before this afternoon. 
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but every person in the room has now written down your com- 
pany’s name, and they are going to learn something about it in the 
next week, or someone in their company is going to learn about it 
for them, because they don’t know whether it is Vidius or invidious. 
So they are all trying to figure it out now, and none of them are 
quite sure, but you’ve got everybody’s attention. 

My concern is on peer-to-peer networks, but just in general, you 
know, a philosophical question, because I know that some people 
see peer-to-peer networks as kind of a software access of evil, and 
I would like to get at the heart of the philosophical positions which 
the people who are sitting here. 

The cultural mores of millions of youngsters and certain adults 
have seemingly changed to the extent that they believe that all in- 
formation is free, that music and movies are all made of digital 
data yearning to be free and liberated on the Internet. 

Some of the remedies for recalibrating the balance between con- 
tent protection and fair use from the content community would 
simply prohibit home recorded digital data from being uploaded or 
retransmitted on the Internet. I will leave aside whether this is 
possible or not, but assuming it can be done, it raises the question 
of what our policy should be. 

So I think everyone realizes the right and the need for content 
creators to safeguard their products. Digital copies are, no doubt, 
easily copied, and there is a risk that, once out in the marketplace, 
someone could massively distribute that movie or TV show ille- 
gally, doing great financial harm to the content owner. 

Yet not every consumer is a potential thief. If a consumer can le- 
gally record material in digital form, doesn’t it make sense, con- 
sistent with fair use, that a consumer would share it or a portion 
of it with a friend or use it in school? 

My question is: Is it pro-broadband to push the industries to lock 
in a standard that prohibits all uploading of legally copied content 
on the Internet? How can it be pro-broadband to force people to use 
the U.S. mail or FedEx to deliver legally copied, fair use content 
when the Internet exists to deliver that same material? How can 
we make an Internet friendly standard? 

So on the one hand, we are impatient and pushing and exhorting 
the industry to reach an agreement on a standard. On the other 
hand, we may unwittingly lock in a standard that may prove dif- 
ficult to undo and seemingly embrace a policy that may prove dif- 
ficult to change, that limits or thwarts consumer ability to use the 
Internet or fully use their broadband connection, which we want to 
see increase exponentially in its use? 

Can any of you take that question and help us to get a perspec- 
tive in terms of this interrelationship between our desire to see 
rapid broadband expansion in terms of use and the need from some 
perspectives to protect copyright almost absolutely? Mr. Parsons? 

Mr. Parsons. I think, Mr. Markey, that you’ve put your finger 
on one of the important balancing acts that not only the industry 
but Congress is going to have to come to. In terms of driving 
broadband, what will drive broadband — ^You know, what I think 
what has been driving it so far is simply speed, but will ultimately 
drive it and really cause it to be fully penetrated throughout our 
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country and indeed the world will be more and more entertaining, 
compelling, rich media uses. 

Those will be driven primarily not by consumers swapping things 
back and forth but by people going to places where content is cre- 
ated or aggregated and downloading it. 

For our stake in this, we don’t have — and I am talking now about 
AOL Time Warner, but I think I can speak more broadly for Mr. 
Chernin’s company and the entertainment industry. No one has a 
real issue with consumers making copies of things for their use 
around their home, and that is using the extended definition of 
home. 

So if you can download something legitimately and make num- 
bers of copies so that you can play it in different rooms in your 
house or carry it to the beach in your portable player or put it in 
your car or make a copy for a friend, that has gone on for time im- 
memorial and will go on going forward. 

The problem is when you can take a digital copy, upload it, and 
send it not to a friend but send it to anyone in the world or, for 
that matter, to everyone in the world. You know, the nub of your 
question is do you continue to permit that until you find some way 
to differentiate between that individual who has a legitimate right 
to send a distinct copy to a specific friend and, in the meantime, 
let the — In my statement that I skipped over because I was run- 
ning out of time, we are looking at now probably — We looked at 
some of the Napster data about a million files being shared every 
hour. 

About 90 percent of that was of copyrighted material, as opposed 
to material in the clear. So you know that the Internet is being 
used to facilitate kind of broadband piracy of protectable material. 

Mr. Markey. Well, let me ask you this then. Is the Internet only 
broadband friendly for the purposes of commercial downloads but 
not for fair use downloads, or at least not yet ready for fair use. 
Help us to just understand where we are or where the industry is 
in terms of your perspective. 

Mr. Parsons. First of all, the Internet, which is sort of a network 
of connected computers, is indifferent to the bits that are being 
moved around it. So it doesn’t know whether it is, let’s call it for 
these purposes, a legitimate bit or an illegitimate bit. What 
broadband does is it simply enables people to move more around 
on the Internet more rapidly. 

The issue, I think, that the industry is facing, and not just the 
entertainment industry but software and, in fact, the whole intel- 
lectual property establishment, is that it can facilitate the whole- 
sale pirating of material in which people have lawful rights. So 
what we are trying to do is find ways to secure those rights at the 
place of publication, and then to make sure that the system honors 
that security after a protectable piece of intellectual property is put 
out from wherever it is being published. That’s all. 

Mr. Markey. Mr. Chernin, can you take a shot at that question? 

Mr. Chernin. Yes. First of all, I think you are, as Mr. Parsons 
said, getting to the heart of the issue, and it is a very complex and 
difficult issue. I think the first part of your question, I think noth- 
ing will speed up the adaption of broadband and the spread of 
broadband as much as copyright protection, because I think there 
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is no more attractive product than sort of high quality, rich media 
that is produced by Hollywood, produced by the sporting leagues, 
etcetera; and to the degree we are protected, I think that con- 
sumers will have tremendous desire to get broadband in order to 
get legally obtained, high quality product. 

I think, when you get to the issues of fair use, these are complex 
issues that need tremendous debate, that need a lot of light shone 
on them in the new environment. I think guiding fundamental 
principles are that all of us in the media business acknowledge 
that people should have the right and the ability to shift content 
for their own personal use around their home, to multiple devices 
in their home, their cars, etcetera, etcetera. 

I think where the common sense and the more complex part 
comes, what happens when they want to send it out of their home, 
and how do you allow them — I think Mr. Parsons is correct to say 
none of us would mind if they sent it to a friend or two or three 
friends. The problem is that, if they do that, how do we stop them 
from sending it to 10,000 friends, 1 million friends, 10 million 
friends, in perfect digital copies? 

Now we do have the right and the ability, or we will have the 
right and the ability to instruct content to do certain things. For 
example, we can sell copyrighted movies to people and give them 
the right to transmit it over the Internet three times or for a day 
or for things like that. 

So I think that working with technology partners, we can begin 
to put sets of instructions on this content which will ensure its fair 
use, which I don’t think there is anyone on our side who is looking 
to restrict consumers’ fair use, and yet at the same time restrict 
the unlawful, potential massive illegal copying. 

I also agree with Mr. Parsons that the issue isn’t the Internet. 
The Internet is agnostic and just sends stuff back and forth. The 
issue is how do we instruct content once it appears on the Internet 
for the first time, and how do we instruct it so that consumers are 
allowed to do lawful uses and not allowed to do unlawful uses? 

The final thing, if you will indulge me for one more moment, is 
that I think we have to be careful about allowing business model 
arguments to get into this. There are people who say our content 
is too expensive and, therefore, it is right for people to steal it. 
Well, in my opinion, it is never right for people to steal and, fur- 
thermore, I think those of us certainly in the movie and television 
industry work very hard at making our content available in mul- 
tiple ways. 

You can see a movie for $10 in a movie theater. You can rent 
it for $2 on video. You can see 60 of them a month on HBO for 
a $10 subscription. You can see them for free on broadcast net- 
works. So there’s lots of ways for consumers to get our product and 
get it at reasonable prices and, even if there weren’t, there is no 
pricing that suggests that theft is a viable or a legitimate usage. 

Mr. Markey. Let me just conclude. Mr. Chairman, I thank you. 
I appreciate the two of you helping us to analyze the issue. We 
have got a conundrum in our country, on our committee. People are 
not subscribing to broadband. Sixty, 70 million Americans have ac- 
cess to some form of broadband, but only 8-10 percent are sub- 
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scribing to it, and it is $70 a month, you know, $50 more than 
narrowband. There’s got to be something there. 

So one of the ways you can deal with it, of course, is to have com- 
mercial goods on it, but another way is to have a fair use policy 
where, if I want to send something to one friend of mine online 
that I find interesting — I don’t have 10 million friends — that I 
would be able to just do that and not have to go over to FedEx and 
pay $15 to mail the same thing to them. Otherwise, I should be in- 
vesting in FedEx stocks, not in broadband stocks, because you are 
not giving me the flexibility I need just as an individual to send 
something to my family, to my friend, and just do one thing. 

So we need to telescope the timeframe, in other words, that we 
resolve the issue so that we can give some instructions to the 
American people so that they can use broadband, because that is 
a big part of this puzzle that we have that we have yet to solve. 
Mr. Parsons. I’m sorry, Mr. Chairman. 

Mr. Parsons. Just because I now have a clearer fix on your ques- 
tion, people are not not taking up broadband because they are lim- 
ited in their right to send things to other people. They are not sub- 
scribing to broadband, those who aren’t, because they don’t see the 
value proposition. They don’t see what they are going to get out of 
it. 

What Mr. Chernin just said, I think, is almost irrefutable. Until 
we get to the point where you can get something different on 
broadband than you can get on narrowband — that is to say, dif- 
ferent programming, media rich program — the mass market is not 
going to be there. The only way you are going to get to that point 
is if people who create content can put it out and believe that it 
is protected. 

Mr. Jacobson. Can I jump in on this, Mr. Markey? Just from the 
technology side and our working in the marketplace with content 
holders, what we are seeing — and we have to realize that this in- 
dustry is really just born in some respects. Yes, the numbers are 
big, but the use of the Internet in a mass way to consume media 
that we all know and love on broadcast and cable and satellite is 
just beginning. 

We are seeing what you are alluding to, which is a different ex- 
perience for rich media in broadband for people to subscribe. So ev- 
erything from your Red Sox game so you can watch on a condensed 
basis after they are played, which doesn’t interfere with the live 
signal on broadcast, to Fox sports material to CNN is all coming 
now in a very rich way into the broadband market. 

What we are finding is that part of the solution, which I have 
not heard yet today, is a more active approach to creating a system 
wrapped in digital rights management technology for people who 
want to stay on us to have legitimate content through broadband, 
and that is everything from the music to the video business. 

I think that the report is that we are getting started here and 
that there are legitimate music services that are available. They 
have problems associated with them which relate to things like get- 
ting all the music aggregated so that they can compete with these 
pirated sites, and also that the movie industry is coalescing and li- 
censing digital rights management to release their movies via 
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broadband, we are told by the Movie Link organization, hopefully, 
sometime during the year. 

So we are beginning to find that this mix of broadband accessi- 
bility from the home matched with technology that protects content 
on an affirmative basis and putting those business models into 
place with the media companies is starting to grow. 

Mr. Upton. Congressman Markey, I just want to say we have 
Mr. Chernin, and he has got to leave shortly. I know Mr. Tauzin 
is ready as well. So we have gone long overdue. So we will come 
back to you, if you need. Mr. Tauzin. 

Chairman Tauzin. Thank you very much. Mr. Chernin, I particu- 
larly want to thank you for appearing in this fashion interactively 
with us. I was noting the technology. 

This is technically a broadband connection, although it is not yet 
the really great broadband connections we are eventually going to 
have in this committee room, but what is interesting is it still sort 
of looks like a Korean movie, you know, where your lips are moving 
and we hear you a little later. 

As somebody commented, we can’t even tell if you are wearing 
pants over there, you know. But I do appreciate your coming in 
this fashion. I think it is beginning to demonstrate the capabilities 
of the technology, even as we consider issues relating to the new 
technology. So thank you for that. 

I would like your attention and perhaps Mr. Parsons’ and Dr. 
Liao’s attention to an issue, and I apologize if you may have cov- 
ered it before I returned. I have been on the Senate side cele- 
brating prematurely the victory in the Senate for an energy bill 
that this committee is, obviously, very invested in. 

I wanted to get to the broadcast flag issue with you very quickly. 
We were told at one of the roundtable discussions that there would 
likely be a resolution and an agreement on the broadcast flag issue 
by March 31. That obviously did not happen. Another meeting, we 
know, is scheduled for April 29. I know that you came this close 
to getting an agreement before this hearing, because you wanted 
to announce it at this hearing, and I appreciate all the effort you 
made to try to do that. 

You obviously, are not quite there. But the questions I have is, 
once you do have such an agreement, absent all the other agree- 
ments that must come, would it be appropriate at that point for us 
to have very specific legislation that would enforce that agreement 
to ensure, in fact, that digital receivers would be built with the 
broadcast flag technology built in, so that we could at least begin 
to move this part of the digital transition forward? 

Perhaps anyone of you — Mr. Chernin, you may want to start. Are 
you of a mind that that would be appropriate? 

Mr. Chernin. Yes, Chairman Tauzin. First of all, I suggest you 
study the expression on my face to see whether I am wearing pants 
and draw your own conclusions. 

Chairman Tauzin. I want you to know, I am wearing them, too. 

Mr. Chernin. I think we actually covered this briefly. We are 
hoping our schedule to be done by May 17 to be there with a full 
recommendation. I guess my point of view is that we should keep 
legislation as narrowly targeted as possible. We shouldn’t burden 
it with trying to solve everything, and to the degree we have a via- 
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ble broadcast flag solution, which I am highly, highly optimistic 
that we are days away from, we should have narrowly focused leg- 
islation, hopefully, drafted and passed quickly. Then we can check 
that off and get on with putting as much rich digital content on 
broadcast terrestrial television and, hopefully, speed up the rollout 
of digital TV. 

Chairman Tauzin. I am glad you take that view. I will ask Mr. 
Parsons and Mr. Liao the same question, but I want to comment 
quickly. The reason I like that view is that gets the content into 
play, and that gets more broadcaster networks interested in doing 
more and more digital production and, obviously, studios doing 
more digital production as well. I think that advances the ball sig- 
nificantly when it comes to content. But perhaps, Mr. Parsons, Mr. 
Liao, you would like to also comment. 

Mr. Parsons. Same answer. We think that proceeding incremen- 
tally here as matters get resolved and issues become clarified, tak- 
ing steps is better than waiting for all the issues to be resolved, 
and it will begin to create some momentum here. 

Chairman Tauzin. Mr. Liao. And I will also ask you, Mr. 
Blanford, on behalf of Philips, to give us a similar response. Mr. 
Liao. 

Mr. Liao. I agree with Mr. Parsons and Mr. Chernin that we are 
getting closer, and I am very hopeful that by May 17 that we will 
have a final report that the entire industry — the cross-industry 
groups can agree to. 

My personal opinion is that the government will have a role, but 
we need it to be a very specific role. In general, government I see 
having many — well, has a role in two respects. First, sometimes the 
government needs to step in when there is no marketplace mecha- 
nism in place that could really enforce something of this com- 
plexity. 

The second place where government intervention is often needed 
is to assure there is a level playing field. Often in that case, it is 
because of past government mistakes. 

Chairman Tauzin. I follow that, but in this specific case, if flag 
technology is agreed upon, would you support targeted legislation 
to ensure that the technology is built into all digital receivers that 
go out to consumers? 

Mr. Liao. Yes. 

Chairman Tauzin. Thank you. Mr. Blanford, would you comment 
for us? 

Mr. Blanford. Yes. Philips supports the flag. I think the ques- 
tion, Congressman, is what happens after the receiving equipment 
sees the flag? That gets into then the whole DRM issues that we 
have been talking about. That is where we are struggling. 

Chairman Tauzin. Yes, I understand that. But at least you 
would support the notion of ensuring through legislative require- 
ment that the flag technology was in every digital receiver, would 
you not? 

Mr. Blanford. We support the flag technology. 

Chairman Tauzin. Would you support the requirement that it be 
in every digital receiver, once you agree upon flag technology? 
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Mr. Blanford. I think we would like to see where the continued 
discussion goes with respect to DRM after that flag is, in fact, re- 
ceived. 

Chairman Tauzin. So you, of all the four who have responded, 
would take the view that we should not legislate until we are pre- 
pared to legislate on enforcement of all the agreements or at least 
the agreement on what happens once the signal is received with 
the flag on it? Is that your view? 

Mr. Blanford. Yes. We believe that the — again, what happens 
after the flag is received is critical. I am not confident that, without 
that understanding, we should go forward with the flag in a legis- 
lative mode. I think we still need the benefit of the process to de- 
termine what does happen after the equipment receives the flag. 

Chairman Tauzin. My time has expired. Obviously, the concern 
I have and the concern we have discussed at some of the 
roundtables was that, if we wait for all the agreements to be 
reached and all the investments and upgrades to be made before 
we begin the process of instituting such things as the technology 
that will embrace the flag, that we again push back our capabilities 
of reaching the 2006 date. We deny digital content in the market- 
place that could help invigorate consumers’ desires for these new 
technologies and products. 

I would urge you to think about that. If I had a confidence we 
could settle all the other issues in the next 3 or 4 or 5 or 6 months, 
I would say maybe you are right. We could do it all at one time. 
But if we can’t, would you rethink that position? 

Mr. Blanford. I guess I am optimistic that many of those other 
issues can be resolved, and I appreciate your comments regarding 
the speed with respect to moving forward with broadband and high 
definition content. 

This is a decisionmaking process, and every decisionmaking proc- 
ess that I am aware of does, though, need to balance speed of deci- 
sion, quality of decision, and the acceptance of the decision. I am 
very fearful that we are moving too quickly. Again, I am optimistic 
that, under the proper forum with broader participation, we can re- 
solve many of these issues. I again state that we don’t believe that 
there is that proper forum, that the BPDG is not a standard set- 
ting body and is fundamentally closed. 

So I think, again, under the right forum, right principles, right 
leadership, as we have suggested earlier, we can make faster 
progress and meet your needs and do it in a holistic way. 

Chairman Tauzin. I know time is up. I would be very grateful 
if you would communicate to us after this hearing what might be 
the minimum conditions under which you would see enough 
progress made on those issues where you would support a targeted 
mandate to get the flag going. 

Thank you, Mr. Chairman. 

Mr. Blanford. I would be happy to do that. Congressman. 

Mr. Upton. Thank you. Ms. Eshoo. 

Ms. Eshoo. Thank you, Mr. Chairman. This has been a wonder- 
fully instructive hearing, and I think all of my colleagues would 
agree with me in stating that. Thank you to all of the participants, 
both interactively and the ones — the gentlemen that are at the 
table. 
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First, I would like to just make a quick observation about 
DigitalConsumer.org. There has been kind of an interchangeability 
with the terms customer and consumer. I think that the companies 
have customers and that, in a much broader sense, we are here to 
look after the consumer, and I don’t think one is right and one is 
wrong. 

I also think that an organization that can be up and running 
with 35,000 people in 6 weeks is one heck of a campaign, and as 
a politician I really respect that. I think it is something that we 
need to pay attention to. 

I think the whole issue of fair use is one that is ultimately going 
to have to be built into this, and whether it is out of respect for 
that organization that Joe Kraus heads up or anyone else. So it 
simply cannot be left out. So consumer rights and consumer protec- 
tion and the embracing of where the companies want to go with 
their customers — all of those things are going to have to be bal- 
anced out. I say that with respect to all of ik So that is just an 
observation. 

To Mr. Chernin: Protecting content at the outset is something 
that, I think, we have heard addressed over and over again today, 
and how to do it, and then where the government steps in to assure 
that, I think, we are still ^appling with. But protecting it at the 
outset and from the source is very important. 

We have heard that content is often copied by an individual, and 
in some cases with a digital camera at a theater. Can you tell us 
what steps you are taking to eliminate that? 

Mr. Chernin. There are tremendous efforts 

Ms. Eshoo. Excuse me. The next time I go to the movies, I am 
going to look around in the dark to see if there is anyone there 
with a camera. But do you have agreements with theaters? How do 
you approach this? 

Mr. Chernin. First of all, we ought to applaud your helping us 
in the policing activities. 

You know, actually, my friend and colleague, Mr. Valenti, has 
helped us take the lead in this thing. I think 

Ms. Eshoo. He is our friend and colleague, too. 

Mr. Chernin. I think that the MPAA through the member mo- 
tion picture companies spends, I believe, in excess of $20 million 
a year trying to fight piracy in all parts of the world, and ranging 
from things like video cameras in movie theaters to people stealing 
our prints to people in other countries making illegal disks, 
etcetera. 

So we do have agreements with theater owners to restrict this. 
We look to law enforcement to help us. There are State laws re- 
stricting it, and we play a very active and, I might add, very expen- 
sive role through Mr. Valenti’s leadership in the MPAA. 

Ms. Eshoo. Thank you. Let me ask — Is it Mr. Litai? Am I pro- 
nouncing your name correctly? I have an odd name. So I am sen- 
sitive about mispronunciation. 

I am curious about the answer that you gave earlier to Rep- 
resentative Stearns when you were asked does anyone know that 
you are doing this, and you did not give a direct answer. My sense 
is that people don’t know. How appropriate is that? 

Mr. Litai. Well, I would like to just make it very 
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Ms. Eshoo. I mean, it sounds a little like a high security meeting 
with Members of Congress where the agency has to inform us of 
the appropriateness of what they are doing. I am not casting asper- 
sions, but it really raised a flag with me when you didn’t answer 
that directly. 

Mr. Litai. The answer, first of all, is to say that everything that 
we do, we do on public information that is offered directly from the 
networks. We do not in any way, shape or form access anybody’s 
computer or anybody’s system. 

Regarding have we talked to people regarding this, the answer 
to that is yes. There are people, lots of people, companies, who are 
in this room and others who know what we do and have seen this 
information. 

Also, we make it a point to notify people that they have problems 
regarding these types of situations. 

Ms. Eshoo. So if find what you are looking for, you then notify 
either the party or the company? Have you notified them ahead of 
time that you are looking or do you notify them once you have 
found something or do you report them to someone? How does it 
work? 

Mr. Litai. First of all, we don’t look for specific — We can’t access 
computers. So we don’t look for specific people. I can’t access any- 
body’s computer, because they are, for example, behind the firewall. 
So I can’t go and access anybody’s computer nor do I want to. 

What we receive is just as if someone would post it on their 
website and say, look, this is my website. I am a corporation, this 
is my website, and over here is a movie. Click on this, and 
download a movie. 

The peer-to-peer is the interface which basically the users who 
put this content on the peer-to-peer network use to turn this misin- 
formation into public information which everybody has access to, 
just like a website. 

So there is nothing that we do that actually accesses anybody’s 
computer. There is nothing that we do that looks into anybody’s di- 
rectories or anybody’s information. 

In regard to whether we do anything under any sort of hiding it 
or anything like that, no, we do not. 

Ms. Eshoo. I have two more questions. I appreciate your re- 
sponse. 

Is there anyone on the panel that agrees with the Hollings ap- 
proach? Why is this such a stumper? 

Mr. Kraus. Silence is probably no, I would imagine. 

Ms. Eshoo. Is that so? I mean, no one can voice it? Well, I think 
that we heard 

Mr. Upton. Mr. Chernin has had to leave, but I think he 
might 

Ms. Eshoo. Yes, I noticed. It would be two, four, six against one. 
So that is a quick poll. 

Let me ask out of curiosity, going back to what I first referenced, 
consumers and customers: You have a working group. Is it just in- 
dustry or do you have representation relative to consumers at the 
table? And if so, great; and if not, why? 

Mr. Jacobson. I am happy to give my perspective and then, cer- 
tainly, expect the perspective of others. 
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I attended the last CPTWG and BPDG meeting — lots of acro- 
nyms. There are really no consumer organizations in the room, and 
it costs $100 if you want to attend. So 

Ms. Eshoo. Why? 

Mr. Jacobson. Why? Because I imagine — I can’t speak for why. 
I imagine it is because they have a meeting room, and they need 
to cover the cost of the meeting room and those sorts of things, hut 
it does cost money for anyone to attend. 

The other unfortunate thing, I believe, is I have not seen a mem- 
ber of the press attend. So even if consumers are prohibited from 
the $100 fee — let’s say that is not something that they want to pay 
in order to express their opinion — my concern also is that I have 
not seen members of the press being in those meetings and able 
to effectively report out whether consumers were being rep- 
resented. 

So consumer representation certainly is a concern of ours, when 
it comes to these kind of inter-industry consortia. 

Mr. Parsons. If I may. Madam Congresswoman, and then Mr. 
Liao is going to speak. First of all, the working group at that work- 
ing group level, the issue is who brings knowledge to bear to deal 
with the technical issues that have to be solved here, and that is 
not necessarily — The purpose of those groups is not to sort of medi- 
ate and balance the broad public interest versus the interests of 
the industry. That, frankly, is for this body to deal with. 

I would just like to say — and in terms of the press, again, the 
purpose of the working group is to try and find technical solutions 
to technical problems and understand how the people who have 
that knowledge and understand the operation of their business 
would work, and then we will come back here, as we have indi- 
cated, if we think we need a standard that has to be enacted into, 
“public policy.” 

You made mention earlier about your concern about fair use. The 
only thing I would ask the committee — ^You know, sometimes what 
you call things can head you down an interesting road, and you can 
lump a lot under it. But actually, the fair use doctrine is, in my 
judgment, fairly named, and the question is what uses are fair? 

If you buy a CD or a movie, should you be able to invite friends 
over to see that? Yes, that is pretty fair. Should you be able to 
make a copy of that so that you can have it in your car or upstairs 
in the bedroom and downstairs in the den? Fair. Should you be 
able to make a copy of that so that you can give that copy to your 
brother-in-law so he doesn’t have to buy that movie? Should you be 
able to make 100 copies of that so that you can give it to your 100 
best friends, so none of them have to buy the movie? 

I think, you know, we can lump a lot of things under fair use, 
but one needs to think about our system, how it works, what the 
source of its strength is, and how to balance the need to protect 
property rights and allow people to exploit those property rights 
with the legitimate needs of those who buy a piece of property and 
how they can use it for their own consumption. 

Ms. Eshoo. It is an eloquent statement, but that is what we are 
trying to figure out how to do. It is like trying to get socks on an 
octopus. I mean, it is a pretty tall order. But I appreciate what we 
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have heard from all of you today, and I have been enlightened in 
several areas. 

I hope, more than anything else, that you all work out most of 
it, because I think many times, when you come to the Congress 
asking, you may get something you don’t like or didn’t expect. So 
I think that there is a real charge to all of the stakeholders in this 
to see what you can come up with, and then come back to us and 
report that. I hope that the steps that the Congress takes are 
smaller steps and not get into the area of mandating the stand- 
ards. I don’t think we know how to do it. I don’t think, even if we 
hit the nail on the head, it would change tomorrow, and we can’t 
pass legislation fast enough to keep up with product cycles and 
technological standards. 

Thank you, Mr. Chairman. 

Mr. Upton. Thank you, Ms. Eshoo. We are going to have just a 
very brief second round, and I know Mr. Chernin had to leave. 

I have a question. A year and a half ago I bought a digital TV 
set. It works terrific. It is hooked up to cable. What is going to hap- 
pen if we sell this broadcast flag issue, if we get the agreement 
made? What is going to happen to those folks who have this type 
of TV with a tower, if they don’t live in a cable area, with an an- 
tenna? Tower and antenna are the same thing. What is going to 
happen with the folks who have that type of equipment? 

Mr. Liao. First, the broadcast flag is meant to prevent retrans- 
mission — or so that the content copyright owner could 

Mr. Upton. I am going to want to get that show. I want to watch 
that. 

Mr. Liao. So there is nothing to prevent you 

Mr. Upton. The Cubs and the Boston Red Sox will be on digital 
by then. 

Mr. Liao. So there is nor elation. You will get that show. 

Mr. Upton. It will be okay, even with a flag on it? 

Mr. Liao. Yes. The flag is only meant to prevent retransmission, 
sort of republishing of the material over the Internet. 

Mr. Upton. Okay. So that will work for existing sets as well? 

Mr. Liao. Yes. 

Mr. Blanford. Congressman, there is still an issue, though, as 
to what happens with all of your equipment after that flag is re- 
ceived, which is what I was trying to address earlier. For instance, 
if you were to now take that show or game or whatever and record 
it digitally on your DVD recorder and then take that DVD out of 
the recorder in your family room and walk into the bedroom and 
put it in your DVD player, it won’t play. 

So it’s these issues after the flag is received that really get into 
fundamentally the balance of rights, business rights between all of 
the various industries, as well as consumer rights. It is in that bal- 
ance of rights that we have asked for help from Congress or an 
agency like FCC to ensure transparency in the process, not to man- 
date the solution, just to ensure transparency in the process and 
to ensure that everybody is at the table. 

Mr. Upton. Go ahead. 

Mr. Liao. If I may make a comment, I think the salient word 
that Mr. Blanford mentioned is balance, and it is the balance of all 
these different interests. It might be helpful for the committee to 
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understand the kind of structure by which this protection is 
achieved, and I think this goes to the heart of the issue that Mr. 
Blanford has been discussing. 

The broadcast flag signals the TV receiver that this content 
should not be retransmitted over the Internet. So sure enough, that 
TV receiver will know this is a no-no, don’t do that. But there are 
outputs to the TV receiver. For example, with the set top box there 
needs to be an output that brings it to the television. 

Those outputs may be analog in nature. They may be digital in 
nature. If they are analog in nature, actually, the agreements of all 
the industry participants — to my knowledge, all the industry par- 
ticipants has been that the broadcast flag, no matter what its set- 
ting, will permit, continue to permit, that analog output to output 
the signal. 

So for example, today if you have a receiver, it will output that 
thing through the analog output and display it on your display, 
perhaps the high definition display that you have recently pur- 
chased. No problem. Or you could take that analog output and put 
it into your DVD player or recorder and make a very nice DVD re- 
cording, probably equivalent to the kind of displays you are seeing 
because, after all, that is the same output that you use for your 
display, and make a recording. 

That recording, if you make it on the right DVD media, will be 
able to play on the legacy players. For example, if you bought a 
Panasonic DVD recorder today and recorded on DVD RME, you 
could record it on that and play it on most of the legacy players. 

On the other hand, if it is a digital output, and it is really digital 
protection that we have been talking about in the Broadcast Pro- 
tection Discussion Group, in order to protect that digital copy, what 
we have been talking about is encrypting it. Now why should it be 
encrypted? The reason it is being encrypted is that is how you pro- 
tect it from being misappropriated at a later stage in some other 
part of the chain. 

Remember, the whole thing about today’s network world is that 
we are talking about going from one box to another through all 
these networks. So in order to maintain that protection in the dig- 
ital world, we have taken the approach of encrypting it. It was 
something that was not easy for all of us to agree to, but it pro- 
vides that kind of a balance between this protection of that mate- 
rial and the use of the consumer. 

The consumer can always make the recording and can make as 
many recordings as they want. Those recordings will always play 
in, for example, the recorder that they made it in, because the re- 
corder is made to play its own recordings. So there is never a prob- 
lem with playing a recording that he makes on a consumer’s own 
recorder — her own recorder. It will play, no problem. 

So this is the kind of balance we have had to struggle with. 

Mr. Blanford. I don’t want to get into point-counterpoint, but 
what was just described, though, locks the consumer to a degree, 
a large degree, in the analog world; because, yes, you can see the 
digital signal on your display, but to record it you are not able to 
use it on the 35 million DVD players that are in existence today 
unless you record it as analog. Then, I mean, what is the point? 
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We have locked the consumer in the digital world, and we are not 
able to take advantage of the full promise of digital. 

So we are in a point-counterpoint. That is correct, but I think, 
again, it is this fundamental balance that we are speaking to in 
terms of who all should be at the table. The 5C only represents 
four consumer electronics companies. I wish that is all I had to 
compete against. Last I looked, I think it is more like 15. So it is 
a very small group. It does not represent the consumer electronic 
industry nor those other constituencies that have not been rep- 
resented either. 

I think this is just a huge — I mean, we recognize it is very com- 
plex. It is very huge. I think the consumer at the end of the day 
is going to speak. I think, if we don’t get it right, your in-boxes are 
going to be very full. 

Mr. Jacobson. Mr. Chairman, if I may. I applaud the notion of 
a very narrow mandate at the BPDG when it comes to preventing 
the unauthorized retransmission of content over the Internet. I un- 
derstand that. My concern is that, from what I have seen of the 
specifications, and I am on the mailing list for those specifications, 
the power of the specification is actually far broader. 

It gives the ability for, as far as I can tell, a small group, sub- 
group, of BPDG to determine what technologies are essentially ap- 
proved, and the scope of those technologies doesn’t necessarily have 
to be limited to only retransmission. 

So, for example, a technology could get approved. As I mentioned 
in my testimony, nothing in the specification prohibits, I might 
say — not necessarily that it will happen, but nothing prohibits the 
ability of a technology to get deployed which might make my VCR 
recordings expire. Yes, I might be able to make them, but maybe 
they expire without my choosing. 

So what I believe — and there’s been questions about when should 
we give this specification the force of law. My interest is not so 
much a question of when, but what. I believe that this specification 
needs to have — and I am heartened by the comments of Mr. Par- 
sons and Mr. Chernin on fair use, but I believe that the specifica- 
tion gives broad powers to a group of people, and before you stamp 
that into law, I think you need a fair use assertion in that docu- 
ment to make sure that none of the provisions, none of the tech- 
nologies that do get approved — and consumers are not going to be 
in the room when that gets approved. You need to make sure that 
what you pass, regardless of when you pass it, has fair use asser- 
tions in that specification itself. 

Mr. Upton. Mr. Markey. 

Mr. Markey. I have no further questions. I thank you all for 
your excellent testimony. 

Mr. Upton. Mr. Boucher. 

Mr. Boucher. Thank you very much, Mr. Chairman. I will be 
brief, since I am the last person to question this panel, and it has 
been a long afternoon. 

Mr. Blanford, I can’t resist the opportunity of your presence here 
today to discuss with you another subject. It is also a subject relat- 
ing to the protection of content in the digital era, but from a very 
different vantage point. That is the general matter of the introduc- 
tion of copy protected CDs into the U.S. market. 
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Philips, as I recall, was one of the companies that developed the 
original standard for CDs. 

Mr. Blanford. That is correct. 

Mr. Boucher. I think, in fact, you own some intellectual prop- 
erty in the brand. I will tell you that I am somewhat perplexed by 
the rationale of those who are introducing the copy protected CDs. 
If you look at the circumstance carefully, you readily see that copy 
protected CDs will do virtually nothing to guard against Internet 
free, peer-to-peer file sharing. Someone will crack the code. That 
someone will put the then unprotected CD up on the Internet. Once 
it goes up, it is likely to stay there forever, and it will find its way 
into the free peer-to-peer file sharing services. 

I think that is absolutely inevitable. So copy protecting the CD 
does not really protect against Internet peer-to-peer file sharing, 
and we have heard repeatedly from the recording industry that 
their greatest concern about the escape of their digital content and 
the piracy of that content is with respect to Internet peer-to-peer 
file sharing. Copy protecting doesn’t guard against that. 

It does guard against the casual making of a CD at home and 
giving that to someone else. Frankly, I don’t term that fair use, Mr. 
Parsons. I am a big fair use advocate, but I don’t think recording 
a CD at home and giving that to another person is fair use. For 
your own purposes, it is. I mean for your own convenience, it is, 
but once you give it to somebody else, I think it is not. 

Really, all copy protecting CDs does is guard against that, and 
historically the record industry has more or less accepted that, kind 
of tolerated that low level of piracy. That is rather casual. So I am 
perplexed by the rationale for this. 

On the other hand, introducing copy protected CDs is angering 
a very large number of the best customers of the recording industry 
who are now frustrated in their ability to exercise their fair use 
right to make a copy at home of music they have lawfully acquired, 
when that music is going to be used for their own convenience and 
personal use in the home setting or the extended home setting. 

I suspect eventually millions of people are going to express that 
same concern. Let me ask you as the developer of the original for- 
mat for your view of this general subject matter or any concerns 
that you might have about the dysfunctionality that attends the 
copy protection technology that disables CDs from playing perhaps 
on a personal computer or in a DVD drive, and I understand some 
of the technologies have that characteristic. 

Are you concerned that consumers will be confused? Are you con- 
cerned that some of the blame will be directed toward the manufac- 
turers of equipment, potentially your own equipment, and do you 
think that perhaps, assuming there is that confusion and that mis- 
directed blame, that the case is made for Congress to step in and 
to require appropriate labeling when CDs are copy protected? 

Mr. Blanford. Congressman, I think you articulated the issue 
extraordinarily well, and I am not sure I can add a lot. Yes, we are 
very concerned that consumers will be confused, that they will 
blame their equipment. Indeed as the copy protected CDs do hit 
the market, in many cases they will not play on existing equip- 
ment, leading to confusion, leading to consumers that feel that 
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their equipment is broken, leading to calls to our consumer care 
centers. 

There is already a fairly, I think, sizable revolt going on, on the 
Internet. My own e-mail box is getting swamped with letters from 
consumers who are actually supporting Philips as we have been at- 
tempting to put the brakes on such copy protection, and again 
making sure that we all understand what we are doing as we go 
forward. 

So it is a very serious area. I think you are also right, to the true 
pirate they are going to find a way around it. So it is casual copy- 
ing that we are talking about, but a very serious problem for us 
right now, and growing. 

Mr. Boucher. Should we legislate to require appropriate labeling 
when the disk is dysfunctional because of the copy protection? 

Mr. Blanford. Well, I think, you know, that would be cer- 
tainly — I mean, the ethical thing for the producer of that particular 
disk to do would be to label, and we could legislate that. Unfortu- 
nately, I think consumers will still be surprised. They may not see 
the label. They are still going to take it home, tear open the wrap- 
per, put it in their CD player, and it is not going to play. 

So I am not sure if — I would support it, but I am not sure that 
that is going to solve the problem, and it is another area where, 
again, more discussion is needed. 

Mr. Boucher. Well, thank you, Mr. Blanford. I think more dis- 
cussion is needed and, hopefully, this subcommittee will take the 
opportunity to look at this issue at the proper time. Thank you 
again. 

Mr. Blanford. Thank you. Congressman. 

Mr. Upton. Mr. Markey. 

Mr. Markey. Fourteen years ago, we set up a screen in this 
room, and we had the first international broadcast of an HDTV sig- 
nal from Canada into this room. The members on this committee, 
they just fell over wanting to know where they are going to be able 
to get the sets, when they were going to be able to see all this pro- 
gramming in HDTV. 

The policy that our country constructed was essentially 6 mega- 
hertz for the broadcasters, and then walk away. Even when I, in 
1997, had an amendment here that said that all television sets sold 
in the United States that would be digital at least have a digital — 
have an ability to receive a distal signal, even if it was an analog 
set, by 2001, it was rejected like 35 to 7 here on the committee. 

So just dealing with that one issue, the 6 megahertz, doesn’t 
really create a policy, if that is the only role the government is 
going to play, because if you walk away, you wind up with chaos. 
Same thing as here, and after I have heard all of the testimony 
here today. 

We can deal with flags or this or that or the other thing, but we 
just can’t deal with any one part of it. We have to deal with all of 
it, and we have to deal with all of it at the same time or else any 
un-dealt-with part of the puzzle has the capacity to paralyze all the 
rest of the resolved issues. 

My own personal experience now 14 years later after conducting 
that hearing — I have been on the committee for 26 years — was the 
breath taking response from the committee members. I think the 
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same desire is there for a resolution of all of these issues. That is 
the product that is promised to the American public, this combina- 
tion of broadband and content. But in order to telescope the time- 
frame for us to have this miracle, this product presented to the 
American public, in my opinion, it is going to require an industrial 
policy. 

It is going to require the Federal Government to intervene, be- 
cause I do not see any likely near term resolution of any of these 
issues in a way that resolves the big issue of presenting something 
to the consumer anymore than, in the absence of the Federal Gov- 
ernment intervening, do I see any ultimate resolution of the HDTV 
conundrum; because there are so many moving parts, you cannot 
ultimately rely upon any one industry to resolve it. You have to 
have the Federal Government come in and make very difficult deci- 
sions. 

That is my recommendation, Mr. Chairman, and it would be that 
this hearing be followed by a whole series of additional hearings 
that can allow us then to go down the list of still unresolved ques- 
tions, because ultimately, I think, left to the private sector, we will 
just have a repetition syndrome of what has happened with HDTV, 
going back to 1988. We will not see the full resolution of all of 
these problems. 

Thank you, Mr. Chairman. 

Mr. Upton. Thank you, Mr. Markey. I just want to say that I 
know that your participation in our roundtable meetings has been 
very constructive and productive, as we have all worked together. 
We are looking to have another one next month, and we will follow 
up with additional hearings. That is for sure, as the country watch- 
es what is going to happen. 

Thank you very much. The hearing is adjourned. 

[Whereupon, at 4:23 p.m., the subcommittee was adjourned.] 

[Additional material submitted for the record follows:] 

Prepared Statement of the Association foe Competitive Technology 

INTRODUCTION 

The Association for Competitive Technology (ACT) submits the following views on 
the subject of protecting digital content. ACT represents over 3,000 information 
technology (IT) companies and professionals, including those involved in creating so- 
lutions to transmit digital content. We strongly believe that the marketplace, with- 
out the assistance of additional legislation or regulation, is in the best position to 
respond to the demands of consumers and copyright holders. Legislative proposals 
that install government mandates for security standards (or DRM) are unnecessary 
and will be counterproductive. 

The potential market for digital content is an estimated $270 billion, and Digital 
Rights Management (DRM) technologies and solutions are the keys to unlock it. IDC 
has estimated that the market for Digital Rights Management (DRM) software is 
expected to reach more than $3.5 billion in revenue by 2006. Without a doubt, 
emerging and maturing DRM technologies will enable a secure electronic market- 
place where content providers can be compensated for the use of their digital con- 
tent. Small and mid-size technology companies make up the bulk of the DRM devel- 
opers heeding the call to action. 

Currently, the flow of legitimate online content is a trickle compared to what it 
could be. Content owners are hesitant to release content for fear that once a song 
or movie is lost to digital pirates, all value in the investment and commercial oppor- 
tunities are lost as well. The IT industry and entertainment industry seem to agree 
that it’s going to take continued development of new technology and new business 
models to provide DRM while expanding consumer distribution, convenience, and 
choice. In other words, a DRM model needs to allow consumers to rent, buy, time 
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shift and place shift any piece of lawfully acquired digital content. To that end, the 
industry is already devoting billions in R&D to develop these technologies. 

HOW DRM WORKS TO PROTECT DIGITAL CONTENT 

DRM technolo^es can be grouped into three basic categories: 1) the access control 
with authentication and/or encryption mechanisms; 2) usage control according to 
rules that are set by the content distributor, e.g., listen-only rights, where the user 
is unable to save or distribute the music. 3) tracking mechanisms that allow the 
content provider to track subsequent use with watermarking and digital footprints. 

DRM technologies offer content owners the aforementioned dynamic solutions 
through passive and active methods. An example of a passive DRM technique is con- 
sumer identification and trace back to find illegally copied content. Methods include: 
serial numbers, digital fingerprints, traitor tracing. In order to ensure the integrity 
and authenticity of digital content, its accompan 3 dng metadata and the hardware 
and software components of a DRM system, security features such as digital signa- 
tures, fragile watermarks, and challenge-response protocols are included. 

In terms of active protections, DRM systems have been developed that utilize spe- 
cialized filters and marking techniques such as “audio fingerprinting” or “robust 
hash” that block unauthorized access to pirated content. In addition, fair-exchange 
protocols ensure technically that the consumer receives access to protected content 
only after having paid the appropriate price. If the DRM system detects a security 
breach, it can revoke and disable compromised consumer devices. 

EXAMPLES OF “APPLIED” DRM 

In order to be successful on the mass-market, DRM technologies must continue 
to be effectively integrated into consumer devices. A positive sign is that a number 
systems for playing digital content currently utilize DRM technology. DRM compo- 
nents can be found in pay TV systems, DAT and some types of compact disc players. 
The DVD system employs various technological protection measures, including the 
Content Scramble System (CSS). Other DRM standards include the High-bandwidth 
Digital Content Protection (HDCP) for protecting digital video outputs, and Content 
Protection for Recordable and Prerecorded Media (CPRM/CPPM). DRM solutions are 
being integrated into new devices and software including digital audio and video 
players, e-book readers, operating systems and mobile devices. These solutions all 
have one thing in common; they were created without technology mandates. 

The technology industry remains focused on creating marketable solutions. Con- 
tent owners, device manufactures and IT companies have agreed that the successful 
DRM solutions for digital content should have these features: 

• DRM software and devices should be so easy to use that they’re nearly invisible 

to the consumer, even as they move digital entertainment content among their 
own household and personal devices. 

• Users should be able to recombine and share any of their own digital content. 

• DRM solutions should be inter-operable among devices and distribution channels, 

and the technology should have consistent enforcement of rights wherever the 
content goes. 

• DRM technology should be flexible enough to adapt to different business models 

(e.g., charges for a single use or for a specified time period). 

• DRM technology and devices should be capable of online updates with new protec- 

tion software. 

• Content providers will need DRM databases and systems to define and manage 

rights to their content. 

• Enterprises such as corporations and educational institutions need DRM systems 

to manage content and group rights. 

No douht integrating the above features creates challenges in balancing the rights 
of content owners with the demands of consumers. There should also be no doubt 
that thousands of technology developers are racing to deliver solutions that meet 
those challenges. The enormous value of the music market provides a powerful fi- 
nancial incentive for DRM innovation, but it’s up to content owners, the IT industry 
and consumers to pick the winning solutions. 

XrML 

In the attempt to implement these features, one machine-to-machine standard has 
emerged. The extensible rights Markup Language (XrML) synteix provides content 
owners the opportunity to attach data about royalty arrangements, ownership, lis- 
tening limitations, and context pricing (e.g., sale or rental) to the content, so it can 
“travel” across devices without degrading the copyright. XrML as heen embraced by 
Microsoft and is a primary feature of their DRM function. Moreover, the number 
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of licensees of XrML’s is growing rapidly and is already in the thousands. Now that 
XrML is emerging as the industry standard language for digital rights, companies 
are taking initiatives that will keep the DRM marketplace moving. 

As mentioned above, XrML supports trial use, rental and sale distribution models. 
This means that “old” models of selling music will find “new” viability. For example, 
music content owners, utilizing XrML based DRM distribution systems, can provide 
a consumer the opportunity to listen to parts of songs for free, purchase singles for 
a competitive price and purchase albums for download to a digital device. 

Eliminate the incentive 

Technologists at RSA and Bell Labs have begun addressing the piracy problem 
by developing a practical solution designed to make it less economically viable to 
steal content. Their models are aimed at the typical scenario most feared by content 
owners. The case is which a pirate obtains a legitimate, secure copy, potentially al- 
ters, and then distributes copies in order to make a profit. RSA and Bell Labs have 
offered a solution currently targeted toward software, but applicable to digital con- 
tent, relying on periodic updates. The key is required interaction between the owner 
of the content and the legitimate distributor. 

Subscriptions 

DRM integrated into a subscription model allows content owners to bundle a large 
number digital content for a fixed price. In a variety of circumstances, a multi-prod- 
uct content owner can extract substantially higher profits by offering one or more 
bundles of digital media than by offering the same goods separately. At the same 
time, bundling can be used to introduce new songs, movies, documents and titles 
to create a continuous relationship with the consumer. This relationship offers a 
foundation on which content owners can generate revenues. The subscription model 
may represent a mix between indirect and direct revenues with the option of con- 
sumption combined with transparent pricing. Forrester expects additional revenues 
from digital music subscriptions of $3.3 billion. Subscriptions provide flexibility that 
will attract consumers. For example, a premium membership might offer a flat rate, 
eventually combined with services from the second scenario, while an advertising- 
based membership might limit access in quantity, time or actuality. 

By utilizing DRM technology to securely encrypt the music with a key, the pack- 
age can be digitally delivered to the consumer’s device. There, the locally installed 
trusted tool gains access to the digital content with an unlock key which leaves the 
file locally encrypted and streams the digital content into the memory for “on the 
fly” decryption. The user, who has agreed to the terms and conditions of use, has 
now the license to access the content. His usage is recorded and the transaction is 
reported to a clearinghouse to initiate payments and backup system information. 
The content owner is being protected and the content owner maintains control and 
determines pa3Tnent collection. 

Companies providing “applied” DRM 

There are dozens of companies that are creating and deploying DRM solutions for 
a number of scenarios. The table below lists some emerging ones and their area of 
expertise: 


Company DRM Solution 


Authentica Focused on “digital rights management software for protecting and controlling valuable business in- 

formation shared internaiiy or aoross company boundaries. Product suite iets users share valuabie 
digital content — e-mail, documents, and Web content — without giving up the rights to determine 
what happens to it, no matter who has it or where it's stored.” 

e-Vue “e-Vue also integrates digital rights management (DRM) tools into its MPEG-4 solutions to provide a 

powerful and secure multimedia content delivery engine." 

MediaDNA “MediaDNA's patented solutions provide business enterprises and publishers of valuable information 

with a tramework for safely promoting and controlling oontent distributed over the Internet, 
intranets, extranets, and other media such as CD-ROM. MediaDNA's approach is unique in that 
its comprehensive solutions not only include proven. Digital Rights Management (DRM).” 

SealedMedia “[PJrovides Digital Rights Management (DRM) technology for organizations requiring persistent con- 

trol for digital content delivered over the Internet. Unique to SealedMedia is its support tor mul- 
tiple media formats, its association of lioenses with people rather than devices, and the flexibility 
of the usage models it enables. SealedMedia oustomers include ipicturebooks.com (AOL Time War- 
ner), Harcourt, Pearson Education, Congressional Quarterly and Xansa.” 
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GOVERNMENT TECHNOLOGY MANDATES ARE UNNECESSARY AND WILL DO MORE HARM 

THAN GOOD 

History has shown that the market, not government regulators, is responsible for 
bringing copyright protections to bear. The same can be said in the digital media 
context. The DRM solutions in the section above demonstrate that there can be any 
number of ways to address the need to protect content owners while providing con- 
sumers meiximum utility. In this regard, the IT industry is currently working fever- 
ishly to develop and deploy robust rights management technology. 

We share with the content owners, the goal of providing rich digital content to 
consumers at an attractive price. However, legislation proposed by some content 
owners will frustrate our ability to achieve this goal. The Consumer Broadband and 
Digital Television Act (CBDTA) proposal is myopic with respect to rights manage- 
ment solutions and have the potential of lock out promising technologies. Further, 
CBDTA creates a scenario where companies not involved in digital media will inad- 
vertently find themselves in violation of a law never meant to be applied to their 
business model. 

ACT remains steadfastly opposed to government-mandated rights management 
technology standards, for the following reasons: 

• The government should not pick winners and losers through its certification proc- 

ess; especially while the IT industry is working to achieve an open DRM stand- 
ard. 

• These standards will “freeze” technology by requiring government approval of de- 

sign changes. Instead of real-time innovation, we could easily end up with a 
one-size-fits-all standard. 

• Publishing standards on government web sites makes it too easy for hackers to 

circumvent. 

• Innovators can’t receive government certification if your copyright protection tech- 

nology isn’t “reasonably priced” according to a current draft of a legislative pro- 
posal. 

CBDTA is out of touch with the realities of the DRM marketplace. Not all solu- 
tions will have the same features. Currently, companies focusing on DRM are able 
to quickly tailor their solution to the evolving need of the content owners. CBDTA 
requires that content owners, IT companies, devices manufactures and consumer 
groups come up with standards for all permutations of digital media distribution in 
one year. The history of DRM shows that there is no such thing as a quick fix. Cur- 
rent technologies are years, not months in the making. It is absurd to believe that 
all security standards can be discussed and agreed upon in one year. Meanwhile, 
development of DRM will have to slow pending the discussion. If not, the discus- 
sions would have to continue in perpetuity or risk leaving some standards outside 
the law. The bottom line is that the bill will cut off the development of promising 
technologies. 

Small technology companies, which are the bulk of the DRM innovators, will also 
suffer under the CBDTA. The proposal calls for representatives of content owners, 
IT companies, devices manufactures and consumer groups to create security stand- 
ards. Although the bill attempts to bring all interested parties together, the reality 
is that small companies will be shut out. Again, the result will be a cessation of 
innovation. Only the most well funded companies will dare continue because they 
will have the resources to switch gears when the standard is announced. The small- 
er companies risk running afoul of the law by putting out illegal software. There 
is no doubt that venture capital and other funding sources will find “safer” places 
to put their money. Widespread DRM development will become a distant memory. 
The net effect will be fewer companies able to provide cost effective, targeted DRM 
solutions for content owners. 

Finally, CDBTA is overly broad and invites unintended consequences. Its defini- 
tion of “digital device manufacturer” was created to capture any type of digital 
media software and hardware. Such a definition must be written broadly lest it cre- 
ate loopholes for digital pirates. Its application to “any” type of software that can 
transmit digital content captures an array of software (and the companies that de- 
velop them) that are not intended to transmit content. Companies that develop and 
ship spreadsheets, word processors and e-mail programs would be in violation of the 
law unless they implemented security standards. These vendors will face the 
Hobbesian choice of either raising prices to cover the new development costs (which 
will not sit with consumers) or break the law (which doesn’t sit well with anyone). 

These problems are inherent within legislative approaches like CBTDA are un- 
warranted and should be avoided. ACT and the IT industry are not alone in taking 
this position. Even content providers such as Pressplay (an online music distributor 
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created by music labels), have urged Congress to focus on applying existing law to 
the marketplace instead of creating new laws. 

CONCLUSION 

Development of DRM technology will take two things: continued innovation and 
time. Unfortunately, government technology mandates do not encourage either. 
Given the tremendous opportunity for a digital media marketplace, nothing should 
stand in the way of technologies aggressively competing to create solutions that pro- 
tect the rights of content owners while meeting the needs of consumers. The only 
way this will happen is through an unfettered market. 


Prepared Statement of Steve Griffin, CEO and Chairman, StreamCast 

Networks, Inc. 

I would like start out by asking a simple question. What would life be like in 
America today, if you could not go down to the local Blockbuster and get a movie 
on a Friday night? 

Since 1906 when music publishers fought the introduction of the player piano to 
today, content companies have tried to slow down or eliminate technologies that 
they believe threaten their rights and their methods of business. 

In the early 1980’s the climate surrounding advancements of technology was just 
as confused as it is today. Then it was the call to arms by the entertainment indus- 
try that VCRS needed to be recalled from consumers’ homes and banned from sale. 
We are in the latest chapter of a familiar story; one of content companies vs. tech- 
nology companies. 

I am pleased to have the opportunity to share the story of Morpheus and discuss 
with you today our vision Peer-to-Peer (P2P) communications and the role it will 
play in this universe of Digital Media. 

The Fear of Technological Innovation 

As they say, hindsight is 20-20. Today we have the benefit of looking back and 
seeing that the VCR was not the threat the motion picture had imagined it to be. 
Indeed, without the introduction and acceptance of the VCR, entire industries would 
not exist, the entertainment industry would not have experienced the powerful and 
profitable growth it has enjoyed, and consumers would have continued to be forced 
to watch media either in a theatre or on TV. 

The ability to enjoy the freedom to go down to your local Blockbuster and get a 
movie if you chose and watch it in your own home is provided only by the Supreme 
Court decision in the Sony Betamax case. 

I look forward to the day when we will all look back on the early fears of Mor- 
pheus and other P2P technologies and recognize them as just as misplaced as the 
fears of the Betameix were. 

P2P Allows People to Communicate Directly Like Never Before 

I believe that P2P networks will become as common as the telephone, where peo- 
ple can connect directly to one another without having the operator listen in on your 
calls. 

There has been a lot of misunderstanding surrounding P2P Networks and prod- 
ucts like Morpheus by the press and by the community. A true P2P software prod- 
uct, like Morpheus, allows consumers to connect directly with each other and to ex- 
change any type of information — anything — recipes, family photographs, a poem 
from a budding poet, commentary on public issues, anything. Once the consumer 
has downloaded the Morpheus software they choose what electronic information 
that they want to make available to people around the world. 

With Morpheus our business model started with advertising and has provided us 
a revenue platform to achieve profitability. This year we will introduce several addi- 
tional revenue streams as we attempt to be responsive to the Morpheus users, po- 
tential business partners and new marketing strategies. We are passionate about 
incorporating different tools that empower consumers to communicate and exchange 
information while protecting the creators’ content. 

When consumers launch the Morpheus software, they join and help create a self- 
organizing, self-sustaining network of users around the world. The more users that 
join the network and share content — the richer the experience. It is a true decen- 
tralized P2P network since StreamCast has no involvement with the consumer as 
it relates to the sharing of information. Consumers can chat using Morpheus just 
like AOL instant messenger. They can post promotional brochures, they commu- 
nicate in multiple languages. 
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In short, Morpheus allows consumers to directly connect to each other like the 
Internet was intended to be. In fact, many call decentralized P2P “the New Inter- 
net.” It is a new gateway or alternative to the World Wide Web. 

Decentralized P2P offers the most cost effective and efficient distribution that ex- 
ists in the world today. By leveraging millions of consumers’ computers and their 
distributed bandwidth, enormous cost of goods savings can be realized. With the 
Morpheus software a file can be transferred very rapidly. In fact the more copies 
of the same file that are on the P2P network means a couple of significant things: 
First the file is persistent so any time night or day a person joining the user created 
network can find any information that they want. Second, by having a very sophisti- 
cated file transfer protocol, parts of a file are downloaded from multiple sources. 
This means that even a 56K modem contributes to the richness of the user created 
network. Our bench testing indicates that it only takes approximately 10,000 copies 
of a file for it to achieve persistence around the world. The cost to deliver this per- 
sistence for a music CD is under $500. 

Consumers Have Voted — They Want P2P 

Let me share a few numbers about the Morpheus User Network. Since April of 
last year we have had somewhere around 90 million downloads of our software 
product. It is even been exchanged on other P2P platforms. For the past year we 
have averaged an estimated 6 million new users per month who download the soft- 
ware. Over the past year on the Morpheus User Network, approximately 3 million 
unique users use Morpheus each day. Furthermore, 24 hours a day, seven days a 
week the user network averages 1 million simultaneous users connected together. 
An independent study just released indicates that 49.7% of Morpheus users use 
broadband. Around 45% of the users are from outside the United States. 

The reason that I am so passionate about the technology platform of P2P is that 
this “New Internet” is capable of providing a world wide societal change. In this new 
world consumers are no longer receivers of information, they are also senders. And 
it is my belief that consumers around the world represent an incredible opportunity 
to release creative expression. They have never had a platform for distribution or 
a chance to monetize their expression. Now they do with Morpheus. 

Today we are in a time of great conflict and great confusion. And it is no won- 
der — marketing messages are inundating the consumer with a message of freedom. 
They hear “rip it, strip it, and burn it”. Manufacturers provide millions of writable 
CD’s to assist in the process. Many different companies make software that allows 
consumers to create MP3 files. Millions of media files are attached to emails using 
Microsoft Outlook, and many others attach files to an AOL instant message. How 
is a consumer to figure out what they can do with the media companies’ approval 
and what they can’t do? Why is it that the media industry has not chosen to litigate 
against the companies that make these products? 

StreamCast will continue to support the evolution of the P2P platform so that in 
the near future even consumers will be able to create content and securely publish 
it with micro commerce with any one around the world. StreamCast has developed 
the CintoA technology to allow content to be wrapped in a secure Morpheus wrapper 
so it actually becomes a software program. This program allows rules to be gen- 
erated by the content owner. The wrapped content can be freely traded across the 
Morpheus User Network via downloads which eliminates the un-scalable cost of 
sales that affects centralized download and streaming initiatives. Once downloaded 
the consumer can listen to, view, and review the information. Each wrapper will in- 
clude a buy button, which allows the Morpheus user to complete a Micro payments 
transaction and unwrap and then fully enjoy the content. 

Two Buckets of Content and Two Ways to Look at Content 

We believe there are two buckets of content in this brave new digital world. Con- 
sumer created and commercially created. There are also two ways to look at content, 
today backwards and today forward. Today back is the situation we are in today 
where content has been unprotected and today forward is the time when content 
owners choose to protect and wrap content. It is our strong opinion that the concept 
of today backwards and today forwards needs to be understood and different com- 
pensation models need to be created for each timeframe. The media companies are 
attempting to convince everyone, including Congress, that we need a one-bucket so- 
lution to a two-bucket problem. 

We believe that a solution for today back is best represented by the continued per- 
ception of a free model represented by 75 years of successful experience in broadcast 
radio and television. In this model content is paid for by advertisers but perceived 
“free” by the consumers. The today forwards model most likely will require a pay 
to listen or pay to view. A one price fits all system does not benefit the consumer! 
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Today, Morpheus, with its 90 million software downloads, along with millions of 
other consumers using other decentralized P2P platforms, are being forced into dis- 
cussion between the value of content companies and technology companies. I would 
argue that consumers are confused and wondering what this fight is really all 
about. Is it about copjright, creativity, and growth of science and the human spirit? 
Or is it about control, power, money and maintaining the status quo? 

We Must Find Common Ground 

We need to understand that there are two very important issues: one of content 
and technology and how they converge. One that can have a dramatic impact on 
both industries. At StreamCast we believe that P2P is an important technology that 
not only can create important societal changes but itself reflects important societal 
changes that have already taken place. Individuals — on their own, unaided by the 
communications giants — are finding their own new ways of connecting, of commu- 
nicating, and of creating and controlling their own communication channels. Their 
will — connected and empowered — will prevail. It is prevailing now and we cannot 
forget them. 

I have no doubt that P2P will become as ubiquitous as the telephone. To 
StreamCast this is not about content. It is not about media. It is about recognizing 
the freedom, and the power, of consumers to connect directly with each other and 
share and exchange information and communications. It is about developing an ar- 
chitecture that works with individuals, that provides tools that respect individual 
control and empowerment, and that offers pleasing and satisfying opportunities for 
communication and commerce. We must never lose sight of our common ground, 
that this is really all about the consumers and our future together with them. 


Prepared Statement of Jack Valenti, President and Chief Executive Officer, 
The Motion Picture Association of America 

This document sets forth the goals that the American movie industry urges the 
Congress to seriously examine. The future of these unique creative story-telling 
works is in danger of being shrunk and squandered by an increasing thievery on 
the Internet. We cannot stand mute and observe the slow undoing of a formidable 
American economic and creative asset, which would cause terrible injury to the con- 
sumers of America. 

Broadband (high speed, large pipe entry to the Internet) is an OPPORTUNITY 
to make available to consumers another delivery system for transporting visual en- 
tertainment to their homes. This means more freedom of choices for consumers. 

The Economic Worth of the Copyright Industries 

What kind of asset is at stake here and what does it mean to this country? The 
facts are these: The Copyright Industries (movies, TV programs, home video music, 
books and computer software) are America’s greatest trade export prize. They are 
responsible for some five percent of the GDP of the nation. They gather in more 
international revenues than automobiles and auto parts, more than aircraft, more 
than agriculture. They are creating NEW jobs at three times the rate of the rest 
of the national economy. The movie industry alone has a SURPLUS balance of trade 
with every single country in the world. No other American enterprise can make that 
statement. And all this at a time when the country is bleeding from a $400 Billion 
trade DEEICIT. 

Which is why we come to you with a clear statement of what is needed to preserve 
this extraordinary economic/creative engine of growth in a broadband world. 

As you may surmise, producers of visual entertainment are enthusiastic, ready 
and eager to offer their creative works on the Net. And to dispatch those works LE- 
GALLY, at a fair and reasonable price to those American homes who choose to view 
them. It should be noted that “fair and reasonable” will be defined by the consumer 
and no one else. 

But there is an obstacle. Consider this: The cost of making and marketing movies, 
for example, has risen to nerve-shattering heights. In 2000, the total cost to the 
major studios for making and marketing their films was, on the average, an as- 
tounding $82 Million! Only two in ten films ever retrieve their total investment from 
U.S. theatrical exhibition. Those films must journey through various marketplace 
sequences: airlines, home video, satellite delivery, premium and basic cable, over the 
air TV stations and internationally. They must make that journey to try to break- 
even or ever make a profit. 

Today as that movie travels its distribution compass course, it is exposed to great 
peril, especially in the digital environment. If that movie is ambushed early on in 
its travels, and then with a click of a mouse, and without authorization, sent hur- 
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tling at the speed of light to every nook and cranny of this planet, its value will 
be seriously demeaned. Who on earth would continue to invest huge sums of private 
risk capital when the chances of redeeming that investment become remote, if not 
impossible? 

Broadband entices and allows piracy of films and TV programs on a massive, un- 
precedented scale. And at this precise moment, movies and other visual entertain- 
ment works are in ever-multiplying numbers swarming illegally throughout so- 
called file-sharing sites (a more accurate description would be “file-stealing” sites). 
And this is in an environment where most people’s broadband connections are not 
fast enough to enable speedy downloads of these illegally copied files (funny how 
people will wait a long time for something when it is free!). 

Thus, the problem will only get worse as the speed of broadband increases. Uni- 
versity-based piracy provides especially troubling evidence of this phenomenon, be- 
cause university Ethernet systems are state-of-the-art, large pipe, highest speed 
broadband connections. These university systems are over-run and heavily burdened 
by student downloading of pirated movies and TV shows. It’s easy. It’s fast, and it’s 
free. It is also illegal. 

Gresham’s Law works its will in such a landscape. Just as cheap money drives 
out good money, so we are afraid that pirated movies will spoil the market for 
broadband delivery of high-quality films with superior fidelity to sight, sound and 
color once these high-speed connections proliferate. A consulting firm has estimated 
that more than 350,000 movies are being illegitimately brought down EVERY DAY. 
Who would choose to pay for movies when you can have them delivered to you 
FREE? It is this infection which corrodes the future of creative works. But if 
through technological measures, producers of visual entertainment could defeat the 
spread of pirated movies populating “outlaw” Net sites, the Net would be cleared 
of illegal debris and able to hospitably welcome legitimate, superior quality enter- 
tainment in a user-friendly format. The Consumer Electronics and Information 
Technology industries have been working cooperatively with us to find methods to 
deliver our legitimate content in a more secure digital environment. The largest 
beneficiary of such an environment would be American consumers. 

The THREE GOALS I outline below are desired to protect valuable creative 
works in visual entertainment, and at the same time expand the reach and attrac- 
tion of broadband in the consumer society. 

How to achieve these GOALS? First and foremost both the House Energy and 
Commerce Committee and the House Judiciary Committee must be involved be- 
cause these goals are umbillically connected to the oversight jurisdiction of both 
Committee. 

Our Three Goals, whose Objective it is to Protect movies, TV programs and other 
visual entertainment on the Net. 

Goal One: to create a “broadcast flag” which would prevent broadcast programs 
exhibited on over the air TV stations from being re-distributed on the Net, which 
is a form of thievery. 

Because just about all such TV creative material is in “deficit,” (that is, its pro- 
duction costs are higher than the license fees it receives from the network) 'TV series 
and other high value broadcast material must go to “syndication” when they leave 
the network. Syndication means those programs must be licensed to local and inter- 
national TV stations in order to recoup their total investments, and hopefully make 
a profit. If such programs are re-distributed on the Net while they are still on the 
network, it shrinks and decays the earning power of that program in the syndication 
market. As of last week, a technology for constructing the “broadcast flag” was near- 
ing agreement among the Information Technology, Consumer Electronics and movie 
industry companies. We are deeply appreciative of these efforts. 

Action: The parties will need to agree on how to achieve this goal, either through 
narrow congressional or agency action. 

Goal Two: To “plug” the “analog hole.” 

This is technical jargon. Let me sort this out in plain English. All digital protec- 
tion designs can only work in a digital environment, which is the environment of 
the Internet. When a digital signal comes down to a TV set in the consumer home, 
that TV set in 95% or more of American homes is an “analog” set. This means the 
digital signal is immediately transformed into an analog signal in order for the con- 
sumer to watch it. If the analog signal is then converted back to digital, it cannot 
be protected by any known protection device. This is called “the analog hole.” One 
way to “plug the hole” could be through a “watermark detector.” The “watermark” 
is an ingenious design, which commands the signal converter in the TV set to re- 
spond to the instructions on the movie. This can be accomplished through a concord 
agreed to by the Information Technology, Consumer Electronics and Movie indus- 
tries. 
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Action: To reach this goal, Congressional assistance will be necessary. 

Goal Three: To stop the avalanche of movie theft on so-called “file-sharing” Web 
sites, such as Morpheus, Gnutella, etc. (the more accurate name would be “file-steal- 
ing” sites). 

Unhappily, neither the “broadcast flag” nor “plugging the analog” hole will stop 
this relentless thievery that is endemic. 

We have not hesitated to spend considerable resources to fight these sites and 
services in the courts. But litigation alone cannot possibly provide an adequate solu- 
tion, particularly as these services become increasingly decentralized, fragmented 
and anonymous. Constructive discussions need to take place with the Information 
Technology and Consumer Electronics industries to determine how best to develop 
effective technical solutions to crush online theft of our valuable creative works. 

Action: Continuous negotiations must take place to develop technical solutions, 
which may require legislative enforcement. 

There is one truth that sums up the urgency of this request to the Congress to 
enlist in the battle to preserve and protect an American economic and artistic asset, 
which attracts the enjoyment, the patronage and a most hospitable reception by 
every creed, culture and country throughout the world. 

That truth is: If you cannot protect what you own, you don’t own anything. 


Prepared Statement of the Video Software Dealers Association 

The Video Software Dealers Association (VSDA), the international trade associa- 
tion representing the home video industry and video stores across the nation,' sub- 
mits this statement for the record of the hearing on “Ensuring Content Protection 
in the Digital Age.” 

We respectfully suggest that Congress focus not only on protecting digital content 
from copyright infringement but also on protecting the rights of the owners of law- 
fully made copies of digital works. We are concerned that digital rights management 
constructs are being used not only to prevent piracy and to ensure payment for pur- 
chases, but also to circumvent constitutional and statutory limitations on the copy- 
right monopoly. 

For example, digital rights management systems can be used to: 

1. Prevent a lawfully purchased, digitally delivered movie from being played more 

than a certain number of times, or from being played on any machine other 
than the first computer or player on which it is played (thereby preventing rent- 
als, resales, lending, or gifts of previously viewed movies). 

2. Lock out, delete, or disable lawfully made copies of motion pictures residing on 

a computer hard drive or other storage system. 

3. Prevent consumers from privately performing a work over a home network. 

4. Lock up material that is not copyrightable or is in the public domain. 

5. Effectively expand the term of the copyright monopoly indefinitely. 

This overreaching promises to undermine copyright law and the public policies it 
serves, suppress consumer choice and retail competition, and ultimately impede the 
development of online entertainment, to the detriment of consumers, retailers, and 
copyright owners. 


copyright law and home video 

Having built the world’s first home distribution system for motion pictures on the 
strength of the first sale provision of the Copyright Act,^ video retailers may have 
as much at stake in this discussion as any other market segment. 

Copyright law provides the legal foundation that has facilitated the phenomenal 
growth of the home video industry over the past two decades. The copyright monop- 
oly supplied motion picture copyright holders with the economic incentive to develop 
new markets for their motion pictures, which led first to the emergence of video- 
cassettes, then digital versatile disks (DVDs), and most recently, Internet-based 
“video on demand.” These innovations have enhanced the consumer’s access to mo- 
tion pictures and created a vibrant, competitive industry. 


' Established in 1981, VSDA is a not-for-profit international trade association serving the $19 
billion home entertainment industry. VSDA represents more than 1,700 companies throughout 
the United States, Canada, and a dozen other countries. Membership comprises the full spec- 
trum of video retailers (both independents and large chains), as well as the home video divisions 
of major and independent motion picture studios, and other related businesses that constitute 
and support the home video entertainment industry. 

2 17 U.S.C. 109(a). 
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When videocassette recorders (VCRs) first emerged as a consumer electronics 
product in the late 1970s, few imagined how ubiquitous they would become in Amer- 
ica’s homes and how popular watching a prerecorded video of a motion picture 
would be. For an overwhelming majority of America’s 250 million plus consumers, 
renting and buying prerecorded videocassettes and DVDs is an integral component 
of their entertainment options. More than 90% of the households in the U.S. own 
at least one VCR. And although the DVD is a relatively new format, it is projected 
that approximately 24 million U.S. households now own a DVD player. It is esti- 
mated that almost 3 billion videotapes and DVDs were rented in 2001. Approxi- 
mately one-third of all video-equipped households rent a videotape or DVD weekly, 
while 50% rent at least once a month. More than 60% of video-equipped homes have 
a video library of some sort. The average videotape library contains 75 titles, while 
the average DVD collection contains 19 titles. Consumer spending on video rentals 
in 2001 was a record $8.42 billion. More than $10 billion was spent purchasing the 
most popular videotapes and DVDs in retail establishments. 

Essential to the success of the home video industry is the first sale doctrine of 
copyright law, codified at 17 U.S.C. 109(a). By giving retailers the right to sell and 
rent lawfully made videos and video games without restriction by the copyright 
owner, the first sale provision benefits society by promoting retail competition and 
maximizing distribution of creative works. 

Although the motion picture studios strenuously resisted the emergence of the 
VCR and the creation of the video rental industry, even going so far as petitioning 
Congress to eliminate the first sale doctrine for prerecorded videos of movies, the 
home video industry today is an enormously profitable enterprise for the studios. 
Over the past several years, revenue from home video has accounted for more than 
half of the studios’ gross domestic film revenue. Total revenue to the studios from 
domestic video sales and rentals totaled $10.7 billion in 2000. 

Video retailing, while experiencing some of the consolidation and slowing of 
growth of a maturing industry, remains a vibrant competitive enterprise. There are 
24,000 video rental specialty stores in the U.S. These stores include the major public 
chains such as Blockbuster, Hollywood Video, and Movie Gallery, and a significant 
number of independent retailers. It is estimated that more than 40% of video spe- 
cialty stores currently are single-store operations. Another 4,000 non-specialists, pri- 
marily supermarkets and drugstores, also rent video as a regular part of their busi- 
ness, and numerous other retail outlets sell prerecorded videos. 

Home video has flourished precisely because copyright holders could not control 
the home video rental and resale market. The freedom to rent and resell videos 
guaranteed by the first sale provision has provided consumers with access to a wide 
variety of affordable, quality entertainment from different sources, generated a tre- 
mendous revenue stream for the copyright holders, and created a thriving industry 
with a high level of competition. 

THE FIRST SALE DOCTRINE 

Copyright law maintains a careful balance between protecting the intellectual 
property of copyright holders and promoting the broad dissemination and enjoyment 
of protected works. The Constitution provides Congress with the authority to enact 
copyright laws “[t]o promote the Progress of Science and the useful Arts, by securing 
for limited Times to Authors and Inventors the exclusive Right to their respective 
Writings and Discoveries.” ^ The intent of this provision is to encourage authors to 
create and to disseminate their works. Nevertheless, copyright law carefully limits 
the scope of the copyright monopoly. The cop 3 Tight holder and the owner of a lawful 
copy of a copyrighted work each have distinct rights under the Copyright Act, and 
the rights of each must be respected. 

One of the essential rights of an owner of a lawful copy is embodied in the first 
sale provision. Section 109(a) provides that, notwithstanding a cop 3 Tight owner’s 
distribution right, the owner of a particular copy lawfully made under U.S. copy- 
right law “is entitled, without the authority of the copyright owner, to sell or other- 
wise dispose of the possession of that copy.” The first sale provision applies to “cop- 
ies,” including digital copies fixed in a tangible medium, without regard to where 
or how they were made. Moreover, the Cop 3 Tight Act also makes clear that the first 
sale doctrine need not involve a sale. Rather, the pivotal question is whether the 
person asserting the first sale doctrine right is the “owner” of a “lawfully made” 


3 U.S. Const., art. I, cl. 8. 

“3 U.S. Copyright Office, “DMCA Section 104 Report,” 78 (2001). 
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copy. There is no requirement that the tangible medium of expression have been 
sold by the copyright holder. 

Copies can be mass produced at a factory or singularly by the consumer at a home 
computer. The owner of a lawfully made copy may assert bis or her first sale rights 
regardless of whether the copy was purchased or, after the purchase of a blank me- 
dium, “made” by exercising a license to make a copy.^ 

Thus, a person who lawfully makes a copy of a motion picture through a digital 
download at a retail location or at home is authorized, under Section 109(a), to sell 
it to the highest bidder, loan it, trade it, or give it away, and the copyright owner 
is powerless under the Copyright Act to prevent it. Video retailers would also be 
free to rent them for profit, just as is the practice today with audiovisual works law- 
fully reproduced on videocassettes and DVDs. 

PRIVATE PERFORMANCES 

The Copyright Act gives copyright holders the exclusive right to perform a work 
“publicly,” but reserves to the public the right to perform privately copies they own.® 
Theater owners need a license to show a motion picture, but the person who sneaks 
into a theater without paying infringes no right of the copyright owner. Owners of 
lawful copies need licenses to play them in public for pay, but need no one’s permis- 
sion to play them at home for private enjoyment. In short, there is no copyright to 
control or in any way limit private performances.'' To limit such performances is like 
preventing parents from reading books to their own children. 

“limited downloads” and “online rentals” 

Today, technological restraints have been fashioned to give copyright holders de 
facto control over the distribution and use of copyrighted works where de jure con- 
trol has been denied to them. These restraints seek to disable the protections that 
cop 3 Tight law provides to legal owners of lawfully made copies of copyrighted 
works — and expand the limited privileges granted to copyright holders by Congress 
in order to give them control over the lawful distribution and use of copyrighted ma- 
terials, control Congress has expressly denied to them in the Cop 3 Tight Act. They 
seek this control in order to impose a business model under which they can charge 
for repeated use or multiple users of cop 3 Tighted works. 

Copyright holders have taken the position that they are free to control the dis- 
tribution and use of digitally delivered cop 3 Tighted works by reclassifying the trans- 
fer of ownership of digitally delivered copies of copyright works as “limited 
downloads” or “online rentals.” The classifications are imposed on the owners of law- 
fully made copies through digitial rights management constructs such as non-nego- 
tiable contracts and access control technology. 

Non-negotiable contracts in the digital environment are most commonly presented 
as “click-thru end user license agreements.” These contracts of adhesion typically 
incant that the download does not transfer ownership of the copy of the work and 
declare that there are restrictions on the length of time or number of times the pur- 
chaser can view or listen to the product, the ability to transfer ownership of the 
copy, and/or the number of devices on which the product may be played. The restric- 
tions are enforced by “access control technologies” that automatically disable the 
copy after a certain amount of time or number of plays (“timing out”) and/or prevent 
the copy from being played on any device other than the device on which it was 
downloaded (“tethering”). 

For example, a download from a soon-to-be-launched “video on demand” online de- 
livery service for motion pictures reportedly will have to be watched within 30 days 
from the date of download and will be operable only for 24 hours after the first 
viewing, after which the movie will be rendered as inaccessible code. In addition. 


^See United States v. Sachs, 801 F.2d 839, 842 (6th Cir. 1986); see also United States v. 
Cohen, 946 F.2d 430, 434 (6th Cir. 1991) (“This [first sale] doctrine recognizes that copyright 
law does not forhid an individual from renting or selling a copy of a copyrighted work which 
was lawfully obtained or lawfully manufactured by that individual”); M. Nimmer and D. 
Nimmer, Nimmer on Copyright § 8.12[B][3][c]. 

®Under 17 U.S.C. 101, “[t]o perform or display a work ‘publicly’ means — (1) to perform or dis- 
play it at a place open to the public or at any place where a substantial number of persons 
outside or a normal circle of a family and its social acquaintances is gathered; or (2) to transmit 
or otherwise communicate a performance or display of the work to a place specified hy clause 
(1) or to the public, by means of any device or process, whether the members of the public capa- 
ble of receiving the performance or display receive it in the same place or in separate places 
and at the same time or at different times.” 

’’Twentieth Century Music Corp. v. Aiken, 422 U.S. 151, 155 (1975). 
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the download will be tethered to the computer on which it is downloaded. The video 
on demand service is a joint venture of copyright owners. 

The limited download construct is designed to gain the revenue stream consumers 
might be willing to pay for access to public performances of these works, while at 
the same time enjoying the control and efficiencies (but not the limitations) of a sin- 
gle digital reproduction (the download). It is intended to turn every digital player 
into a pay-for-play video jukebox, where the consumers own the copies, but lose 
their federal right to privately perform them or transfer to others the physical me- 
dium on which they are lawfully recorded without permission from or further com- 
pensation to the copyright owner. 

In fact, non-negotiable contracts and access control technolo^ can be used to re- 
strict the redistribution and use of a copyrighted work even after the copyright in 
the work has expired, effectively extending the copjright term in perpetuity. 

Unfortunately, Section 1201 of the Digital Millennium Copjright Act, which pro- 
hibits circumvention of technological protection measures such as access control 
technologies, is being misinterpreted to apply even where the technological protec- 
tion measure does more than just protect the copyright from infringement, but also 
furthers objectives unrelated to copyrights. Under this interpretation, which is con- 
trary to Congress’ intent,* technological protection measures cannot be circumvented 
so as to limit their effect to only lawful objectives. 

Non-negotiable contracts and access control technology are being used not only to 
prevent piracy, but to restrict the legal rights of lawful owners to give away, sell, 
rent, and view the digital copies they own. Although technological measures may 
lawfully be used to prevent copyright infringement and to ensure payment for the 
reproduction, they should not be used to permanently control the lawful distribution 
and use of copies once the legal right to do so has been exhausted. 

Because the first sale provision furthers the important public policies of promoting 
competition and maximizing dissemination of copyrighted works, the rights it con- 
fers cannot be extinguished either by non-negotiable contracts or technological con- 
trols. To conclude otherwise would make the rights granted by the first sale doctrine 
merely contingent on the technological prowess or goodwill of copyright owners. 

ANTITRUST CONCERNS 

Non-negotiable end-user license agreements and access control technology can be 
abused to suppress retail competition, to the detriment of consumers and retailers. 
It must be understood that entertainment products are not fungible. A consumer 
that seeks to view “Shrek” will not be fully satisfied by substituting “Training Day.” 
Rather, for motion pictures, the retail competition occurs not between products, but 
between retailers, who compete on price, selection, terms, location, customer service, 
and other factors. 

The proliferation of non-negotiable contracts and excessive access control tech- 
nology will deprive consumers of the value and flexibility they currently receive 
from packaged entertainment. It could eliminate retail competition and substitute 
uniform pricing and other uniform terms and conditions on the sale of movies, effec- 
tively extending the carefully delineated rights contained in sections 106 and 106A 
of the Copyright Act into wholesale controls over distribution to the ultimate con- 
sumer. 

Such technologies are also capable of being used to obliterate the lawful secondary 
market for used entertainment. Consumers could then be prevented from loaning 
movies to a family member or friend, reselling them, donating them to charitable 
organizations, or even, according to some of the current business models, bequeath- 
ing them in their wills. 

The U.S. Copyright Office recognized the anticompetitive potential of these tech- 
nologies in its DMCA Section 104 Report to Congress. The Copyright Office noted 
that access control technologies that tether digital downloads to a single computer 
and non-negotiable “click-thru” contracts that attempt to override cop 3 Tight law may 
negatively impact consumer choice and retail competition.^ 


*The anticircumvention provisions of the DMCA “[do] not apply to the subsequent actions of 
a person once he or she has obtained authorized access to a copy of the work . . . even if such 
actions involve circumvention of additional forms of technological protection measures.” H. Rpt. 
No. 105-551, Part 1, at 18 (1998). 

^U.S. Copyright Office, “DMCA Section 104 Report,” 75-76, 164 (2001). We do take issue, how- 
ever, with the Copyright Office’s conclusion that the problems raised by access control tech- 
nologies and non-negotiable contracts are speculative, or premature, or beyond the scope of its 
report. The restrictions on retailers’ rights to distribute and consumers’ rights to transfer and 
use fully the products they lawfully purchase and download are not speculative and consider- 

Continued 
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Competition in the distribution of copyrighted works is largely non-existent until 
the product passes to distributors and retailers. If video retailers cannot participate 
in the distribution of digitally downloaded movies, either as a lawful reseller or a 
rental outlet, the neighborhood video store will rapidly fade from the scene. They 
would be replaced by a small number of approved providers, to the exclusion of com- 
peting retail channels. Consumer choice and competition would be further eroded. 

CRITERIA FOR DIGITAL RIGHTS MANAGEMENT 

Retailers are firm believers in protecting copyrighted works from piracy. In fact, 
because the retail sector often feels the most immediate effects of piracy, it is not 
unusual for retailers to complain that copyright holders are too lax in enforcing 
their copyrights against pirates who compete directly with retailers. Despite the 
strong leadership of retailers in fighting piracy, they are unwilling to give carte 
blanche to copyright holders to control all distribution and uses of their works. 

Claims that the digital sky is falling as a result of piracy need not lead to a 
wholesale shift in power to copyright owners. First, copyright holders need not take 
away public rights to protect their copyrights. For example, the technology to pre- 
vent a motion picture from being copied is different from the technology needed to 
“lock” a legal copy 24 hours after its first use. In addition, the Supreme Court has 
admonished that the rights of the public as against copyright holders are just as 
important, under the Constitutional framework, as the rights of copyright holders 
against the public. 

Accordingly, there should be two criteria for security standards: 

1. The degree of security against copyright infringement. As a practical matter, the 

only rights at issue here are the rights of reproduction (Section 106(1)) and pub- 
lic performance (Sections 106(4) and (6)). 

2. The degree of accountability for lawful reproductions and public performances. 

That is, the extent to which the technology can assure that the copyright owner 
is being compensated for the number of reproductions or public performances 
actually licensed and made. 


CONCLUSION 

Copyright law is a balance between the protection of intellectual creations and the 
promotion of broad public dissemination of these creations in a manner that benefits 
society as a whole. Congress must ensure the proper balance is maintained between 
the rights of copyright holders on the one side and consumers and retailers on the 
other so that lawful digital distribution can move forward. 

Security technologies that protect true intellectual property rights from infringe- 
ment are commendable. Video retailers have long supported Macrovision encryption 
of analog copies of motion pictures and the CSS system of protecting DVD copies 
of motion pictures from unauthorized reproduction. Such systems derive their legit- 
imacy from the fact that they only protect the right of reproduction from infringe- 
ment. 

However, VSDA is deeply concerned about the overreaching that is part of some 
technological controls for online entertainment. For the first time in history, copy- 
right holders have the power to control mass distribution of their works (at least 
those in digital form) from the point of manufacture all the way to the end consumer 
and beyond. They are now able to distribute copies to millions of people in a matter 
of a few minutes, simultaneously distributing at the wholesale and the retail level. 
At the same time, digital technology gives copyright holders the unprecedented 
power to control and suppress the lawful use, resale, and rental of digitally deliv- 
ered entertainment. 

The issue is indeed quite simple. Cop 3 Tight holders do not have a right of private 
performance, so they should not be permitted to force consumers to pay for private 
performances. Holders of copyrights in audiovisual works do not have a rental right. 


ation of their impact is not premature, as evidenced by the video on demand joint venture ref- 
erenced above. These issues also fall squarely within the Copyright Office’s mandate from Con- 
gress. Yet the Copyright Office’s report makes no mention of the video on demand joint venture, 
despite the fact that it was public knowledge that this service was being developed. The prob- 
lems created by overly restrictive access control technology and non-negotiable contracts need 
to be addressed now, not at some indefinite time in the future. To fail to do so leaves to the 
designers of access controls the allocation of rights between consumers and copyright owners, 
a function that previously was the exclusive responsibility of Congress. 

^^^See, e.g., Fogerty v. Fantasy, Inc., 510 U.S. 517, 527 (1994) (because of the social value of 
increased public exposure to a musical work, “a successful defense of a copyright infringement 
action may further the policies of the Copyright Act every bit as much as a successful prosecu- 
tion of an infringement claim by the holder of a copyright”). 
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so they should not be permitted to prevent rentals. No copjright holder has the 
right to control redistribution of lawfully made copies, whether made in a factory, 
in a retail store, or at home, so they should not be permitted to use technology to 
prevent redistribution, nor to charge the new owner or renter a fee for access. 

Video retailers see tremendous possibilities in digital distribution and want to see 
this market grow. They do not fear a free market, and believe that copyright holders 
should not be able to expand the limited privileges granted to them under the Copy- 
right Act to lock out or limit retail competition. They ask only for the opportunity 
to compete fairly for consumers in the digital marketplace. They disagree with the 
notion that any single participant in the marketplace should be allowed to dictate 
the winners and losers. 

While it can be argued that, ultimately, business models that rely on consumer- 
unfriendly technology will fail, in the interim some retailers may be driven out of 
business and the development of the market for digital delivery will be severely im- 
peded. 

Therefore, public policies for digitally delivered copyrighted works must: (1) main- 
tain the balance of rights and limitations of copyright; (2) promote competition for 
consumer allegiance; (3) protect consumer rights; and (4) stimulate creativity. Such 
policies are necessary to facilitate artistic, business, and technological innovation 
that benefits society, enhances the quality of life, and fuels economic growth. 

Thank you for the opportunity to present our views. 


Prepared Statement of Hilary Rosen, President and CEO, Recording 
Industry Association of America 

I would like to thank the Subcommittee, under the leadership of Chairman Upton 
and Representative Markey, for the opportunity to submit written testimony today 
about the most important issue facing the recording industry — rampant digital 
music piracy and possible technological solutions to help control piracy. 

The Piracy Problem 

Any discussion concerning the use and protection of copyrighted works on the 
Internet, and certainly any discussion of digital music issues, has to begin with an 
understanding of how large a problem piracy is. Put simply, the quantity of digital 
music piracy is staggering. The International Federation of the Phonographic Indus- 
try (“IFPI”) recently estimated that for every CD purchased legitimately, another 
one is “burned” on a computer. This rate of unauthorized reproduction — that is, 
100% of the legitimate market — is unheard of in any industry. Just imagine if half 
of the automobiles, computers or shoes in the market were illegitimate. 

The biggest sources of unauthorized copies of recordings are the various “peer-to- 
peer file sharing” systems. I use the term “peer-to-peer file sharing” because every- 
one does, but I should be clear that there is no true sharing involved. Everyone in- 
volved in the “sharing” process gets to keep his or her own copy. These services are 
also “peer-to-peer” only in the sense that there is no centralized storage of our 
works. That term obscures the fact that they are organized networks specifically de- 
signed and operated to further the unauthorized distribution of copyrighted works. 
And they accomplish their objective with great efficiency. Just one of these peer-to- 
peer services alone is responsible for over 1.8 billion unauthorized downloads per 
month. In fact, it appears that in any month this one service provides more infring- 
ing downloads than the total number of tracks contained on the legitimate products 
shipped by the entire U.S. recording industry. 

These peer-to-peer systems are so widely used that one analyst recently estimated 
that over half of the broadband traffic in the United States is attributable to the 
unauthorized “file sharing” of copyrighted works. In some places it is worse — one 
university has found that over 80% of its network traffic is dedicated to the use of 
KaZaA, the leading peer-to-peer application. 

Peer-to-peer systems aren’t the only problem facing the recording industry. CD 
“ripping,” which is the process of converting CD recordings into computer files, and 
“burning,” which is the process of turning those computer files into CD recordings 
playable by conventional CD players, on a mass scale is also a substantial threat 
to our industry. The hardware and software necessary to rip and burn CDs has be- 
come standard equipment on personal computers. Indeed, 40% of active music con- 
sumers now own CD burners — up from 14% in 1999. This has led to troubling re- 
sults: 

• 77% of active music consumers with CD burners have used their burners to copy 
music. 
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• 50% of those who have downloaded music for free copy the downloaded music onto 

a burned CD or a portable MP3 player. 

• 23% of active music consumers say they did not buy more music last year because 

they downloaded or copied music for free. 

The piracy problem has reached a level that threatens to cause serious damage 
to those of us who create and market music. Last year, record sales in the United 
States were down 10%. IFPI recently reported that record sales were down almost 
7% worldwide. Moreover, piracy has had particularly significant effects on sales of 
the top hits that provide the profits that allow us to invest in the development of 
new artists and creation of new music. In 2000, the top ten albums sold a total of 
60 million units. In 2001 the top ten albums sold only 40 million units — a drop of 
33%. These trends hurt all of us who earn our livelihoods from the music industry. 
They also hurt our business partners, the legitimate digital music services, which 
find it hard to compete against infringing services that provide consumers all of the 
same content for free. 

It would be difficult to overestimate the long term consequences if these trends 
continue. The creation of new recorded music involves enormous levels of cost, 
amounting to hundreds of millions of dollars. Thereafter, the cost of marketing and 
promotion may amount to many hundreds of millions of dollars more in order to cre- 
ate a demand for the music. The current levels of piracy will not long allow us to 
sustain this level of investment. That not only will impose economic pain on every 
participant in the digital music value chain, but it also will deprive consumers of 
the rich musical diversity they have come to expect from our industry and of the 
promise the Internet provides for legitimate commerce in copyrighted works. 

Technological Solutions 

Despite the rather gloomy picture I’ve just painted for you, I truly believe that 
the music industry has a bright future. Record companies look forward to embracing 
technology in two ways — to curb piracy and to form new business models with tech- 
nology partners and licensees to deliver music in new ways at new price points to 
consumers, offering more choices in the legitimate marketplace 

Record companies are looking at and testing various digital rights management 
and copy protection technologies that balance personal use with the piracy concerns 
of both record companies and artists. There are technologies available that can offer 
some useful degree of protection against uncontrolled copying of recordings. For ex- 
ample, CDs can be copy protected to inhibit ripping. The mere protection of CDs 
alone, however, is not a solution to the piracy problem. It is very difficult to main- 
tain the security of valuable intellectual property against the relentless incursions 
of new copying and distribution technologies so long as computer products and con- 
sumer electronic devices provide easy and open opportunities for piracy. 

The solution to the piracy problem, then, lies not in any technological silver bul- 
let, but in an ongoing cooperative relationship between the music and technology 
industries. Such a cooperative relationship could create robust systems for digital 
copy protection. For example, all commercially released CDs are encoded with cer- 
tain copyright management information for use in those devices that support the Se- 
rial Copy Management System (“SCMS”), which is the system required by the Audio 
Home Recording Act. CD ripping products have access to this copyright manage- 
ment information too, but their designers have chosen to ignore it. Why shouldn’t 
there be technological solutions that take advantage of this information and respect 
it in devices not covered by the AHRA as well as those that are covered by the 
AHRA? Perhaps these solutions could include “secure ripping,” whereby CD ripping 
and burning products would protect the resulting copies, or simply refuse to copy, 
when appropriate given the available SCMS information. One could certainly imag- 
ine solutions built on other copyright management information, such as “water- 
marks,” as well. 

Cooperation between the cop 3 Tight and technology industries also could make it 
possible to close what has been called the “analog hole,” which is the ready ability 
of users to circumvent digital cop 3 Tight protections through conversion from digital 
to analog to digital. The “analog hole” exists because digital music must be con- 
verted to analog sound waves to be audible to people — we humans can’t just listen 
to Is and Os. In this process, a secure piece of digital music loses its security at 
some point in the transmission from processor to sound card to speaker. Currently, 
it is rather simple to turn analog signals back into digital copies without regard to 
the security in place on the original and without a significant degradation in sound 
quality. A cooperative relationship might produce technologies to close the analog 
hole, or at least make the process sufficiently difficult or result in such poor copies 
that most people would not bother to try to exploit it. 
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Similarly, there are possible technical solutions to the problems created by peer- 
to-peer networking. Technologies have been developed to recognize the “fingerprints” 
of copyrighted works, or to embed watermarks in those works, such that the unau- 
thorized distribution of those works over the Internet can be recognized and either 
slowed or halted. Some universities and other Internet access providers are using 
software applications called “bandwidth shapers” that recognize peer-to-peer file 
sharing and can either stop or slow that activity. We saw some evidence of the suc- 
cess with which technologies can be used to address peer-to-peer file sharing in our 
litigation against Napster. During the early stages of the case, Napster vehemently 
protested that it would be impossible for it to screen for copyrighted works. Yet 
under the order of a court injunction, Napster blocked a substantial part of its 
former traffic in copyrighted music. 

What is required to develop and implement the potential solutions is a commit- 
ment from the technology industries to be partners in the process of promoting le- 
gitimate commerce in copyrighted works by restricting the unauthorized distribution 
of copyrighted content. I am excited about the opportunities that the Internet, per- 
sonal devices and other new technologies offer for the distribution and enjoyment 
of music, and by the developing market for digital music. I hope that the market 
for digital music will develop into one of the strongest components of the music in- 
dustry and prove rewarding for artists, record labels, technology companies and 
service providers alike. Thus, I believe that both the copyright and technology in- 
dustries could benefit from a cooperative relationship to promote legitimate distribu- 
tion of music and prevent piracy. 

We should be working together to develop technical standards that can be imple- 
mented in new devices and systems that will be secure and foster innovative busi- 
ness models, but avoid confusing or aggravating consumers through technical incom- 
patibilities. Such standards could spur sales of both technology products and re- 
corded music. At the same time, such standards would ensure that software and de- 
vice manufacturers need only build certain technology into their products to provide 
access to works obtained through legitimate channels while helping control infringe- 
ment. 

The recording industry believes that the free market is always the best choice for 
the development of any of these types of technological standards, and would never 
embrace government regulation lightly. Congress should analyze, however, and ac- 
tively monitor, whether the marketplace is creating the incentive for technology 
companies to work with copyright owners to protect copyrighted works. The ramp- 
ant and growing digital music piracy has reduced the incentives of technology com- 
panies to cooperate with copyright owners. Technology companies may see little rea- 
son to protect content when their products and services are already selling, even 
though those products and services are being used to acquire intellectual property 
illegally. Indeed, the growing sales of CD burners and blank CDs may actually pro- 
vide a disincentive for technology companies to engage in constructive efforts to pro- 
tect copyrighted material. Thus, digital piracy is likely to continue to flourish. So 
long as voluntary negotiations of security and digital rights management standards 
are not adequately addressing these problems, there may be a role for the govern- 
ment in restoring the incentives for the technology and copyright industries to work 
together. 

I again thank the Committee for its time and for the opportunity to address you 
on these important issues. 
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statement of Gary J. Shapiro 
Chairman 

The Home Recording Rights Coalition 
April 25, 2002 


The Home Recording Rights Coalition has been working to protect consumer rights, 
practices, and expectations since October, 1981, when the first consumer VCR was declared 
illegal by a court. That decision's 1984 reversal by the U.S. Supreme Court marked a turning point 
in favor of innovation and consumer fair use. Today's hearing marks another potential turning 
point. Twenty years ago the question was whether product innovations such as the VCR should be 
suppressed, out of concern that recording within the home would damage content providers. 

Today the question is whether home-based consumer electronics and information technology 
products should be constrained in their operation, out of concern that non-home networks have 
become capable of delivering too much content. 

Ironically, as Congress, the courts, and the motion picture and recording industries have 
acknowledged consumer fair use as a principle, the threat to actual consumer practices has grown 
and spread, even beyond home recording. For example, any manufacturer that would offer a DTV 
receiver or set-top product capable of connecting directly to a cable system would have to sign the 
"PHILA" license, which gives content owners the power not only to prevent home recording, but 
also to cut off or degrade the resolution of programs flowing over particular outputs. This is no 
trivial matter - the interfaces in question include the only high-resolution inputs available on most 
of the 2.5 million DTV receivers sold to date. 

Therefore, HRRC sees the task now before the Congress as twofold - first, to make sure 
that regulatory agencies such as the Federal Communications Commission (which acknowledges 
jurisdiction over the PHILA license) act to promote rather than to suppress competition, and 
second, to look carefully at any new private sector requests for legislative assistance, to assure 
that they are balanced and respectful of reasonable and legitimate consumer practices and 
expectations. 


Despite Welcome Public Disclaimers, 

Provisions To Control Consumer Devices 
Are Still In Force And Need To Be Lifted. 

Inappropriate Legislative Proposals 
Are Being Supported By Content Industries. 

In the last few months, representatives of the motion picture industry have purported to 
move away from recent agendas aimed at controlling consumer in-home recording and viewing. 
However, these new positions have not been reflected in either the legislative proposals supported 
by the MPAA (e.g., S. 2048 - Hollings / Stevens) or pending regulatory initiatives (the restrictive 
"PHILA" license under FCC consideration). 

Through license and regulation, industry representatives have sought the power to turn off 
for all purposes (including viewing) home interfaces that a studio may consider insecure, such as 
the widely used "component video analog output" from broadcast, cable, and satellite set-top 
boxes, in appearances before the Senate Commerce Committee in February, the heads of the 
MPAA and major studios purported to drop all attempts to do this. They: 

• characterized prior home taping concerns as "history," 

• said they have no present concerns over home recording so long as content is not uploaded to 
the Internet, and 
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• said they would no longer Insist on the ability to shut off in-home product interfaces based on 
such concerns ("selectable output control" or "etdended CCI"). 

While welcome, these positions are inconsistent with MPAA's subsequent endorsement of 
the broad and restrictive Hollings / Stevens bill (S. 2048). Nor have these positions been 
communicated to the cable industry, whidi still insists on such anti-consumer restrictions in its 
'PHILA* license (mandatory for attachment of compefitive products), or to the FCC, which has 
direct oversight authority for the PHILA license. 

Until the motion picture and cable industries disclaim such impositions on consumers, the 
HRRC will continue to urge the FCC to publish the PHILA license for direct comment by the public. 
On April 8, CableLabs, the cable industry consortium that has offered the PHILA license to device 
manufacturers, sent a letter re PHILA to Senators Leahy and Hatch, the chairman and ranking 
member of the Senate Judiciary Committee. This letter responded to HRRC testimony submitted to 
the Senate Judiciary Committee. This tetter contained numerous items that can only be 
diatacterized as inaccuracies, misstatements, and distortions. To illustrate the seriousness of the 
PHILA issues, and the unfounded beliefs and assumptions of those who offer it, HRRC attaches a 
detailed discussion of this letter as Appendix A to this Statement. 


HRRC mil Review All Proposals 
CarehillyAs to Fairness To Consumers And 
Impact On New Devices And Technology. 

Despite its official endorsement of Hollings /Stevens, MPAA has in fact set out a diffeienl, 
more specific and layered, three-part agenda: 

l/IPAA Agenda Items 

(1) Implement a system to prevent the redistribution to the Internet of free, terrestrial DTV 
(unencrypted) broadcasts. Products with an ATSC tuner, or receiving signals from one, would be 
required to respect a "flag” sent with the content. Home recording would not be targeted. FCC 
regulation and perhaps some legislation would be required. 

(2) Enable a means to secure "component video analog outputs" in ways similar to means 
available tor digital video interfaces. Consensus ’watennark” coding would be read by 
downstream analog-to-digital converters able to handle DTV content; the converted digital video 
would have to be handled "securely” in the same manner as digital interfaces for the same content. 
Legislation would be required. 

(3) impose a burden on all CE and IT devices to participate in an undefined system to avoid 
playback of content pilfered from studio in-house channels and distributed by "peer-to-peer'’ (p-lo- 
p) means over the Internet. An undefined technical, regulatory, and legislative burden would be 
added to virtually all consumer products. 

HRRC Positions 

HRRC's present position on each of these elements is as follows: 

(1) Internet redistribution of broadcast content. HRF!C is participating in the multi-interest work 
group of the Copy Protection Technical Working Group (CPTWG). HRRC understands and shares 
concerns over mass internet redistribution of content, but has not committed to endorse any 
specific measure to address it. HRRC remains open to fair, reasonable and balanced proposals, 
through narrowly targeted regulation or legisiation if necessary, with the understanding that no 
limitabons on consumer home recording rights, or on consumer expectations based on their 
reasonable and customary practices, would be imposed. 

(2) Addressing component analog video interfaces. HRRC believes these interfaces, on which 
millions of consumers already rely for DTV conterri, should not be subject to being tumal off or 
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degraded by movie studios, or by cable or satellite program distributors. HRRC has offered for 
several years to work with those seeking to address this 'analog hole" issue, provided: [1] any 
approach is subject to reasonable "encoding rules" as per DMCA Section 1201(kj, to protect 
consumer practices, and [2] the technology involved represents a private sector consensus and 
can be applied to devices without damaging their performance. 

(3) Undefined imposition on consumer electronics and computer devices. HRRC is unaware 
of any technical presentation defining or supporting this agenda, by MPM or any member studio. 
Without knowing the precise objective, the means of implementation, or the necessary 
scope of regulation or legislation, HRRC cannot support this agenda. HRRC is skeptical that 
protection of pilfered content could be practicable, or fair to consumers, through a burden imposed 
on manufacturers of home reception or playback devices. But, if MPM comes forward with a 
specific plan, HRRC will consider it in accordance with its well-established principles as to 
protecting consumer rights. 

HRRC agrees with the views expressed by Senators Leahy and Hatch, and by some in the 
IT and content industries, that the private sector process should yield consensus before 
government should be prepared to act. Before Congress acts with respect to any of the measures 
on the MPM agenda, HRRC also urges the Subcommittee to follow the advice of Representative 
Rick Boucher, who said in a recent Dear Colleague: 

[A]t a future time some limited government action may be necessary to 
ensure that all digital recording and playback units recognize and respond to the 
technical solutions agreed upon by these private sector parties. At that time, 

Congress can play a vital role by assuring that consumers receive the full benefit 
of all the bargains struck by content owners, consumer representatives and the 
manufacturers of digital equipment. As Congress demonstrated in developing 
Section 1201(k) . , . , it is possible to enact narrowly tailored legislation that 
resolves an identified problem in a way that preserves longstanding consumer 
expectations to engage in appropriate home recording, does not disrupt the 
development of new technology and fully protects the intellectual property rights of 
copyright owners. 

Congress Should Ensure That Consumers 
Are Being Treated Fairly In Ongoing Regulatory 
Proceedings Before Launching New Ones 

While consumer rights and expectations are winning increasing respect in the Congress, 
they are under immediate threat via the PHILA cable industry license governed by the Federal 
Communications Commission. In testimony before the Senate Judiciary Committee, HRRC 
explained how this came about: 

Ironically, the FCC today is in a position to enforce anticonsumer license 
provisions because of a provision passed by the Congress, in the 1 996 
Telecommunications Act, that was meant to be explicitly pro-consumer. Section 
304 of the 1996 Telecommunications Act requires the FCC to assure in its 
regulations the competitive commercial availability of devices that attach directly to 
cable systems - breaking the 50-year monopoly, based on their concerns over 
theft of service, that cable multi-system operators have enjoyed. To achieve 
competitive entry with a range of new devices, as occurred in telephone 
deregulation, the FCC oversaw a standards development process that would also 
protect the security of cable signals from unauthorized use, CableLabs, the 
research consortium of the cable industry, volunteered, and was chosen by the 
FCC, to set such standards. But as presently drafted these standards, and the 
"PHILA" license agreement that would extend from the cable industry to device 
manufacturers, pose another threat to consumer enjoyment of home devices, and 
represent yet another part of a motion picture industry agenda represented before 
you today. Remarkably, though it fulfills a congressional mandate under FCC 
regulation, the text of the proposed PHILA license is held secret under non- 
disclosure agreements required by the cable industry. 
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Shortly thereafter, under pressure from Chairman Tauzin, CableLabs lifted the veil of 
secrecy from PHILA, revealing that all of the its anti-consumer provisions are still in tact. Here is 
how they were described by HRRC to tte Senate JuAdaty Committee on March 14: 

Why HRRC Opposes The Imposition In 
FCCSanctioned Licenses Necessary For 
Competitive Devices To Attach To Cable TV 
Systems Of “Selectable Output Control" Or 
"Extended Copy Cortfrof lnformation"And 
Signal "Downresolution" 

The technology that some studios supported at the FCC would allow them, or cable or 
satellite operators, to exCTCise direct, remote control over all product-to-product connections in the 
home. Once given this power, a movie studio, or cable or satellite operator, could simply turn off 
any interface at will, effectively making the consumer home network a part of its own distribution 
system. 

Today, there are two standard all-digital interfaces being readied for widespread use in the 
home. One, known as IEEE 1394, iLink, or "Firewire,” provides a bi-directional means of 
connecting TVs, VCRs, and other standard consumer products within a home network. This 
connection allows home recording to be either supported or disabled. The other digital interface, 
called ”DVI," is a one-way, broader digital connection ori^nally designed to hook personal 
computers to dgital monitors. The DVI signal used in this interface is simply not recordable by any 
known consumer technology. 

The "OTCP" license, refe.ned to in the attached chronology, spells out when this 
technology may be used to block home recording of certain content, based on "encoding rules' that 
protect current consumer practices - again, based on Section 1 201 (k) of the DMCA. There are no 
such encoding mles for DVI. 

Each of these interlaces offers different advantages. Some consumer electronics 
companies envision home networks in which each interface connection would be available to 
consumers - some TV receivers might be designed to rely on the "1394* inputs, some on DVI, 
some on both. Connections to digital VCRs, far example, would be made through the 1394 
interface, meaning that copying would be controlled, but subject to balanced "encoding rules." 

Mandated responses to "Extended Copy Control Information" coding, however, would 
allow commercial entities outside the home to remotely control, on a program by program basis, 
which one of these interfaces would be active in a home, and which would be switched off for all 
purposes. A studio, cable MSO, or satellite provider that did not want to permit any home 
recording on VCRs would simply turn off the "1394" interface, and the "encoding role" protections 
for consumers, painfully negotiated over several years, would become irrelevant. 

Even mote disastrously for consumers, a consumer who had bought a state of the art 
HDTV receiver, with a copy-protected digital 1394 interface, would lose the signal from this 
interface for ail purposes, including viewing the program. So even consumer high resolution 
viewing, on the newest frontline, digital products of the DTV transition, could be cut off at the 
discretion of the studio, cable, or satellite company. 

Unftsrtunate^, the dam^e to consumer living rooms from "selectable output cwtror 
would not stop even at the choice of digital interfaces. Neither of these digital interfaces is yet in 
general use. Most HDTV displays in the market today, and sold over the last three years, rely on 
the same sort of broadband in Wace that is used to deliver signals from PCs to computer monitors. 
(In computer terminology it is called "RGB." Its consumer electronics cousin is component video, 
also known as "Y, Pb, Pr",) A duty in the "PHILA" license to respond to such "Extended Copy 
Control Information would mean that the OTV-qualily, broadband signals to the pioneering 
Americans who have purchased these 2.5 million displays would simply be cut off and the screeen 
would go dark. (Only the standard analog, low-definition, signal would still be available.) 
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Representatives of the cable industry have said that these controls, and provisions giving 
content owners the power to remove 3/4 of the resolution from signals before they are transmitted 
over component video analog outputs, appear in the PHILA license only because the motion 
picture industry has requested them. HRRC has called on motion picture industry representatives 
to convey, directly to the cable industry, their recent statements that they no longer seek to impose 
selectable output control or Extended CCI, and to clarify its position as to signal downresolution. 

HRRC Reply To 

CableLabs Response Re PHILA 

In a letter to Senators Leahy and Hatch dated April 8, the President of CableLabs took 
issue with these HRRC statements. Attached, as Appendix A, is a point-by-point discussion of 
CableLabs' claims. The number of errors, self-contradictions, and misrepresentations contained in 
the CableLabs Senate letter illustrates why it is vital for the FCC to require public, authoritative, and 
on the record comment from the cable industry, the motion picture industry, consumers, and all 
others concerned with the gatekeeper PHILA license; and for it to achieve the goals sought by the 
Congress when this Committee added Section 304 to the 1996 Communications Act. 


APPENDIX 


HRRC Comments On Allegations 
Re PHILA In April 8 CableLabs 
Senate Letter 


CableLabs Claim ■■ That HRRC Misrepresented PHILA provisions. 

The facts: Each of the assertions made by HRRC as to PHILA was accurate: 

• PHILA and its associated Specifications (in particular the OCAP) require Licensed Products to 
prevent copying, recording or storage of Controlled Content (i.e., content which has been 
marked anything other than 0,0) except as directed by the EMI bits, (see Compliance Rules 
§3). 

• Neither OCAP nor PHILA contains any "encoding mles" intended to limit the application of 
these restrictions, (see Definitions § 1.6) . Therefore the PHILA and OCAP are clearly 
capable of being used in a manner to deny consumers their Fair Use expectations regarding 
copying of all types of content. 

• OCAP similarly contains the "tools' needed to enable selectable output control. Thus PHILA 
likewise enables cable operators, at the direction of content owners or othenrvise, to turn off 
consumer TV sets "on a whim". 

• Until this Committee intervened, manufacturers engaged in negotiations with Cable Labs were 
been bound by NDA to keep those negotiations secret. No public scrutiny of the PHILA or 
OCAP has occurred. 

CableLabs Claim: -- “PHILA provides tools, not rules.... The PHILA provisions and 

OpenCable specifications do not require particular content to be restricted from copying, 

nor do they require and particular content to be carried in the clear.” 
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The facts; A gun pointed at the head is also a "tool.’ The CableLabs response begs the 
question as to whefter the power represented by tte too! is lawtolly acquired or applied by the one 
who wields it. As Chairman Tauzin has noted, tools can be abused. 

All manufactorers other than cable MSOs must sign PHILA in order to get to market. From 
the beginning, this has been a process of public interest and responsibility; (1) Congress passed 
Section 304, added by this Committee to the 1996 Telecommunications Act, that required FCC 
rules to "assure" competitive product entry, (2) CableLabs and its MSO owners offered to the FCC 
to provide appropriate specifications to enable such devices to operate on all cable systems, and 
(3) the MPM requested that the POD-Host interface be made robust against unconstrained digital 
recording. 

This Committee and the Congress did not. 

• vote to give MPAA members unconstrained power over consumer viewer and recording 

• vote to give CableLabs the authority to confer such power on MPAA and its members 

» decide that CableLabs could constrain competitive entry by arbitrarily assuming such powers, 
and requiring adherence to such provisions as a condition of allowing others to compete vnih 
its owners. 

The "tool" argument also loses credibility in the face of recent authoritative statements by 
motion picture industry leaders that they (1) no longer desire the power conferred by "selectable 
output control," and |2) are no longer concerned over in-home recording so tong as the copies are 
not conveyed over the Internet. 

CableLabs says it cannot include limitations, such as those legislated by the Congress in 
Section 1 201 (k) of the DMCA, because it does not wish to "insert itself into the commercial 
relations between content providers and cable operators." It claims that such a balanced 
outcome, that recognizes and preserves consumer rights and expectations, would "institute a 
single business arrangement to replace thousands of delated bi-lateral business arrangements." 
This argument boils down to: 

• Rattier than choose the balanced solution already crafted by the Congress as lo a public trust, 
CableLabs chooses to put all power in one party, the one from whom it obtains content, and 
none in the other, the consuming public. 

This is the epitome of elevating private buaness dealings over a public trust. 


CableLabs Claim: "PHILA is respectful of lima shifting for home use.” 

The facts: It helps to speak respectfully of the dead, but doing so does not bring them 
back to life. 

CableLabs offers only one example ol concern for home recording: hard drives embedded 
in lha products that its parent MSOs lease to consumers. This set-top box product, not 
coincidentally, competes with the recorders that otherwise are shut down or disabled by PHILA. 

By discriminating in favor of products twit into set-top boxes, CableLabs both feathers its owners' 
nests and implies that consumer time shifting must be limited to making copies which are bound to 
the device that records them. 

PHILA stilt makes no provision whatsoever for licensing devices with removable media (the 
relevant provision remains blank) - therefore, no recording device containing other than a PVR can 
receive a POD or be hooked directly to a digital cable system. This is manifestly at odds with the 
intentton of this Committee when it added Section 304 to the 1996 Tetecommunfcafions Act. 
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Cable Labs falsely claims that ie this practice, “PHILA . . . follows a widely-accepted 
requirement (that consumer electronics manufacturers have accepted in similar licenses) that 
devices that make digital copies must be "robust” to prevent hacking that would defeat copy 
protection and to resist removal of hardware that stores the digital copy," This is simply not so. 
The "SC" and *4C" licenses referred to do not in fact limit the copying of content to "hardware” or 
any other non-removable media; the ”4C" technology referred to in fact was specifically designed 
for removable media rather than "hard drives.” 

Having asserted that its PHILA restrictions are patterned after those imposed by consumer 
electronics manufacturers, CableLabs does an about face and claims, ‘CE manufacturers opposed 
any kind of copy protection.” (If true, where did the licenses to which it refers come from?) In fact, 
consumer electronics and information technology companies, on a strictly private sector, voluntary 
basis, developed CSS, DTCP, CPRM, HDCP, and many other privately- licensed DRM and copy 
control technologies. They also were prominent in organizing the "BPDG” to address concerns 
about redistribution of broadcast content over the internet; CableLabs has provided a single 
consultant. FCC dockets and the Congressional Record are so replete with evidence as to 
positions and conduct that HRRC can onty observe that CableLabs has either has never looked at 
these records or is willfully distorting them. 


CableLabs Claim: '"Selectable output control’ is an ordinary incident of different security 
systems for different outputs." 

The facts: Apparently this statement is offered in the sense that ”death is an ordinary 
incident of life," Otherwise HRRC can find no shred of meaning or validity to it. 

According to the now-public PHILA draft, PHILA requires certified compliance with the 
specifications that incorporate selectable output control (see 6th whereas clause), and thus 
mandates responses, in devices, to the triggering mechanisms that shut off or degrade interfaces 
on which other devices rely, based on the unconstrained whim of the content provider. 

CableLabs says euphemistically that selectable output control is a vehicle to ‘permit 
subscriber access to protected digital content in alternate ways." This may be so in the sense that 
not breathing is an "alternative" to breathing. The incontrovertible facts are; 

• PHILA requires that, to be allowed to operate on a digital cable system, a device must respond 
and conform to "selectable output controT triggers. 

• These triggers may instruct a device to turn off any of its outputs, irrespective of how effective 
copy protection on that output may be, or to degrade the resolution of the high-definition 
analog outputs. 

» PHILA includes no governance, limitation, or other constraint as to which of these outputs may 
be triggered "off,” at any time, by a content provider. 

• As of April 8, MPAA and studio heads were indicating that they no longer seek this power, but 
it persists in PHILA and is still being defended, and insisted upon, by CableLabs. 

Having tried to whitewash selectable output control through semantics, CableLabs returns 
to the argument that a PHILA provision is- really no different from that found in licenses of 
consumer electronics companies. Thus it attempts to conflate and confuse the exercise of 
selectable output control over lawful devices with the revocation of certificates of cioned devices. 
This argument is parSculariy insidious because anyone sophisticated enough to make it surely 
must appreciate its falsehood: 

• "Selectable output control” turns off the output from all devices receiving the content, even 
though the devices are lawful; it therefore affects all who own and rely on such lawful devices. 

It is applied as a business decision of the content provider, against the interest of law-abiding 
consumers. 
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• "Revocation’ is a tool for enforcing encryption licenses - when a device key has been “cloned" 
for a purpose contrary to the license, the key for Utat device is revoked; it therefore affects only 
the device that relies on the illegally cloned key, and any clone devices that were illegally 
made. Even so, the private sector licenses provide for “due process" notification and cure 
periods rather than cut off at whim. These provisiwis neither justify nor require imposition of 
selectable output control. 

CableLabs' confusion as to controi owr law-abiding consumers and the revocation of 
cloned devices shows either alarming confusion for an organization entrusted with serious 
responsibilities, or contempt for the Congress. 


CableLabs Claim: "Cable is not stranding or disabling the devices of purchaswers of first 
generation DTVs." 

The facts: CableLabs here claims that the same manufacturers whose restrictive license 
provisions it supposedly copied in PHILA (but who also oppose all copy protection) are the real 
villains in the stranding and disabling of first generation DTVs, for "not having included’ protected 
inputs on DTV receivers. The simple fact is that the inputs in the 2.5 million TVs sold to consumers 
are: 

• the only ones available to match the outputs on cable set-top boxes 

• the only ones available that can receive broadcast content from ATSC set-top boxes 

• the only ones that support home recorders, at least until "SC" is accepted by more than two 
motion picture studios 

While NCTA "announced" its support of the SC-protected ’ 1 394" interface, its members - 
who distribute 100% of all digital cable set-top boxes - have not seen fit to incorporate this 
interface on any significant number of the 25 million digital set-top boxes that they have received to 
date for distribution to consumers. In this context, the CableLabs assertion that TV manufacturers 
are at fault for attempting to provide a product that is compatible with those of its own parent MSOs 
is simply breath-taking. 

Contrary to the underscored claim, PHILA would, indeed, strand consumers who have 
bought DTV receivers. Cable Labs says that it would remove the downresolution requirement if all 
studios were to agree and to remain bound by that decision. It does not, however, make a similar 
offer with respect to the use of encoding rules, or as to selectable output control. 


CableLabs Claim: "The PHILA process was never 'held secret.' The current version is 
posted oubliclY. 

The facts: The entire point of a "non-disclosure' agreement is to preserve secrets. It is 
mystifying why CableLabs would deny this. This Committee well knows that PHILA was held 
secret until Chairman Tauzin demanded to see a copy. Once CabeLabs was forced to disgorge 
copies, it became apparent that all of the negotiation since the last public, December 14, 2000, 
version, had not yielded any significant progress. 

HRRC is also puzzled by the CableLabs claim that the "terms of the current PHILA have 
been shared with the FCC under the ordinary procedures for handling commercial confidential 
information at ttie agency." Does this claim refer only to the few weeks between CableLabs 
having finally agreed to show PHILA to public officials, and its posting on the OpenCable web site? 
Or does it imply a long-term, undisclosed ex parte sharing with the FCC? 


CableLabs Claim: CableLabs specifications were reached through open processes in which 
manufacturers fully participated. 

The facts: Much of the process in which manufacturers have been allowed to participate 
has, in fact, been under NDA, And not even CableLabs would claim that opinions of prospective 
entrant manufacturers have been given vreight equal to those of its MSO owners or their longtime 
vendors. Nor were manrjfacturers inwted to play any rde in the initial formulation of PHILA. 




